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I1. Mo ta

Bai lab gém mot PC, mot Access Point, mot Switch, moét WLC va mot Server
Cisco ISE

Pit IP theo so do sau:

Tén thiét bi Pia chi IP
ISE 192.168.1.253/24
WLC 192.168.1.100/24
AP 192.168.1.1/24
PC 192.168.1.2/24
F0/23 DHCP
Interface VLAN 1 192.168.1.10/24




Interface két ndi véi Internet 1a interface layer 3, Interface két ndi voi WLC va
Access Point 1a trunk

II1. Yéu cu
1. Cau hinh trén switch core
- Tao cac VLAN sau trén Switch Core:
+ VLAN 1: VLAN quan ly, IP 192.168.1.0/24
+ VLAN 10: VLAN cho user thudc nhom Staff trong SSID Staff, IP 10.0.10.0/24

+ VLAN 30: VLAN cho user thudc nhom VIP trong SSID Staff, IP 10.0.30.0/24

- Pit IP cho cac interface VLAN dé Switch core lam default gateway cho tat ca
VLAN, cau hinh dé Switch core lam DHCP Server cap IP cho tat ca VLAN, cau hinh
dinh tuyén dé tat ca VLAN dé€ co6 thé truy cap Internet

2. Céu hinh cac tham s6 co ban cho WLC va c4u hinh dé Access Point nhan IP
quan ly thuéoc VLAN 1, va c6 thé dugc quan 1y tap trung trén WLC

3. CAu SSID Staff xac thuc kiéu 802.1x, database léy tur Cisco ISE

4. Céu hinh Cisco ISE:

- Tao hai user group: staff va VIP

- Néu user xéc thyc bang tai khoan trong group Staff — cap IP thuoc VLAN 10

- Néu user xéac thuc bang tai khoan trong group VIP — cip IP thuéc VLAN 30

IV.Céu hinh
Yéu cau 1, 2: CAu hinh trén switch core, WLC va AP:
Tham khao bai Lab 3: C4u hinh Cisco WLC 2504
Luu y: Tao da 3 Interface cho 3 VLAN 1, 10 va 30
Yéu cau 3: Cau hinh SSID Staff x4c thuc kiéu 802.1x
3.1. Két néi WLC véi Radius
Vao menu SECURITY — AAA — RADIUS — Authentication

Click New dé thém RADIUS Authentication Server (trong bai lab nay, RADIUS
Authentication Server chinh 1a Cisco ISE).



CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET

. TRUNG TAM TIN HQC VNPRO
"Prd PC: 276 - 278 Ung Vin Khiém, P25, Q.Binh Thanh, Tp Hb Chi Minh
DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

Saye Configuration  Bing  Logout Refresh

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home

Security 2 RADIUS Authentication Servers 1

Auth Called Station 1D Type AP MAC Address:SSID v 4

Use AES Key Wrap (Designed for FIPS customers and requires 2 key wrap compliant RADIUS server)

ccounting
Fallback MAC Delimiter Hyphen v
DNS
 Downloaded AVP Matwork —— G o
RACAUEE User Management Index Address(Ipva/Ipvé) Port IPSec Status
LDAP

Local Net Users

Nhép dia chi IP cua Cisco ISE (192.168.1.253)

Pit va confirm shared secret. Secret nay phai gidng nhau trén Cisco WLC va
Cisco ISE (bai lab nay chon secret 1a vnpro)

Click Apply

Save Confiquration  Ping

cisco MONITOR WIANs CONTROLLER WIRE SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Security RADIUS Authentication Servers > New
£ - . Server Index (Prionty) T 1
General
v RADIUS IServer 1P Address{Ipva/IpvE) [192.168.1.253 0] ]
Accounting Shared Secret Format ASCn v 2
o Shared Secret [evese ®
Downloaded AVP Confirm Shared Secret [senee ®
» TACACS+
LDAP
Local Net Users Kay Wmp (Designed for FIPS customers and requires a key wrap complant RADIUS server)
MAC Filtesing ok Mok 1812
v Disabled Clients
User Login Policies Server Status Enabled ¥
AP Policies -
Password Policies Support for RFC 3576 Disabled
b Local EAP Server Timeout 2 seconds
Advanced EAP Network User ¥ Enable
» Priority Order Management ¥ Enable
} Certificate 1PSec Enable

-

Access Control Lists

, Wireless Protection
Policies

Web Auth
TrustSec SXP
Local Policies
Advanced

3.2. Tao SSID xac thuc bcing 802.1x
Truy cap vao WLC
Vao menu WLANs — Chon Create New. Click Go

Saye Configuration  Ping  Logout Refresh

cisco MONITOR WILANs CONTROLLER WRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
WLANs WLANs 1 Entries 0 - 0 of 0
e e Comrer o G Gt
WLANS
» Advanced 2 3

WLAN ID Type Profile Name WLAN SSID Admin Status Security Policies



bat Profile name va SSID:
Profile Name: ssid_staff
SSID: SSID_Staff

Click Apply

Cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANSs > New

v WLANSs i
by WLA v

WLANS ype WLAN

S Aanced Profile Name ssid_staff
ssio SSID_Staif
0 $

Trong tab General:
Tick chon Status: Enabled

Interface/Interface Group (G): management

c1sco MONITOR WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANS > Edit 'ssid_staff’
jfwon | General | Security | QoS | Policy-Mapping | Advanced
» Advanced Layer2 | Layerd | AAA Servers
Iu,‘,zmm! WPASWPAZ v |
MAC Filtering2

Fast Transition
Fast Transition.
Protected Management Frame

PMF Disabled v

WPA+WPA2 Parameters

WPA Polcy
WPA2 Policy-AES v

Authentication Key Management

CCKM Ensble
PSK. Enable
FT 802.1X Enadle

Trong tab Security — AAA Servers:
Tick chon Enabled & muc Authentication Servers

Chon Server 1 1a server ma chiing ta vira thém & budc 2

Saye Configurstion  Ping  Logout Refresh

A Home

_<Back | _ Apoly |
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Saye Configuration  Ping  Logout Refresh

MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
WLANs WLANSs > Edit "ssid_guest' <Back _Avply |
bsn | General | Security | QoS | Policy-Mapping | Advanced |

» Advanced Layer 2 | Layer3 | AAAServers

Select AAA servers below to override use of default servers on this WLAN
Radius Servers

Radius Server Overwnite nterface Enabled

Authentication Servers Accounting Servers
r;EnTl Enabled
[Server 1 |IP:192.168.1.253, Porti1812 ¥ | None ¥
Server 2 | None ¥ | None M
Server 3 | None ¥ | Nene S
Serverd | None ¥ | None v
Server 5 | None ¥ | None y
Server 6 | None ¥ | Nene v

Radius Server Accounting

Intenim Update

LDAP Servers
‘ »

Kéo xubng, trong phan Order Used for Authentication, click chon RADIUS va
click UP dé phuong thirc xac thuc RADIUS nam dau tién

IIl""" Saye Configuration Png  Logout Refresh
CisCo MONITOR WLANS CONTROL WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
WLANs WLANS > Edit 'ssid_staff < Back Apply
* WLANS R — )
General | Secu | Policy-Mapping | Advanced
WLANS ' | rity | QoS | | |
} Advanced Layer2 | Layer3 | AAA Servers
Server2 |MNone ¥ &
Server 3 | None ¥

Local EAP Authentication

Local EAP Authentication | Enabled

Authentication priority order for web-auth user

Not Used Order Used For Authentication
- > m . Up
LOCAL
v < [Loap  ~ Down

Vao tab Advanced, tich chon Allow AAA Override



Saye Confiquration  Ping  Logout Redresh

alvale
cisco MONITOR WIANs CONTROLLER WJRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK A Home

WLANs WLANSs > Edit 'ssid_staff’ < Back Apply
LAN - e i DS il Polers A "
* WLANS . General | ity | QoS | Policy-Mapping
» Advanced
I Alow AAA Overnde ¥ Enabled I oHCP
Coverage Ho'e Detaction ¥ Enabled DHCP Server Overnide
Enable Session Timeout g 1800
Session Timeout (secs) DHCP Addr. Assignment Required
'e
Auronet IE Enabled (G
Diagnostic Channel 12 Enabied
Override Interface ACL S g 1PV Split Tunnel Enabled
~ tone ¥
Layer2 Acl None ¥ Management Frame Protection (MFP)
P2P Blocking Action Disabled v B B
Chient Exclusson 3 ¥ Enabled €0 MFP Client Protection ¥ | Optional ¥
Timeout Value (secs) DTIM Period (in beacon intervals)
Maximum Allowed Clients § °
Static 1P Tunneling 44 Ensbed 802.11a/n (1-285) 1
Wi-Fi Direct Chents Policy Disabied ¥, 802.11bVg/n (1 - 255) (1
Maximum Allowed Clients Per AP 200 NAC
Radio T [
NAC State  None v
Clear HotSpot Configuration Enabied
5 2 R Load Balancing and Band Select -

Click Apply

Sar

| M
| WLANs WLANS > Edit 'ssid_staff’ <Back | _Aw_l
| + wians y
s [0-‘ | Security | QoS | Policy-Mapping | Advanced
| » Advanced Layer2 | Layer3 | AAAServers

Server 2 | None ¥
Server 3 None ¥

Local EAP Authentication

Local EAP Authentication | Enabled

Authentication priority order for web-auth user

Not Used Order Used For Authentication

. > | Raoius I Up
{LocaL
- < LoAP  ~ Down

Yéu ciu 4: Cau hinh Cisco ISE

4.1. Them WLC vao Cisco ISE

Truy cap vao Cisco ISE

Vao menu Administration — Network Resources — Network Devices

€« C @ https//192.168.1.253/admin, + =@ @

ded Mdentity Services Engine » Context Visibiity » Operations » Policy » Work Centers License Waming 4

Endponts Guests Vuinerabiity Threat + System b | PRGHG Services L
ey : s s
X Sar
METRICS Cenficates Network Devs Poses o
A Loggng Extemal RADIUS Servers Threat Centric NAC
Total Endpoints © Active Endpoints © Maintenance RADIUS Server Sequences Thirg Party Vendors
Upgrade NAC Managers

< Backup & Restore External MOM >
D O L ! ‘ Admin Access Locanon Services

— SemDe Device Portal Management
Identity Management Blackist
Identiies BYOD
Groups Certricate Provisioning
External identity Sources Client Provisioning
AUTHENTICATIONS © 20X NETWORK DE! Identty Source Sequences Mobre Dewvice Management b4
Settings My Devices
Koy S Kenty Group  Norwork Dovice  Fadur Reason 0 Mme  Type U Custom Portal Fies
Settings

No data available. NO wawa avanauns. WU uala avanau.
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Click Add

& C @ hitps//192.168.1.253/admin/#administration/administration_ne

eacs' dentity Services Engine Home  » ConlextVishilty  » Operations

» System  » Identity Management  ~Network Resources  » Device Portal Managemen!  pxGrid Services  » Feed Service  » Threat Cen
Click here 10 do wireless setup and visibility setup Do not show this agan

wNetwork Devices  Nehwork Device Groups  Network Device Profles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  caemermum — » Lucauum verviss
—
(]
Network Devices Network Devices
seecnc 0| w0 § G,
cte  Qoimot Popot  @GeenntePaC | X Delete Show [ Al |8
o IP/Mask Profile Name Location Type Description
Ne data avalable

Default Device
Davice Security Settings

Dit tén cho thiét bi (co thé dat tiy ¥)
Nhap IP thiét bi

+ Identlty Services Engine Home  »ContexiVishiity  » Operafions  » Poicy [ERITEENTTTGEN + Work Ceners License Waming A

» System  » Identty Management v Network Resources  » Device Porlal Management  pxGnd Services  » Feed Service  » Threat Cen

Click here to do wireless setup and visibiity setup Do not show this agan
w Network Devices  Network Device Groups  Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  cusiiermum v Lutaiun uervives
—_—

Nework Davices List > New Network Device

Network Devices
Default Device 1

* Name |WLC i)
Device Security Settings -
Description

2
[iphees ] *p| [192.168.1.100 | Em 0

Network Devices

* Davice Profile |25 Cisco v @

] m—
Software Version E

* Network Device Group

Lacaton (SecToosaik
IPSEC 15 1PSEC Device @ | [ 5et ToDefault

Device Type [ Device Types @ Set To Default

o

» RADIUS Authentication Setings
O |5 TACACS Authentication Sattings
O (5 'SNuP settngs

O |} Agvanced TrustSec Satings

D (o)

Tich chon vao muc RADIUS

Nhép shared secret (giéng véi shared secret da dit & bude 2, bai lab nay chon
shared secret 1a vnpro)

Sau d6 click Submit



@  Network Devices List > New Network Device
Network Devices Network Devices

Defautt Device * Name |wiC L)
Device Securly Settngs Descrption

[rism -] P (1921681100 =]

* Device Profie | 2 Cisco| »| @

] —
] —

* Network Device Group
Location [a) Locations © | | SetToDefault |

PSEC 15 1PSEC Dewice © | | SetToDefaut |
Device Type [alpevce Types  © | | SetToDefaut |

M+ RADIUS Autteniication Settings

RADIUS UDP Settings

RADIUS DTLS Settings i

DTLS Required [
Snated Secret radusidlls i

» Systam  » identity Management v Netwerk Ressuress  » Devica Portal Managament  axGrid Services  » Fead Servics  » Threat Cen

Click here to do wireless setup and visibiiy setup Do not show this again.
~ Notwork Devices  Network Davice Groups  Network Device Profies  Extemal RADIUS Servers  RADIUS Server Sequences  NAC Managwis — cuenme mwme
_—

1 Protocdl  RADIUS
[~sna:auswn [reeee ] Show |
Use Second Snared Secret [ '/
_Show

CoaPot [1700 | [SetTeDefaut

CoAPort [2083 {_Set To Default

DNS Name |

General Settings

Enadie KeyWrap [
* Ky Encrygbion Kay Shaw
* Message Authenticator Code Key Show

Key input Format ' ASCH = HEXADECIMAL

03 » TacACS Authenbcaton Settings
O[5 snmp setings
o » Advanced TruszSac Settings

Issuer CA of ISE Certificates for CoA [ Seiect  required (eptional )i

4.2. Tao group

Vao menu Administration — Identity Management — Groups

€ > C 8 https//192.168.1.253/admin/#

thabe  ldentlty Services Engine

» Conlext Visibisty » Operations » Policy » Work Centers

Summar,

Endpoints Guests Vumnerability Threat + System 1
Depioyment

METRICS e

Logging
Mantenance

Upgrade
< Backup & Restore
0 1 ‘ Admin Accese
= &

Total Endpoints © Active Endpoints ©

Settings

Ioentity Management
Identities

AUTHENTICATIONS © e 0O X i NETWORK DE) Isoe;my Source Sequences
elting
onty St Ioentry Group Noowork Device Faduro Reason Dovce Name e u >
No data available. NO uasa avanauns.

License Waming &

Network Resources pxGrid Services
Network Devi
N:r.\:n g:v:zeﬂorauos Fatd Shedes

Profier

Network Device Profiles
External RADIUS Servers Threat Centric NAC
RADIUS Server Sequences Third Party Vendors
NAC Managers
External MOM

Location Services

Device Portal Management
Buaciaist
BYOD
Certificate Provisioning
Chent Provisioning
Mobile Device Management
My Devices
Cuttom Portal Files
Setungs



CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET
- TRUNG TAM TIN HQC VNPRO
"PT’OT PC: 276 - 278 Ung Vin Khiém, P25, Q.Binh Thanh, Tp H6 Chi Minh

DT: (028) 35124257 | Hotline: 0933427079 Email: vapro@vnpro.org

Click vao muc User Identity Group, sau do click Add

€ > C @ https//192.168.1.253/admin/#administration/administration_identitymanagement/administration_identitymanagement_groups « @ @ :
ldentity Services Engine Home » Context Visbaty » Operations » Policy + Work Cenlers License Warning A
» System  ~(denity Management  » Network Resources b Device Portal Management  pxGrid Senvices b Feed Service  » Theeat Cen
- o s Ciick hare 10 do wireless setup and visibilty setup Do not show this again
»icentbes Groups  Extemal |dentty Sources  Identity Source Sequances  » Seltings
Idantity Groups user Identity Groups
[~ ?) 2 Seectecd [Tews S F
v . / eon| dpads Ixo««e v deimpet @ Eport v Show [ Al 118
Name «  Desuiption
[ 58 ALL_ACCOUNTS (default Default ALL_ACCOUNTS (defaukt) User Group
O 3 employes Default Employee User Group
[0 2 GROUP_ACCOUNTS (default Default GROUP_ACCOUNTS (default) User Group
O 2 GuestType_Contractor (default) Tdentity group mirroring the guest type
O & Guestiypa_Dady (detaumy Identity group mirronng the Quest type
O 2 Guestypa_SociaiLogin (default) Identity group mirroring the guest type
O 5 GuestTyps_Weeidy (defautt 1dentity group mirroning the guest type
[ 3t OWN_ACCOUNTS (cefaust Default OWN_ACCOUNTS (default) User Group
Dat tén group la Staff va click Submit
€ > C @ https//192.168.1.253/admin/#administration/administration_identitymanagement/administration_identitymanagement_g « @ @

‘Sacs ldentity Services Engine Home  » Conex Visibélly  » Operations » Policy » Work Centers License Waming A

» System - Identty Management  » Network Resources  » Device Porial Management Grid Services  » Feed Service  » Threat Cen
! - G 2 & Click here 1o do wireless setup and visibifty setup Do not show this again
» icenttes Groups  External identty Sources  Identity Source Sequances  » Settings
—_—

Identity Groups User identty Groups > New User Identity Group
G )  Identity Group 1
= I *Name | Staf
aviEy . I
» (5 Endpoint identty Groups Description | |
» ] Useridentity Groups 2

Thuyc hién twong tu cho group VIP

€& > C @ hips//192.168.1.253/admin/#administration/administration_identitymanagement/administration_identitymanagement_groups «* @ @ :

ek Identity Services Engine Horme » Context Visibility » Operations » Policy » Work Centers License Waming &

» System  « dentity Management  » Nelwork Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Cen
Click here to do wireless setup and visibility setup Do not show this again
»ldentities  Groups  Extemal Identiy Sources  Identity Source Sequences  » Setfings
—_

Identity Groups User identity Groups > New User Identity Group
(~ ) Identity Group

V& = N —
* [ Endpount identty Groups I

» [ Useridentity Groups




4.3. Tao user

Vao menu Administration — Identity Management — Identities

& 5 C @ hitps//192.168.1.253/admin/*

s \denthy Services Engine ; ) ContextVisibily  » Operaions  » Polcy enters License Warning &
Summary Enaponts. Guests Vutneravisty Theeat -+ Systam 1 Network Resources pxGrid Services I
R e Pt
Groups
Profie
METRICS Cenicates Netiwork Device Profies — o
Z Loggng External RADIUS Servers Threat Centric NAC
Total Endpoints © Active Endpoints © Mantenance RADIUS Server Sequences Third Party Vendors
Upgrade NAC Managers
;4 Backup & Restore External MOM >
D 0 X ‘ Admin Access 2 Location Services
- .& Selings Device Portal Management
identity Management Blackist
[enee |
s Certificate Provisioning
Extemnal Identity Sources Ctient Provisioning
AUT' ":N]'lCATlONS ° Q 0 x i N[TWORK D[I Identty Sowrce Sequences Maobde Device Management x
Satings My Devices
o S ey Groug) Noowork Device Falhaw Roason Dwvice N Type u Custom Portal Fées
Settings
No data available. NO uaus avanaure. TV uats avanaun.
Click chon U doé click Add
1CK cnon USsers, sau do Clic
€ > C @ hips//192.168.1.253/admin/sadministration/administration_identitymanagement/administration_identitymanagement_identities/users v @ @ :

*duik dentity Services Engine

» Conbext Visibilly » Operations » Policy

License Waming &

» System v icently Managemert  » Network Resources  » Davics Portal Management  pxGrid Services  » Feed Sarvice  » Threat Cen
Click here 10 do wireless setup and visibility setup Do nol

s again

denthes  Groups  External ldentty Sources  identity Source Sequances  » Settings

Us Network Access Users

Selectect [ Toi0 @ 6B,
Boumestens | Bimsot Propot v Hocete  LyDusheste Show [ Al 18
Status Name a  Description First Name Last Name Email Address User [dentity Groups Admin
No data availsbie

Latest Manual Network Scan ResuRs

Nhap: Username, Password va confirm password, chon User Groups, click Submit

€« C @ hitpsy/192.168.1.253/admin/#administration/administration_identitymanagen

administration_identitymanagement_identities/users * @ @ :

s \dentity S ngine
e \dentity Services Engine

Home » Context Visibiity » Operations » Poiicy » Work Centers Liconse Warning A

» System v identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Cen
Ciick here to do wireless setup and visiblity setup Do not show this again
~identites Groups  Extemal Icentity Sources  Identity Seurce Sequences b Settings
—_—
o

Network Access Lsers List > New Network Access User

Users
~ Network Access User

1 | *Name [staff-01 I m |

Status Enabled ~
Emal |

v Passwords

Latest Manual Network Scan Results

Password Type. Internal Users hd

Password Re-Enter Password

*

2[ *Logn Password [ eesesees | [onnerres ® || ((Generate Password |

Enable Password

] [ ® | | Generate Password |

¥ User Information

First Name

LastName [ ]

¥ Account Options

Description |

Changs password on next login [

v Account Disable Policy

O oisavie account f cate exceeds | 2019-05-30 (yyyy-mm-6d)

¥ User Groups
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Tao 2 user:
User staff-01, password Qwe@#123, thuéc nhom Staff
User vip-01, password Vnpro@ 149, thuoc nhom VIP

& C @ hitps//192.168.1.253/admin/#administration/administration_iden

ranagement/administ

identitymanagement_identities/users « @B @ :

“Sucs:  Identity Services Engine Home b Conlext Visbiity  » Operations  » Poicy [IRTUEICTETolN » Work Centers License Waming 4

» System  widentity Management  » Network Resources  » Device Portal Managemen!  pxGrid Services  » Feed Service  » Threat Cen
Click here 10 00 wireless Setup and visibiity setup Do not show this agan
widenttes Groups External Identty Sources  Identity Source Sequances  » Seftings
—————
— Network Access Users
swacnco [T 2 B B,
Latest Manual Network Scan Results
: J s s | ompesuin + | @iost Dot + | Kous + Dy sron )
Status. Name 4 Description First Name Last Name Email Address Admin
O gensbled g staff01
O @enabled ¢ vip-01
4.4. Tao Result
2 .
Vao menu Policy > Results
“ C @ https//192.168.1.253/admin/# « @ @ :
" Identity Services Engine » Context Visibliity » Operations » Administration » Work Centers License Waming A
Summary Endponts Guests Vuinerabilty Theeat 1 Policy Sets Profiling fioss setup and vis selup Do not show s again
Posture Chient Provisioning
METRICS Policy Elements -0
Dictionares

Total Endpoints © Active Endpoil ngtions Anomalous Behavior 0
; I ——
ol o A, 0 |, o : 0|2

Vao muc Authorization — Authorization Profiles. Click Add

<« (¢} @ https//192.168.1.253/admin/#policy/policy_elements/policy_elements_permissions/policy_elements

issions_authorization/policy_

* @ @ :

‘Gucs |dentity Services Engine Home  »ConledVisb#ly  » Operations » Adminisraion  » Work Centers Licensa Waming 4

Policy Sets  Profiling  Posture  Client Provisioning =~ Policy Eiements
Chck here 10 00 wireless setup and visibilty setup Do not show this agan
Dictionaries  » Conditions v Results
e

o
B 1 Standard Authorization Profiles
For Policy Export 9o 1o Administration > System > Backup & Restore » Poiicy Export Page
~ Authorization Seeced0 | o G & .
' - o K
Authorization Profiles + l’b o
[ Name Profile o Description
Downioadable ACLS -
O siacoke, & Cso @ Default profile used to blacklist wireless devices. Ensure that you conf
¥ Protma O cisco_IP_Phones &% Osco 6 Default profile used for Csco Phones.
» Posture [ Cisco_Temporal_Onboard & Osco @ Onboard the device with Cisco temporal agent
O cisco_WebAuth % Osco & Default Profile used to redirect users to the CWA portal.
Client Provisioni =
At Lo O NSP_Onboard & Csco @ Onboard the device with Mative Supplicant Provisioning
[ Non_Cisco_IP_Phones & Cseo @ Default Profile used for Non Cisco Phones.
O penya Default Profile with access type as Access-Reject
O PermiAccess Default Profile with access type as Access-Accapt




bat tén cho Profile: Assign VLAN 10
Trong phén Common Tasks, tich chon VLAN va datID Ia 10

Sau d6 click Submit

&« C @ https//192.168.1.253/admin/#policy/policy

ssions_authorization/policy_elements_permissions

el Identity Services Engine Home

» Context Visiblity » Operations License Waming A

Policy Sels  Profiing Posturs  Client Provisioning  + Policy Elements

Click here to do wireless satup and visibility setup Do not show this again
Dictionaries  » Condttions  ~Resuits
—_—

(]
Authorization Profiles > New Authorization Profile
» Authentication .
Authorization Profile 1
~ Authorization . Nafr.e[ Assign_VLAN_10 @ | ]
Authorzation Profies Descaption
Downloadable ACLs "AccessType [ACCESS ACCEPT ¥
» Profikng Network Device Profie | 2% Cisco| » &
» Posture Service Template
» Client Provisioning Track Movement () ;

Passive Identity Tracking

¥ Common Tasks
DACL Name
ACL (Filter-ID)

Security Group
@ v TagiD 1 _EdtTag. |m:Nm‘ 1 I v

¥ Advanced Attributes Settings

Select an tem Q] = 9

w Attributes Details

Access Type = ACCESS_ACCEPT
Tunnel-Private-Group-1D = 1:10
Tunnel-Type = 1:13
Tunnel-Medum-Type = 1:6

4

Thuec hién tuong tu dé tao profile Assign VLAN_30
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& C @ https//192.168.1.253/admin/#policy/policy_elements/policy_elements_permissions/policy_elements_permissions_authorization/policy_elements_permissions.. % [ | @

cucs ldentity Services Engine Home  » Conex Visbilly  » Operations » Adminisration  » Work Centers License Waming &

Policy Sets  Profiing  Posture  Client Provisioning | v Policy Elements
Click here to do wireless setup and visibiity setup Do not show this again
Dictonaries  » Conditions v Results
—_—

o
Authorizabon Profiles > New Authorization Profile
» Authentication
Authorization Profile
~ Authorization 1 [ *Name [Assign_VLAN_30 ] ]
Authorization Profiles Description [
Downloadable ACLS *Access Type [ACCESS ACCEPT -
» Profiling Network Device Frofle | 35 Cisco v @
X i Sesvice Template ||
» Client Provisioning Track Movement | ;

Passive Identity Tracking | ;

¥ Common Tasks

DACL Name
ACL (Filtar1D)
Securtty Group
3
Tagid 1 ((edeTeo llDlName [30 ] | <
¥ Advanced Attributes Settings
[select an item [ [

w Attributes Details

Access Type = ACCESS_ACCEPT

Tunnel-Private-Group-ID = 1:20

Tunnel-Type = 1:13

Tunnel-Medium-Type = 1:6

A 2 .
4.5. Cau hinh Policy
Tao Policy
\ . .
Vao menu Policy — Policy Set
&« C @ https//192.168.1.253/admin/# « @ e £
“Suce: ldenttty Services Engine » Context Visibiity » Operations » Adminstration » Work Centers License Waming &
Summary Endpoints Guests Vuinerabilty Treeat Policy Sets Profiling e S R e o
Posture Client Provisioning
METRICS Policy Elements -0
. Dictionanes
Total Endpoints © Active Endpoll  congnions Anomalous Behavior 0

Resuits

< Cf o A, 0

I o8, ol

# AUTHENTICATIONS © e O X NETWORK DEVICES © e O X # ENDPOINTS © 8 O X
oty Seore Wentxy Growp  Nework Device Faduro Reason Dosico Name Type Locason Tyvo Protde
No data available. No data available. No data available.

Click Add (icon +)



&« C & https//192.168.1.253/admin/#policy/policy_grouping_new

License Waming A

‘& Identity Services Engine Home  » Confext Visibiy  » Operations » Admnstration  » Work Centers
Policy Sets | Profil Posture  Client Provisio » Policy Elements
= i i o L Pl Cick e 10 60 Wireless Setup and visity S6tup Do not show s agan
Policy Sets
+ Status Policy Set Name Description Conditions Allowed Protocols / Server Sequence  Hits  Actions  View

@  Defaut Detault policy set Datault Network Access x v 0 o3 b3

Dat tén cho policy: Wireless dot1x for SSID-Staff
Chon Allowed Protocols 1a Default Network Access

s C @ https//192.168.1.253/admin/#policy/policy._grouping_new

» Work Cenlers License Waming A

Identity Services Engine Home » Context Visibiity » Operabions » Acminsstration

Polcy Sets  Profling  Posture  Client Provisioning  » Policy Elements
Click here 1o do wireless setup and visibility setup Do not show this again

Policy Sets
+ Status  Policy Set Name Description Conditions Allowed Protocols / Server Sequence Hits  Actions View
7’ =+ Default Network Access x v [iah o3 b3

©  Detaut Default poscy set Default Network Access ERAE 0 o >

Click Add 6 muc Condition

<« C @ hitps//192.168.1.253/admin/#policy/policy_group

» Work Centers License Waming A

bl ldentity Services Engine Home  »Conled Visibdty  » Operations » Administration

Poiicy Sets ~ Profiling  Posture  Client Provisioning  » Policy Elements
Ciick here 1o do wireless setup and visidiity setup Do not show this again

Policy Sets
+ Status  Policy Set Name Description Conditions Allowed Protocols / Server Sequence Hits  Actiens View
2 ©  Wireless dot1x for SSID-Staft - ; Default Network Access x v I8 el >
@ Default Default poicy set Default Network Access xv 4 0 a ’

Kéo muc Wireless 802.1X ¢ cdt Library va tha vao cot Editor
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Conditions Studio

Library

Click New

Conditions Studio

Library

Authentication

uthentication

Editor

Editor

Wireless_B0z

Set to'Is not!

Wireless

Set to'ls not'

802

X

X

Dupiicate B

Duplicate m



Click vao muc “Click to add an attribute™

192.168.1.253,

Conditions Studio

Library Editor

Wireless_802 1X

ocse @)

Local_Web_Authentication Setto'ls not'

Web_Authantication

R v

Set 10 'Is not'

Web_Authentication

Chon Attribute Called-Station-ID

Conditions Studio

Library Eaitor

eless_802 1X
a0 QP

Catalyst_Switch_Local_Web_Authentica &

Select attribute for condition
_Local_Web_Authentication

witch_Web_Authentication

Wired_802.1X

Wired_MAB

Wireless_802 1X

Wireless_Access

Wireless_MAB
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Chon Value 1a ENDS WITH SSID-Staff

192.168.1.253 & Incognito @

Conditions Studio

Library Editor

= Vireless_802.1X
=
Radws Callied-Station-10
AND ¥ l Ends With | | SSID_Staff -] |

(1]

i

Wired_802 1X : Set to 'Is not Duplicate @

1)

D}

[ 1)

1}

Click Use

Conditions Studio

Library Editor

Set to 'Is not Dupicate -




Click Save

€ C @ https//192.168.1.253/admin/#policy/policy_grouping_new

"thekeIdentity Services Engine

Home » Context Visibiity » Operations » Administration

» Work Cenfers License Waming A
Policy Sets ~ Profilng  Posture  Clent Provisioning  » Policy Elements
Click here to do wireless setup and visibiiity setup Do not show this again
Policy Sets

+  Status Policy Set Name Description Conditions Aliowed Protocols / Server Sequence  Hits  Actions  View

§ Wireless_802.1X
p Wireless gotty for SSID-Staft Dafault Network Access v 4

/7 ©  wirsless gotty for SSID St AND g Radus Cales Staton-ID EQUALS 4 ° ’

= SSID-Staff
@ Default Default policy set Dafault Network Access v % 0 Q b3

4.6. Tao Authentication Policy
Click vao icon “>” & cudi Policy

€ C @ https//192.168.1.253/admin/#policy/policy_grouping_new

Stk |dentity Services Engine

Home » Conlext Visibiity + Operations + Administration

» Work Centers License Waming A
Policy Sets ~ Profling  Posture  Client Provisioning  » Policy Elements

Ciick here to do wireless setup and visibility setup Do not show this again

Policy Sets
+ Status Policy Set Name Description Condtions Allowed Protocols / Server Sequence Hits  Actions View
B wireless_302.1X
Wiselass dot1x for SSID-Staft Default Network Access * v o8 0
© w ! AND O Radus CaledStaton-D EQUALS - b
= SSID-Staf
@  Detaut Default policy set Default Network Access v & 0 o b3

Trong phan Authenticaion Policy, chon Internal Users. Trong phan Options:
If Auth fail: REJECT

If User not fount: REJECT
If Process fail; DROP
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« C @ hitps//192.168.1.253/admin/#policy/policy_grouping_new * @ @

i identity Services Engine Mome » Confex! Visbéty » Operations » Administraton » Work Centers License Waming &

Polcy Sets | Prof Poswre  Cient Provisionng  » Policy Elements
—] CH2k Nare 10 00 Wreiess Selup and visiity setup DO not show 8

Policy Sets = Wireless dot1x for SSID-Staff [ reser ]

Status  Policy Set Name Description Congitions Allowed Protocols / Server Sequence Hits

E  Weesless 8021
@  Wireiess dotix for SIID-Stalt AND Default Network Access x v )
Radius Cabed-Station-iD EQUALS SSID-Stalt

¥ Authentication Policy (1)
+ Status  Rule Name Conaitions Use Hits  Actions
z Internai Users. 5w
¥ Options
3 M Auth tail
REJECT =~
r @  Defaut 0 &
it User not found
REJECT v
it Process tail
OROP .

¥ Authorization Policy - Local Exceptions
> Authorization Policy - Global Exceptions

¥ Authorization Policy (1)

4.7. Tao Authorization Policy cho User trong Group Staff va VIP
Trong phan Authorization Policy, click Add dé thém Rule

€« 2 C @ https//192.168.1.253/admin/#policy/policy_grouping

. |dentity Services Engine » Context Visibility » Operations » Administration » Work Centers License Waming A

Poicy Sats | Pref Postare  Chant Provisionng  » Policy Elamants
oz i Click here to do wireless setup and visiblity setup Do not show this again

Policy Sets = Wireless dot1x for SSID-Staff [ Resot ' save ]

Status  Policy Set Name Description Congtions Alloweqa Prolocols / Server Sequence Hits

& Wreless 8021
@  Wieless dot1x for SHID-Stat AND Defautt Netwerk Access v 0
B Radius Caled-Station-1D EQUALS SSID-Stal
¥ Authentication Policy (1)

9 Authonzation Policy - Local Exceptions

¥ Authorization Polky - Global Exceptions

1

&

Results

Status  Rule Name Conaitions Profiles Security Groups His  Actions

@  Defau » DenyAccess * J - . 0 &




Dat tén Rule 1a VLAN for Staff

€ > C @ hitps//192.168.1.253/admin/#policy/policy_grouping_new

i identity Services Engine

Home » Conlext Visibéty + Operabions

» Admnstation  » Work Centers License Warning 4
Poicy Sets  Profling  Posture  Client Provisioning  » Policy Elements
S it Click hara 10 60 wireless Setup and visbRy setup Do not show Iis again
Policy Sets = Wireless dot1x for SSID-Staff @
Status  Policy Set Name Description Conaditions Allowed Protocols / Server Sequence Hits
B wireless_302 1X
@  wireiess ootix for SSID-Staft AND Default Network Access v 0
L Radius-Called-StationiD EQUALS SSID-Staf
¥ Authentication Policy (1)
¥ Authorization Policy - Local Exceptions
¥ Authorization Policy - Global Exceptions
W Authorization Policy (2)
Results
+
Status  Rule Name Conditions Profiles Secunity Groups Hits  Actions
s © + Select from kst + oct from st .
@  Datam * DenyAccass + aboct I t S 0
Crecec X

O phan Conditions, click Add

€ 2> C & hitps//192.168.1,.253/admin/#policy/policy_grouping_new

e identity Services Engine

» Contexi Visibity  » Operations

» Administration License Warmning A
Poicy Sets  Profing  Posture  Client Provisionng  » Policy Elemants

Click hare 1o do wireless setup and visibity setup Do not show this agan

Rtsn Sav-

Policy Sets = Wireless dot1x for SSID-Staff

Stalus  Policy Set Name Description Condntions Allowed Protocols / Server Sequence Hits.
B wireless_0021X
@  Wireless dottx for SSIO-Stalf AND Default Network Access = v o 0
C  Radius-Catled-StationD EQUALS SSID-Staf
3 Authentication Policy (1)
¥ Authorization Policy - Local Exceptions
¥ Authorization Policy - Global Exceptions
V¥ Authorization Policy (2)
Results
+
Status  Rule Name Conditions Profiles Secunty Groups Hits  Actions
7’ @  \aNtorstn Salect from list * ket I d
®  Defaunt = DenyAccess + wlect from - [
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Click vao muc “click to add an attribute”

192.168.1.253/a

Conditions Studio

Library

Q=

L}

D)

0D 0o

| )}

|

Chon Attribute IdentityGroup

< (&)

L=

BYOD_is_Registerad

Catalyst_Switch_Local_Web_Authenticat
ion
Compliance_Unkno

Compliant_Devices

EAP-MSCHAPY2

EAP-TLS

Guest_Flow

MAC_in_SAN

Network_Access_Authe!

ication_Passed

Non_Cisco_Profiled_Phones

Non_Compliant_Devi

_Authentication

@ nhttpsy//192.168.1.253/ad *

PFERECALAOE

i

Editor

Conditions Studio

Library
9T 00 P@F 2ECLC
B BYOD_is_Registered

I 0 0 0

D)

L

D)

)]

)]

Compliance_Unknown_Devi

Compliant_Devices

EAP-MSCHAPV2

EAP-TLS

Guest_Flow

AAC_in_SAN

Network_Access_Authentication_Passed

Non_Cisco_Profiled_Phones

Non_Compliant_Devices

Switch_Local_Web_Authentication

yst_Switch_Local_Web_Authenticat

Editor

Select attribute for condition

QO B 0O & @

Dictionary




O phan value, chon User Identity Groups: Staff

Conditions Studio

Library Editor

Equals . U enti
a Ragisiared ; R Remove tt 1AM, 10 EAMCE O T4 MO 28m 5

m o

0 0N m

% C @ hups//192.166.1.253 * @ @ :

Conditions Studio

Library

>

0 0 ©

®

0 0 0 0 G O @

1)




CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET
TRUNG TAM TIN HQC VNPRO

%%—6 DC: 276 - 278 Ung Vin Khiém, P25, Q.Binh Thanh, Tp Ho Chi Minh
DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

Trong phan Results — Profiles, chon profile Assign VLAN 10 d3 tao ¢ budc 4.4.

* @ @

L C @ Mips//192.1681.253/adminpolicy/policy_grouping_new
» Work Centers License Warming &

e identity Services Engine ) ComextvVisbaty  + Operasons

Chok here 1o 6o wireless setup and visibity setup Do not show this agan

PoscySets  Proing  Fosturs  Clent Provisonng  » Poiy Elements
Policy Sets = Wireless dot1x for SSID-Staff [ Reser ]
Status  Folicy Set Name Description Condttions Allowed Protocols / Server Sequence  Hits
B  warwiess g021x
@  vweless dorix for SSID-Star AND Detault Network Access - - °
3 Redus Caled-St001D EQUALS SSID-Stalf
W Authentication Policy (1)
+  Staws Rule Name Conditions Use Hits  Actions
otemal Users .
/ ©  Ooteut 0 &
> Options
¥ Authorization Policy - Local Exceptions
¥ Authorization Policy - Global Exceptions
¥ Authonzation Policy (2)
Results
Staus  Rule Name Conamons Profiies Securlty Groups Hits  Actions
—— 1denttyGroup EQUALS Uses v
2 @ yaNwrsan a Ao -
© oot = DenyAccess + L * B ]
oo

Click Save
« @ @

Y. grouping_new
License Warming &

€« C B hups//192.168.1253/admin/#policy/polic

» Contmat Visiblity  » Operations » Admwsiration

Identay Services Engane
Click hore 10 40 wreless Setup and visibity seup Do nof

PoiySets  Profng  Fostue  ClentProvisonng b Pokcy Blments
Policy Sels + Wireless dot1x for SSID-Staff [ Reset T sove ]
Status  Policy Set Name Oescription Conditions Allowed Protocols / Server Sequence  Hits
B Weless_sa21x
@ AND Dataunt Network Access = v B 0
§  Racus Cated-SutonD EQUALS SSIO-Staft
~ Authentication Polkcy (1)
+ Status  Rule Name Conditions Use Hits. Actons
Intoenal Users .
s @  Detam ] -3
> Optns.
¥ Autnorization Policy - Local Exceptions
¥ Authorization Policy - Global Exceptions.
¥ Authorization Policy (2)
Resuts
+
Status  Rule Name Conditions Profies Security Groups His  Actons
7 @ ANt - = Assign_VLAN_10 + -
@ Detan e + # &




Click Add dé tao thém Rule

< C A nhutpsy/192.168.1.253/admin/#policy/policy_grouging new * @ @

-desk \dentity Services Engine Wome

» Conlext Visibiity  » Operations » Administration License Waming A

Polcy Sets | Profi Posturea  Clent Provisionng  » Poilcy Elments
= = CHick PRre 10 00 wirehess Setug and ViISIDINTY 50D DO rot Show Tis aga

Policy Sets = Wireless dot1x for SSID-Staff

Status  Policy Set Name Description Conditions Allowed Protocols / Server Sequence Hits

Wirelass_802 1X

L]

@  Wirosss dottx for SSID Staff AND Default Network Access = v I 0
@ Radus Caled-Station-ID EQUALS SSID-Staff
2 Autnentication Policy (1)
2 Authorization Policy - Local Exceptions
? Authorization Policy - Giobal Exceptions
¥ Authorization Policy (2)
Results

. Suatus  Rule Name CONGIoNs. Profiles Security Groups Hits  Actions

@  VLAN for Sttt :3:';’ ::_:”;::"‘“r BAUALS Use » Assign_VLAN_10 + ~ 0

@ oot * DenyAccess + v ~ e 0

Tao rule thtr hai véi tén VLAN for VIP. Trong do:
Conditions dung IdentityGroup EQUALS User Identity Groups: VIP
Results — Profiles: Assign VLAN 30

< C @ hitps//192.168,1.253/a

y/policy_grouping

* ldentity Services Engine e » Conext Visibility » Opetations » Admmstration » Work Centers 1 iconee Warmng A

Poicy Sets ~ Profilng  Fosture  Cent Provision: + Poicy Elements
= - Click here to do wireless setup and visiolity setup Do not show Ihis again

Policy Sets = Wireless dot1x for SSID-Staff [ Reset

Status  Policy Set Name Description Conditions Aliowed Protocols / Server Sequence  Hits

§  Wireless_s02 1x
»Staft AND Delault Natwark Access x v i 0
0 Racws Callec-Staton-10 EQUALS SSID-Stant

@  Wieke:

ot1x for SS

> Autnentication Poiy (1)
> Authonization Policy - Local Exceptions
¥ Authorization Policy - Global Exceptions

¥ Authosization Policy (3)

Resulls
+
Status  Rule Name Conditions Profiies Secunty Groups Hits  Actions
R InternalUser IdenttyGroup EQUALS User 2 RS =
® vaNpovP i froucipuandtony Assign_VLAN_30 + * &
Intornaitser identityGroup EQUALS User
O 3 = Assign_VLAN_10 = v = 0
@ B gerety Groups St e o
® Detsolt * DenyAccess o Select fr¢ 1 d 0 e
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Click Save
« C @ hups//192.168.1.253/admin, ey grouping_new « @ @

idently SeviceS ENGINE  ome  » Conlext Vishilly  + Operations » Administration  » Work Coners License Waming A

PoicySets | Prolng  Postwe  Chent Provisionng  » Policy Elements
CBEK 1@ 10 00 wiralss Setup ana viSiDiy SeWp D0 101 show s agan

Policy Sets = Wireless dot1x for SSID-Staff [ Reset ]

Stas  Policy Set Name Oescnption Conaitions. Aliowed Protocols / Server Sequence  Hits

£ wireless_so2 1x
@ Wireless dot?x for SSID-Stal! AND Defaull Network Access = v BN
9 Radws Cabed-Stabon-1D EQUALS SSID-Sta
? Authentication Poiicy (1)
9 Authorization Policy - Local Exceptions
¥ Authonzation Policy - Global Exceplions

W Authorization Policy (3)

Results
+
Stalus  Rule Name Condtions Profiles Secunity Groups Hits  Actions
o IntemaUser IdentityGroup EQUALS User = 1 o tet -
' @ VA for Vi - Identity Groups VIP - L2 2 * O
Internattiser identtyGroup EQUALS User 1 rom kst -
© WA B gentity Gioups St I gk b g #
©® oetat ~DenyAccess + o m kst - o

V.Kiém tra
Sau khi céu hinh, AP d3 c6 thé phat SSID_Staff

ol VN Mobifone ¥ 20113 2%
£ caidit Wi-Fi

Wi-Fi O

v thinhnp “T

CHON MOT MANG.

oT a7
Hoang Mi 76 a7
Smile &=
SSID_Staff a7
Tien Hai 1 %
Khéc...

Hoi dé két ndi mang

Céc mang A8 bidt s& duoc kit néi ty ddng. Néu khdng cd sin
mang di biét nbo, ban 3& phdi chon mit mang theo cich thi
cong



Két nbi vao vai user staff-01, nguoi dung s& nhan duoc IP trong VLAN 10

ol VN Mobifone 4G 2128 L -
Nnip mit khbu cho “SSID._Staft"
Hiy Nhip mét khdu Két ndi

Tén ngudii ding  staff-01

Mitkhdu eeeessee

11]2)3|4|5]|6]7|8]9]0

S AR RS PR E A K G

_|BEDOon
e -

il VN Mobifone ¥ 2126

{ Wi-Fi SSID_Staff

Quén mang nay

Ty ddng két ndi

DIA CHI PV4

Dinh cdu hinh IP
Dia chi IP

Miit na mang con

B89 dinh tuyén

Gia han hgp dong thué

DNS

Dinh c8u hinh DNS

PROXY MTTP

«©

Ty ddng
10.0.10.3
255.256.255.0

10.0.101

Ty déng

Két ndi vao voi user vip-01, nguoi dung s€ nhan duoc IP trong VLAN 30

ot VN Mobifone 4G 028 3%
Nnjp mit khbu cho “SSID_Staft”
Hay Nhjp mit khdu Két ndi

Tén ngudi diung  vip-01

Mitkhiu eeesessesd

1123|4567 ])8]9]0

-1/ 1(l)jgjaje@)”

= A
we < K

il VN Mobifone ¥ 2

{ Wi-Fi SSID_Staff

Quén mang nay

Ty ddng két ndi

DIA CHi IPV4

Dinh céu hinh IP
Diachi P

M3t ng mang con

B4 dinh tuyén

Gia han hgp dong thué

DNS

Binh cdu hinh DNS

PROXY HTTP

Luu ¥: néu gip thong bao vé Chung chi, click Tin Cay

"%

«©

Ty ddng
10.0.30.3
255.266.2565.0

10.0.30.1

Ty dong
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