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II. Mo ta

Bai lab gém mot PC, mot Access Point, mot Switch, moét WLC va mot Server
Cisco ISE

Dit IP theo so d6 sau:

Tén thiét bi Dia chi IP
ISE 192.168.1.253/24
WLC 192.168.1.100/24
AP 192.168.1.1/24
PC 192.168.1.2/24
F0/23 DHCP
Interface VLAN 1 192.168.1.10/24




Interface két ndi véi Internet 1a interface layer 3, Interface két ndi voi WLC va
Access Point 1a trunk

II1L. Yéu ciu

1. C4u hinh trén Switch Core:
- Tao cac VLAN sau trén Switch Core:
+ VLAN 1: VLAN quan 1y thiét bi, Network 192.168.1.0/24
+ VLAN 10: VLAN cho SSID Staff, Network 10.0.10.0/24
+ VLAN 20: VLAN cho SSID Guest, Network 10.0.20.0/24

- Pt IP cho cac Interface VLAN dé Switch Core lam default gateway cho tat ca
VLAN. Ciu hinh dé Switch Core lam DHCP Server, cap IP cho tit ca VLAN. C4u hinh
dinh tuyén dé tit ca VLAN dé co thé truy cap Internet.

2. CAu hinh cac tham sb co ban cho WLC va cau hinh dé Access Point nhéan IP thudc
VLAN 1 va c6 thé dugc quan 1y tap trung trén WLC

3. CAu hinh két ndi WLC véi Cisco ISE
4. Céu hinh SSID Staff xac thuc kiéu WPA2, cip IP thudc VLAN 10
5. CAu SSID Guest, xac thuc qua Web Portal trén Cisco ISE, cép IP thuéc VLAN 20

IV.Chu hinh

RELESS SECURITY  MANAGEMENT

- wans Coment e Nore (Shnas it (G ke I
WLANS =

[ WLANID Type Profile Name WLANSSID Admin Status Security Policies
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Luu y: Tao du 3 Interface cho 3 VLAN 1, 10 va 20

Yéu cau 3: Cau hinh két n6i Cisco WLC véi Cisco ISE

Tham khao bai LAB 6: Xac thuc radius 802.1x vdi Cisco ISE

Yéu cau 4: Tao SSID xéc thuc béng WPA2

Truy cép vao WLC — Vao menu WLANs — Chon Create New. Click Go
bat Profile name va SSID:

Profile Name: ssid_staff
SSID: SSID_Staff

Click Apply
alvaln Saye Configuration ~ Ping  Logout  Refresh
CIsco MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
\WLANS WLANS > New _ <sack | _“"P’VJ
= W,\LA\'TS Type wur{ v 1 2
b Advaniced Profile Name ssid_staff
SSID SSID_Staff
0
Trong tab General:

Tick chon Status: Enabled

Interface/Interface Group (G): vlan_10



Save Configuration  Ping  Logout Refresh

Cisco MONITOR WLANs CONTROLLER WIRELESS  SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
WLANs WLANSs > Edit ‘ssid_staff’ _<Back | _ mpply |
w» WLANs -

ki General | Security | anced
¥ Advanced
Profile Name [ssid_staff
Type WLAN
SSID SSID_staff
B 1
Security Policies [wPA2][Auth(802.1X)]

(Modifications done under security tab will appear after applying the changes.)

Radio Pokcy
Interface/interface Group(G)
Multicast Vlian Feature Enabled
Broadcast SSID ¥ Enabled
NAS-ID none ]
Foot Notes

wikching Is not sunpﬂ'ted wi :h "s«, :RAI\‘.;: authentication, Override Interface ACLs
! s enabled, of AP an connected or standslone mode the AP will act 35 NAS

2(e i5 disabled, AF on conmacted made wil use WLC 55 NAS and A7 3% NAS e 1ts on seandaians mods
3 \hen chent exclusion is ensbled, s Timecut Vaive of zero mesns infinity (will require sdministrative cverride to reset excluded dlients)
4 Client MFP is not actve uniess WPAZ is configured
igurable only when FlexConnect Local Switching is enabled
& WMM and open or AES security should be enabled to support higher 110 rates
8 Value zero implies there is no restrction on maximur chents allo
$ MAC Filteniag 12 not supported with FlexConnact Local authentication
10 MAC Filtering shauld be ensbled.
Guest tunneling, Local switching, DHCP Required should be disabled,
ents feature and Central Assoc featurs are not supported with FlexConnect Loesl A
 switching is not supported with FlexConnect Local Authenticstion.
Enabing gtk-randamize will prevent clients from decrypting brosdcast and multicast packets
15 Fast Transition is supported with WPA2 and open security policy
16 Overrige Bandwidth Contracts parsmeters are specific to per Radio of AP, A value of zero (0) indicates that the vaive specified in the
selected QoS profile wil take effect.
18 When Diagnostic Channe! s ensbied, P26 Blacking Action will be assigr

thentication.

d to Drop Action

Trong Security — Layer 2:

Layer 2 Security: WPA + WPA2

WPA + WPA2 Parameters: tich chon WPA2 Policy-AES
Authentication Key Management: tich chon PSK

MONITOR  WLANs CONTROLLER WIRELES SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit ssid_staff’ < Back Apply |
~ WLANS
epit |
b Advanced Layer 2

[ Layer 2 Secunty § | WPA+WPAZ v ]
MAC Filtering® L

Fast Transition
Fest Transition
Protected Management Frame

PHF Disabled ¥

WPA+WPA2 Parameters

WPA Palicy 5y |

WPA2 Policy-AES. i

Authentication Key Management

802.1% Enable

cokm Ensbe 3
|| esx

FT 802.1X ol
‘ Sl
Foot Notes

jeb Palicy cannct be used in combination with [Psec
a) FlexConnect Local Sy ing is not supported with IPsec, CRANITE authentication, Override Interface ACLs
2(b) When ':6!' Is enabled, rre. of AP on CG’MCC?'G or standsione mode the AP will act as NAS

c) When ﬁ-dcc\"v‘ loca/ authenncation ‘Sa#fd AP on ‘:V'f‘k"ed -\'-C a3 /vls and AP a3 NAS while its on standaione mode
3 hen cliont exciusion 15 anabied, & Timeout Viloe of 1ars mears ity [l reduice amImeraDve overrde 1o reset &XcAaed ChE)
& Chlent MFP is not active uniess WPAZ is configured
7 is configurable only when FlexConnact Local Switching
& WMM and cpen or AES securlty shou
8 Value :zrc imphes there is no restrictior

3

! v(mna, DHCP Required should be disabled.
ents fearure and Cantral Assoc festure are not supported with FlexConnec
tching is not supported with FlexConnect Loca! Authenticstion

g gtk-randomize will prevent clients from decrypling broadcast and multicast packet
15 Fast T’Msr with WPA2 and open security polic,

16 Gverride Bandwidth Contracts parameters are soecific to per Radio of AP, A value of zero (0) indicates that the valve specified in the
seiected QoS profile will take affect,

18 When Disgnostic Channel is enabled, P2P Blocking Action will be sssigned to Drop Action

t Local Authentication
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Kéo xuéng, chon PSK Format 12 ASCII va dit mat khau: (bai lab nay dat mat
khau 1a vnpro123)

Saye Configuration Ping Logout Refres)

MONITOR ~ WLAN: ONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK A Hom
WLANs WLANSs > Edit 'ssid_staff’ < Back Apply
v WLANs \ " " ( ' ~ q

oh General | Security | QoS | Policy-Mapping |

WLANS

» Advanced Laver2 | layer3 | AAAServers |
Protected Management Frame =
PMF Disabled ¥

WPA+WPA2 Parameters
WPA Policy
WPA2 Policy-AES w

Authentication Key Management

802.1X Enable

CCKM Enable
PSK ¥ Enabie
FT 802.1% Enable
FT PSK L) Enable
PSK Format Ascn v |

[ )

Disable ¥

WPA gtk-randomize State
14

Click Apply

Saye Configuration g Logout Refresh

MONITOR WILANs CONTROLLER WIREIESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Hol
WLANs WLANS > Edit 'ssid_staff < Back 59&
~ WLANs g ' L .
gl General | Security | QoS | Policy-Mapping | |
» Advanced layer2 | layer3 | AAAServers
Protected Management Frame =
PMF Disabled ¥

| WPA+WPA2 Parameters

WPA Policy
WPAZ2 Policy-AES v

Authentication Key Management

802.1X Enable
CCKM Enable
PSK ¥ Enable
FT 802.1X Enable
FT PSK 4 Enable
PSK Format AsCII v
fosevennd ®

‘vLPn gtk-randomize State Disable ¥

Yéu ciu 5: Cau hinh SSID Guest, xac thuc qua Web Portal trén Cisco ISE
5.1. Tao SSID

Truy cap vao WLC

Vao menu WLANs — Chon Create New. Click Go



theah Saye Configuration ' Ping Logout - Rafresh
aleale

cisco MONITOR WIANs CONTROLIER WIRFLESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK A Home
WLANs WLANs 1 2 E Entries 1 -1 of 1
~ WLANs Current Filter:  None {Change Filter] [Clear Filter
WLANSE
» Advanced
WLANID Type Profile Name WLAN SSID Admin Status Security Policies
1 WLAN ssid_staff SS1D_Staff Enabled [WPAZ][Auth(PSK)] -}

bat Profile name va SSID:
Profile Name: ssid_guest
SSID: SSID_Guest

Click Apply

alialn Saye Configuration  Ping  Logout Refresh
cisco wi CONTROLLER ~WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK # Home
WLANs WLANS > New
ol Type WLAN v 1 2
WLANS
» Advanced Profile Name 55 d;gum
ssiD SSID_Guest |
) 2 v

Trong tab General:
Tick chon Status: Enabled
Interface/Interface Group (G): vlan_20

Saye Configuration  Ping  Logout Refresh

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK A Home
WLANs WLANSs > Edit 'ssid_guest' _<Back | _ apoly |
w WLANs )
General QoS olic Advanced
o | | | [ i e |

» Advanced

Profile Name [ssid_guest 0]

Type WLAN

551D 1 |ss10_Guest

Security Policies [WPA2][Auth(802.1X)]

(Modifications done under security tab will appear after applying the changes.)

Radio Policy 2
Interface/Interface Group(G).

Multicast Vian Feature Enabled
Broadcast SSID ¥l Enabled
NAS-ID none

Trong Security — Layer 2:
Layer 2 Security: None
Tich chon Mac Filtering
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Save Configuration  Ping  Logout Refresh

A Home|

MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT ~COMMANDS HELP  FEEDBACK
WLANs WLANSs > Edit 'ssid_guest' < Back Apply
v WLANs i > 0
s | General | Security QoS | Policy-Mapping | Advanced
» Advanced Layer2 | Layer3 | AAAServers |

Layer 2 Security

Fast Transition
Fast Transition

Trong tab Security — AAA Servers:
Tich chon Enabled & Authentication Servers

Chon Server 1 1a Cisco ISE da thém & budc 2

Saye Configurabion  Ping  Logout Refresh

# Home

MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit ‘ssid_guest’ < Back Apply
o | General | Security | QoS | Policy-Mapping | Advanced |
» Advanced layer2 | layer3 ‘ AAA Servers |

Select AAA servers below to override use of default servers on this WLAN
Radius Servers

Radius Server Overwrite interface Enabled

Authentication Servers Accounting Servers

_ Enabled

Server 1 |IP:192.168.1.253, Port:1812 ¥ || None D
Server 2 | None ¥ | None Y
Server 3 | None ¥ || None v
Serverd | None ¥ | None ¥
Server 5 | None Vv || None ¥
Server 6 | None ¥ | None X5

Radius Server Accounting

Intenm Update

LDAP Servers
‘

Kéo xubng, trong phan Order Used for Authentication, click chon RADIUS va

click UP dé phuong thtrc x4c thyc RADIUS nam dau tién



Save Configuration  Ping  Logout Refresh

MONITOR WIANs CONTROLIER WIRFLESS SECURTTY MANAGEMENT COMMANDS HFLP  FEEDBACK A Home

WLANs WLANSs > Edit 'ssid_staff" < Back Apply |
~ WLANs
WLANS
» Advanced

Server 2 | None
Server3 [None ¥

Local EAP Authentication

Local EAP Authentication | /Enabled

Authentication priority order for web-auth user

Not Used Order Used For Authentication

: L LocaL e
=] Las ) (Loap -] | Down |

Foot Notes

1 Wak Follcy cannot ba usad In combination with [Pzec
2(a) FiexConnect Local Switching is r"!s..cpc'red with IPsec, CRANITE &
2(b) When nnect local enabled, i of AP on mode the AP wilf act as NAS

2(c) When fiexconnect local suthentication ls isabled, AP on connected mode will use WL ‘as NAS and AP as NAS while its on standalone mode
3 When chient exclusion s enabled, a Timeout Value of zero means infinity (will reguire administrative overnde to reset excluded clients)

< Client MFP 15 not active unfess WPAZ is configured

5 Learn Client IP ic configurable only when FlexConnact Local Switching is enabied

6 WMM and open or AES security should be enabled to support higher 11n rates

8 Value zerc implies there is no restriction on maximum chents aliowed,

9 MAC Fiitaring is not supportad with FlaxConnect Local authentication

10 MAC Filtering shouid be enabled.

11 Guest tunneling, Local switching, DHCP Required should be disabled.

12 Max-sssociated-clients festure and Central Assoc festure are not supported with FlexConnect Local Authentication,

13 VLAN based central switching 1s not supported with FlexConnect Local Authentx
14 Enabling gtk-randomize will prevent chents from decrypting broadcast and multicast packets.

15 Fast Transition is supported with WPAZ and open security policy

16 Override Bandwidth Contracts parameters are speafic to per Radio of AP, A value of zero (0) indicates that the valve specified in the
selected QoS profile will take effect.

18 When Dlagnostic Channel Is enabled, F2FP Blocking Action will be assigned to Drop Action

nticabion, i v/er'-"e Interface ACLs

Trong tab Advanced:
Tich chon Allow AAA Override
NAC State 1a RADIUS NAC

Saye Configuration  Ping  Logout Refresh

cisco MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK A Home
WLANs WLANS > Edit 'ssid_guest' <Back | Apply |
v WLANS
WLANS
» Advanced
I Allow AAA Override ¥ Enabled I DHCP
Coverage Hole Detection ¥ Enabled DHCP Server | Override
Enable Session Timeout (1600 )
Session Timeout (secs) DHCP Addr. Assignment | Regquired
A L4
ronet IE - Enabled AR
Diagnostic Channel 18 . Enabled
Override Interface ACL el Nore * 1Pv6 Split Tunnel Enzbled
] None ¥ |

Layer2 Acl None ¥ Management Frame Protection (MFP)

P2P Blocking Action Disabled ot

Client sicn 3 ¥l Enabled |50 MFP Client Protection 2 | Optional ¥

Timeout Value (secs) DTIM Period (in beacon intervals)

Maximum Allowed Clients 2 0

Static IP Tunneling 42 _IEnabled 802.11a/n (1-255) |1 |

Wi-Fi Direct Clients Policy Disabled v 802.11b/g/n (1-255) [1 |

Maximum Allowed Clients Per AP NAC

Radio 200 2

Clear HotSpot Configuration Enabled

e Load Balancing and Band Select -

Fliant imne idia bimnn.afs € 3n0AANY
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Click Apply

Saye Confiquration  Ping  logout Refresh

MONITOR  WIANs CONTROLLER  WIREL MANAGEMENT ~ COMMANDS ~ HELP  FEEDBACK

A Home

WLANs WLANSs > Edit 'ssid_guest' < Back gggll
¥ WLANsS { y Qos | Poli
WLANS ‘ S I — l, e IA a2 Sk ars ‘
» Advanced
Allow ARA Override ¥ Enabled DHCP
Coverage Hole Detection ¥ Enabled DHCP Server | override
Enable Session Timeout 1600
~ Session Timeout (secs) DHCP Addr. Assignment Required
Aironet [E */Enabled OFAP
Diagnostic Channel 18 ~Enabled
Override Tnterface ACL S ions = u;«:ne 2 Split Tunnel Enabled
Layer2 Acl None ¥ Management Frame Protection (MFP)
P2P Blocking Action Disabled v
Client Exclusion 2 ¥ Enabied (80 MFP Client Protection £ | Optional ¥
Timeout Value (secs) DTIM Period (in beacon intervals)
Maximum Allowed Clients & ]
Static 1P Tunneling 12 Enabled 802.11a/n (1-255) |1
Wi-Fi Direct Clients Policy Drsabled v 802.11b/g/n (1-255) [1
Maximum Allowed Clients Per AP 200 NAC
Radio =
NAC State [Radius NAC ¥
Clear HotSpot Configuration Enabled oo
Load Balanding and Band Select -
it cmne e S bl € SAOAAAY
1 »

5.2. Cdu hinh Access List dé redirect nguoi ding

Khi ngudi dung chua xac thuc xong, AP s€ chian khong cho dir li¢u nguoi dung di
qua, trong d6 co dit liu trao doi gitra nguoi dung va ISE dé hién thi trang chao. Do do,
phai viét ACL permit nhiing dir li¢u nay.

Trén WLC, vao tab SECURITY — Access Control Lists — Access Control Lists

Click New

Save Configuration  Ping

Logout Refresh

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEl A Home

Security Access Control Lists 1
v AAA
General Enable Counters
= RADIUS
Authentication Name Type
Accounting
reNoack Foot Notes
DNS
Downloaded AVP 1. Counter configuration is giobal for acl and layer2ac)
» TACACS+
LDAP

Local Net Users

AP Polici
Password Policies

» Local EAP
Advanced EAP

» Priority Order

» Certificate 2

¥ Access Control Lists

FlexConnect ACLs
Layer2 ACLs

Wireless Protection
Policies

» Web Auth

TrustSec SXP
Local Policies
* Advancad



bat tén cho ACL (bai lab nay dat tén cho ACL la guest-redirect) sau do6 click
Apply

cisco

Security

~ AAA
General
w RADIUS
Authentication
Accounting
Faliback
DNS
Downloaded AVP
» TACACS +

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS

Access Control Lists > New

Access Control List Name| guest-redirect \I

ACL Type ®ipvd O1PvE

Click vao tén ciia ACL vira tao dé chinh sta

cisco

Security

v AAA
General
w RADIUS
Authentication
Accounting
Fallback
DNS
Downloaded AVP
» TACACS+
LDAP
Local Net Users
MAC Filtering
» Disabled Chents
User Login Policies
AP Policies

MONITOR  WLANs CONTROLLER  WIRELESS SECURITY  MANAGEMENT  COMMANDS

Access Control Lists
Enable Counters.

Type
Pvd a

Foot Notes

1. Courter configuration Is global for acl and layer2ac!

Saye Configuration

HELP  FEEDBACK

HELP

Saye Cenfiguration

EEEDBACK

Bing

Bing

New...

Logout Refresh

Logaut

A Home

Refresh

A Home

Pé thém rule cho ACL, click vao Add New Rule. Sau d6 nhap cac tham s6 va
click Apply

cisco

Security

~ AAA
General
v RADIUS
Authentication
Accounting
Faliback
DNS
Downloaded AVP
» TACACS+
LDAP
Local Net Users
MAC Filtering
v Disabled Clients
User Login Policies
AP Policies
Fassword Policies
» Local EAP
Advanced EAP
» Priority Order

» Certificate

Security

v AAA
General
» RADIUS
Authentication
Accounting
Fallback
DNS
Downloaded AVP
¥ TACACS+
LDAP
Local Net Users
MAC Filtering
» Disabled Ciients
User Login Policies
AP Policies
Password Policies

» Local EAP
Advanced EAP
» Priority Order

MANAGEMENT COMMAN

MONITOR WIANs CONTROLLER WIRELESS  SECURITY

Access Control Lists > Edit

General

Access List Name quest-redirect
Deny Counters [

Dest
Port

Source
Port

Destination

Seq Action Source IP/Mask  IP/Mask Protocol

MONITOR  WIANs CONTROLLER  WIRFLESS URITY  MANAGEMENT

Access Control Lists > Rules > New

Sequence

Source Any v
Destination Any K
Protocol Any v
DscP Any v
Direction Any v

Action Deny v

COMMANDS

HELP

DSCP Direction

HELP

Save Configuration

EEEDBACK

< Back

Number
of Hits

Save Configuration

FEEDBACK

Ping

Logout Refresh

A Home

Add New Rule |

Ping

Logout

Refresh

A Home
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5.3. Tao cac rule
Cho phép DNS di vao/ra access point
Cho phép traffic tir/dén ISE

MONITOR WIANs CONTROLLER  WIRELESS JRITY  MANAGEMENT

Save Configuration

Ping

COMMANDS HELP FEEDBACK

Security Access Control Lists > Edit < Back Add New Rule
v AAA
Genersl General
¥ RADIUS
Authentication Access List Name guest-redirect
Accounting
Deny Counters o
Seq Action  Source IP/Mask Destination IP/Mask  Protocal Source Port Dest Port DSCP  Direction  Number of Hits
*» TAC
Loap L Permg 2000 " woe Any oNs Any  Inbound @ -]
Local Net Users 8.00.0
MAC Filtering = 0.0.0.0 / / %
« Disabled € h;m 2 Permitt oo uoP DNS Any Any Outbound 0O -]
User Login Policies 103 el 7
i P g A Al
AP Polices 3 ermit S e o Ve Any ny ny Any  Inbound [} -]
Password Polices S0 p
» Local EAP 4 Pemt 000 255.255.255.255 o i el Any.  Owtbound O 8
Advanced EAP
» Priority Order

b Certificate

5.4. Cdu hinh Cisco ISE
Thém WLC vao Cisco ISE

Tham khao bai Lab 6:Xac thuc radius 802.1x v&i Cisco ISE

5.5. Tao Result

Vao menu Policy — Results

€ C 8 hups//192.168.1.253/admin/#
bl (denfity Services Engine » Admisstaton
Summary Endpoints Cuests Vuinarabiiity Tweat 1 Policy Sets
Posture
METRICS Policy Elements
. Dictionaries
Total Endpoints & Active Endpoil  congtions.
2 (I

0 B8

<CD N

» Work Centers

License Warning 4

Profiling Bless setup and visibility setup Do not show this

again

Client Provisioning
-0
Anomalous Behavior @

oﬂ;\ g2

Vao muc Authorization — Authorization Profiles. Click Add

<« c

il
asce

8 hittps://192.168.1.253/adm:

n/#policy

Identity Services Engine Home  »Conlex Visbiily  » Operalions » Administration

s_authorization,

y.elements permissions.. % @ @

+ Work Ceners License Waming A

Policy Sefs  Profling Posture  Client Provisioning  ~ Policy Elements
Dictionaries  » Conditions  ~Resulis
o
¥ Avthenscation 1 standard Authorization Profiles
For Folicy Export go to Adminsstration > System = Backup & Restore
~ Authorization

N ovete

Dughcate

Authorization Profiles

Profle
Downloadabie ACLs §
&% Osco €
» = 2
] ] Gisco_IP_Phones 2% Osco &
Pl Cisco_Temporal_Onboard & Gsco &
O Caco_WebAutn &% Csco €
» Client Provisionin .
3 NSP_Onboard £ Osco &
MNon_Cisco_lP_Phones &% Osto €

DenyAccess

PermitAccess

Ciick hete to do wireless setup and visibiity setup Do not show this sgain

iicy Export Pags

s @ 6
b ]

Show | All

a | Description
Default profile used

biackiist wireless devices. Ensure that you conf

Default profile used for Cisco Phones,
Onboard the device with Cisco temporal agent

Default Profile used to redirect users to the CWA portal

woard the device with Native Supplicant Provisioning
Default Profile used for Non Cisco Phanes.
Default Profile with access type as Access-Reject

Default Profile with access type as Access-Accapt



Dat tén cho Profile: Guest Portal
Trong phan Common Tasks, tich chon Web Redirection

Chon kich ban 1a Hot Spot, ACL la tén ACL da tao ¢ budc 5, Value 1a Hot Spot
Guest Portal (default)

Tich chon Static IP/Hostname/FQDN va nhap IP cua Cisco ISE vao
Click Submit

c A Notsecure | https//192.168.1.253

‘e’ Identity Services Engine Home » Context Visibiity » Operations
P
Di

Sets Profling Posture  Clent Provisioning |~ ~ Policy Elements

Click here to do wireless setup and visibility setup Do not s
ies  » Conditions  ~ Resulls
o

Authorzaten Frofies > Guest_Portal

Authorization Profile

» Authentication

s T |

Authonization Profiles Deseription |

Downloadable ACLS “Access Type [accESS_ACCEPT ~

» Profiling Network Device Profile s Cisco ~ @

» Posture Service Tempiate
» Client Provisioning Track Movement () ;

Passive Identity Tracking

v Common Tasks

s > ACL - i oatre et
ot Spot [Loocstradred ] [[Ficteper comstrormiiastaty <]

| ¥ Static IP/Hos! name/FQDN 192.168.1.253 |

Suppress Profiler CoA for endpoints in Logical
Profile

w Advanced Attributes Settings

Select an item ] =

v Attributes Details

Access Type = ACCESS_ACCEPT

a 4-p3ir = url-redirect-ad=puest-red

cisco-av-pair = url-redirect=https://192.168.1 1e8-ba71-
00505687 2C7f&action=cwastype=drw

5.6. Cdu hinh Policy
Tao Policy

Vao menu Policy — Policy Set

< C 8 hipsy//192.168.1.253/admin/#

e Jdenlity Services Engine

» Context Visibility » Operations  Policy » Admmnisiration » Work Centers
SRR ERpdoN i Miverom it Profiling Bless setup and visibility setup Do not shaw this again
Posture Client Provisioning
METRICS Policy Elements Y ﬂ
Dictionaries
Total Endpoints © Active Endpoll  congtions Anomalous Behavior ©

¢ I:D 0 E}. 0 o, 0 E_x, 0
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CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET
TRUNG TAM TIN HQC VNPRO

pC 8 Ung Vin Khiém, P25, Q.Binh Thanh, Tp Ho Chi Minh
PT: (028) 35124257

Hotline: 0933427079 Email: vnpro@vnpro.org

Tao Policy nhu sau:
Tén: Web Authen for Guest

Conditions: Wireless MAB AND Radius: Called-Station-ID ENDS WITH

SSID_Guest
Allowed Protocols: Default Network Access

& C A Notsecure

ek Identlty Services Engine Home  » ContextVisiblity  » Operations

Policy Sete ~ Profiling  Posture  Client Provisioning  » Policy Elements

Policy Sets
+  Stalus Policy Set Name Description Conditions
2 g reless_MAB
4 Web Aulhen AND g Radius Caled Staii
== ENDS_WITH SSID_Guest

@ Defautt Default pokcy set

Click Save

& C A Notsecure = kitps//192.168.1.253

iy Mdertity Services ENGINe  pome  » Context Visiblily  » Operations

Policy Sets ~ Profilng  Posture  Client Provisioning  » Policy Elements

Policy Sets
+ ' Status Policy Set Name Description Conditions
B wireless_MAB
p ) Web Authen for Gues )
s © Vb utheniorOuse AND _ padus Cated StationD
ENDS_WITH SSID_Guest
@  Defaut Default policy set

incogrito €

® e

Click here to do wireless setup and visibility setup Do not ¢ S again

Lree Y oo

Allowed Protocols / Server Sequence Hits  Actions View
Detault Network Accass xv &4 & b3
Detault Network Access x v e 0 & b

pcogrito ©)

® 0
Ciick here to do wireless setup and visibility setup Do not show this again
Reset Save

Allowed Protocols / Server Sequence  Hits  Actions  View

Default Network Access x v 4 & b

Default Network Accass x

Chi tiét cach tao Policy, tham khao bai Lab 6: Xac thuc radius 802.1x voi

Cisco ISE
5.7. Tao Authentication Policy

Click vao icon “>” ¢ cuoi Policy



C A Notsecure | https//192.168.1.253 Y Incognito @ i

: Identity Services Engine Home  » Contex! Visibly  » Operalions + Work Centers License Waming A ® 0

Profiling  Posture  Chent Provisioning  » Policy Elements

Click here to do wireless Setup and visibility setup Do not show this again
poiySes
+  Status Policy Set Name Description Conditions Allowed Protocols / Server Sequence  Hits  Actions  View

: Wireless_MAB
p Web Authen for Guest ) Defaull Network Access x v i
s @ b &uthen for Gues AND . Radius Called-Stafion-ID i =
= ENDS_WITH SSID_Guest
(O] Defauit Default policy set Defaull Network Accass x v 0 & >

e Y oo )

Trong phan Authenticaion Policy, chon Internal Endpoints. Trong phan Options:
If Auth fail REJECT

If User not fount: CONTINUE

If Process fail: DROP

Not secure | https//192.168.1.253 w Incognito H
P a

‘il Identity Services Engine Home  » ContextVisibily  » Operations [IRAR N * Administraion  » Work Cenlers e o

Policy Sets  Profiling  Posture  Client Provisioning  » Policy Elements
Click here to do wrreless setup and visibility sefup Do nol show

Policy Sets = Web Authen for Guest [ Reset T save ]

Stalus  Policy Set Name Description Conditions Allowed Protocols / Server Sequence Hits

B wireless_maB

@  Web Authen for Guest AND Defaull Netwerk Access x v 4
& Radius Called-Station-ID ENDS_WITH SS

)_Guest

¥ Authentication Policy (1)

+ Status Rule Name Conditions Use Hits  Actions

Internal Endpoints v
V¥ Options
If Auth fail
REJECT xv
7 ® Default 0 o

¥ Authorization Policy - Local Exceptions
> Authorization Policy - Global Exceptions

¥ Authorization Policy (1)



CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET

P TRUNG TAM TIN HQC VNPRO

4 !r/ DC: 276 - 278 Ung Vin Khiém, P25, Q.Binh Thanh, Tp H Chi Minh

A n @ DT: (028) 35124257 | ¥ e: €

ne: 0933427079 Email: vapro@vnpro.org

5.8. Tao Authorization Policy cho User trong Group Staff va VIP
Trong phan Authorization Policy, tao 2 Rule nhu sau:
Rule 1:
- Tén: Redirect
- Conditions: Wireless MAB
- Results — Profiles: Guest Portal (da tao ¢ budc 6.2)
Rule 2:
- Tén: GuestPermit

- Conditions: Wireless MAB AND IdentityGroup: Name EQUALS Endpoint
Identity Groups: GuestEndpoints

- Results — Profiles: PermitAccess

¥ Authorization Policy (3)

+
Status  Rule Name Condtions Profiles Security Groups Hits  Actions

) P ANL - + + o
-
d = MAB t_Port + + e ]
aul + g o
Click Save

V. Kiém tra



