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LAB - CAU HINH CLOUD CONTROLLER UNIFI

I. Mo ta
F0/2
|
™ Aiaas  AaAR:
i PAAASES AR
FO/1 Switch CORE
Access Point

Laptop 01 Laptop 02

Bai lab gém mdt PC, mot Switch va mot Access Point duge két ndi nhu hinh trén
Trén bai lab nay, hoc vién s€ thuc hién cAu hinh trén AP
Dit IP theo so d6 sau:

Tén thiét bi Pia chi IP
AP 192.168.1.1/24
PC

192.168.1.2/24
192.168.1.10/24

Interface Vlan 1

II. Cai dit, cAu hinh Controller UniFi co ban

St dung phin mém UniFi Network Controller dé quan 1y Access Point UniFi
tap trung
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Buée 1: Tai phan mém UniFi Network Controller
Truy cap dudng dan sau dé tai phan mém: https://www.ui.com/download/unifi

Lua chon phién ban phu hop voi hé diéu hanh. O déy ta sir dung phién ban danh
cho Window.

Buoc 2: Cai dat phan mém UniFi Network Controller
Mo phan mém vira tai vé véi quyén quan tri vién.

Chon “Yes”

User Account Control

Do you want to allow this app from an
unknown publisher to make changes to your
device?

UniFi-installer.exe

Publisher: Unknown
File origin: Hard drive on this computer

Show more details

Yes

Chon “Install”

Welcome lo UniFi Selup

Setup will quide you through the installation of UniFi.

Ttis recommended that you dose all other applications
before staring Setup, Thie wil make it possible to update
relevant system files without having to reboot your
computer,

Click Install to start the installation.
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Neéu c6 yéu cau cap nhat thi nhan “Yes” dé cap nhat phién ban méi hoac “No” dé

gilr phién ban hién tai.

[
Installing

A=
UnIFI Please wait while UniFi is being installzd,

Previous version 5.10.21 found.

Show de

G Do you want to upgrade your UniFi 5.10.21 to 5,10.217

Click “Finsh” dé hoan thanh viéc cai dat

Completing UniFi Setup

UniFi has been installed on your computer.

Click Finish to close Setup.

Start UniFi Controller after installation
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Chuong trinh s& tu khéi dong, click “Launch a Browser to Manage the Network”
dé m& chuong trinh trén trinh duyét hodc truy cép truc tiép duong dan local:

https://www.ui.com/download/unifi

UniFi Controller UI‘ﬁFI

51021

Copyright @ 2005-2019 Ubiguiti Networks Inc. All Rights Reserved.

= UniFi Controller (5.10.21) started Hide

Launch a Browser to Manage the Network

Click Hide Advanced — Process to localhost (unsefe) dé chap nhan chimg chi
khong tin cdy.

A

Your connection is not private

ers might be trying to steal your information from localhost (for example

ds, messages, or credit cards). Leamn more

THERR RT_AUT! T D
] Help imgrove Safe Srowsing by sending some system information and page content to Google
FISl

This server could not prove that it 15 localhost: its security certficate is Not trusted by your

em. This may be caused by a misconfiguration or an attacker

ection
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Vi ddy 14 1an truy cdp dau tién nén ta can phai khoi tao mot sé thiét 1ap ban dau
nhu sau:

Dau tién, Iya chon quoc gia, mui gio click “Next” de tiép tuc.

Click “Next”.
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Click “Skip”.

Thiét 1ap cac thong tin truy cap, ching thuc.

(1): “vnpro” day la tén tai khoan quan ly dung dang nhap UniFi Network
Controller

(2): “vnpro@vnpro.org” day la email quan ly

(3): “vnpro@123#” mat khau tai khoan quéan ly

(4): “vnpro@123#” xac thyc lai mat khéu

(5): “admin” tai khoan dung dé xac thuc thiét b

(6): “123456@x” mat khau cua tai khoan xac thuc thiét bi
Click “Next” dé tiép tuc.
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Click “Finish” dé hoan thanh khéi tao ban dau.

Click “skip”.

Cloud Login Credentials

R Please enter your UBNT.com account credentlals.

Note that this is not the account that you used to
signinto this controller.

No Account? Register now.

skip

Click “Devices” ta thdy hé théng da phat hién thiét bi, nhung & phin STATUS
ctia thiét thi dang hién thi “PENDING ADOPTION” ¢6 nghia thiét bi dang & trang thai
chd dé duoc dua vao UniFi Network Controller.
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m ( Urﬁﬁ Network

Filter by: All Vv

DEVICE NAME IP ADDRESS

STATUS MODEL

VERSION UPTIME 1

Unifi AP-AC-Pro

o

Nhan “Adopt” dé thém thiét bi vao UniFi Network Controller.

UnTFI' Network

Filter by:All v

DEVICE NAME IP ADDRESS
78:82:20:53:4d:4f 192168.0.195
1-10f 1 device Rows per page: 5

STATUS MODEL

UniFi AP-AC-Pro

i

VERSION UPTIME 1

Doi khoang mot phut dé thiét bi nhan cu hinh tir UniFi Network Controller. Khi
STATUS chuyén sang “CONNECTED” c6 nghia thiét bj da két ndi thanh cong véi

UniFi Network Controller.
UlﬁF( Network
Filter by: All v

DEVICE NAME P ADDRESS

Rows per page: 50

STATUS MODEL

WNECTED (100 FOR UniFi AP-AC-Pro

VERSION UPTIME 1

40219965 2im18s
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Di chuyén xudng bén dudi goc trai trinh duyét click vao “SETTINGS”.

Tao mot dinh nghia m&i cho mang Wireless

. UrfiFi Network

SETTINGS Wireless Networks

Site

Wireless Networks

Networks

Routing & Firewall + CREATE NEW WIRELESS NETWORK
IPS

DPI

Guest Control

Profiles

Services

Admins

User Groups
Nhap cac thiét 1ap va thong s can thiét.

U . UAfiFi Network
SETTINGS Wireless Networks

Site CREATE NEW WIRELESS NETWORK

Wireless Networks 3 wnpro_wifi

Networks ¥ Enable this wireless network
Routing & Firewall Open WEP (8 WPA Personal

WPA Enterprise
IPS

DP1 - Vnpro@123%
Guest Control

Profiles

o ADVANCED OPTIONS Vv

Admins

User Groups

Controller

User Interface

Notifications BLTA » WPA2 Only

Cloud Access Encryption  AES/CCMP Only

Elite Device B ¥ Erable GTK rekeying every 3500
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Kéo xudng click “SAVE” dé luu lai c4u hinh.

Cloud Access
Elite Device

Maintenance

Auto Backup

BETA

802.11 RATE AND BEACON CONTROLS )
MACFILTER )
RADIUS MAC AUTHENTICATION )

Doi khoang mot phut dé UniFi Network Controller guri ciu hinh 18n thiét bi
Access Point. Truy cép theo duong dan sau ta s& thdy cdu hinh “vnpro wifi” di duoc
ap dung vao Access Point.

UATFi Networ '

:53:4D:4F

DEVICE NAME P ADDRESS STATUS MO Dﬁ

11 1nm6 High ety aroblem)  52% Utilized

Dl DEVICES - )
38 1INAAC Good) 1% Utilized

GENERAL

RADIOS

WLANS I“

WLAN 2G (11n/b/g)

Name Overrides Actions

[ ]

Str dung Laptop hodc dién thoai ta thiy “vnpro wifi” da xuét hién voi yéu cau
mat khau.
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=

Centrino

vnpro_wifi

Enter the network security key

IIL. CAu hinh voucher trén UniFi

Budc 1: Tao mot dinh nghia Wireless Network méi
i 1 s
U ' UniFi Network
SETTINGS Wireless Networks

Site

Networks

Routing & Firewall | CREATE NEW WIRELESS NETWORK

Budc 2: Nhap va lya chon cac thong tin

% 17 s
J @ udiFi Network
SETTINGS Wireless Networks

Site CREATE NEW WIRELESS NETWORK

Wireless Networks Name VNPRO_WIFI

Networks Enal ~ Encble thiswireless network
Routing & Firewall ty ® Open WEP 'WPA Personal

WPA Enterprise
IPS

» Apply puest policies (captive portal, guest

DPI : authentication, access)

Guest Control

Services
Admins

User Groups

ADVANCED OPTIONS >
Controller
User Interface

< : CANCEL
Notifications
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U ® Ui Network

SETTINGS

Site

Wireless Networks
Networks

Routing & Firewall

IPS

Guest Control

GUEST POLICIES
¥ Enable Guest Portal CoNTROLLER

No authentication
External portal server

Simple password (8 Hotspot

8hours

& Redirectto the original URL Promotional URL

1721600112

10000/8

Deé tao lay cac doan ma xac thuc ban thuc hién nhu sau:

SETTINGS
Site
Wireless Networks
Networks

Routing & Firewall

IPS

DPI

Guest Control

Profiles

Services

Admins

HOTSPOT

¥ Enable voucher-based authorization

Mot cua so trinh duyét méi mo ra.

Facebook Wi-Fi



CONG TY TNHH TU VAN VA DJCH VU CHUYEN VIET
TRUNG TAM TIN HQC VNPRO

o DC: 276 - 278 Ung Van Khiém, P.25, Q.Binh Thanh, Tp H Chi Minh
DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

U O UiFi Network xrwrv
I~ + Create vouchers 2 S Q
AR
$

1

O

Create vouchers

Onetime

limited to

limited to

Mot danh sach ma xac thuc duoc in trén man hinh.

AR o Ui Network Fo) &
M + Create vouchers ® Print all unused vouchers ® Printbatch i Q
A CODE CREATE TIME | NOTES DURATION STATUS
S 35454-63427 04/25/2019 10:45zm = 1d Valid for one-time use

4945278574 04/25/2019 10:453m = 1d Valid for ona-time use

1081574299 04/25/2019 10:45em 1d Veiid for one-time use
Y44 04055-16747 04/25/2019 10:45zm - 1 Vzlid for one-time use

27777-62093 04/25/2019 10:453m - 1 Valid for one-time use

58572-22433 04/25/2019 10:45z2m 2 1d Valid for one-time use

52099-20979 04/25/2019 1045 2m - 1d Valid for one-time use

73858-76946 04/25/2019 10:45 3m - 1d Valid for one-time use

73407-25543 04/25/2019 10:452m - 1d Valid for one-time use

48717-62835 04/25/2019 10:453m A 1d Valid for one-time use

1-100f 10 records Rowsperpage: 50 v
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Trén may tinh tién hanh kiém tra truy cap Internet.

e

Centrino
vnpro_wifi

Enter the network security key

Khi két ndi wifi thanh cong, tw dong trinh duyét s& bat 1én va chuyén hudng dén
trang xac thuc. Ban nhdp ma xac thuc vao dé duoc chép nhan truy cdp Internet.

| have a voucher

49452-78574 |

CONNECT

Tré lai UniFi Network Controller. Ban thay laptop da duogc xac thuc chap nhan
cho truy cdp Internet, bay gio laptop da truy cap duogc Internet.

UniFi Network

NAME IP ADDRESS WIFI EXPERIENCE CONNECTION AP/PORT ACT WT'v": ACTIVITY DOWN ACTIVITY UP

L. |

== |
]
i




