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Azure Storage — Hiéu dung tir dau dé
trién khai hiéu qua VM & Luu tri

Trong thé gidi cloud, viéc chon ding loai storage khong chi gitp tiét kiém chi phi ma con
dam bao hiéu ndng va do bén dir liéu. Néu ban dang trién khai VM, backup hodc chia sé file
trén Azure, thi diy 12 2 khai niém ban phai nAm: Managed Disks va Azure Files.
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1. Azure Managed Disks — “0O ctrng” tiéu chuan danh cho VM

Azure Managed Disks la dich vu Iwu trit block dwoc quan ly hoan toan, cht yéu dung dé lam
dia hé diéu hanh va di liéu cho VM. Nhitng diém manh ma ban cin nhé:

e DO bén cao va ludn sdn sang: Khong can lo vé 16i dia, Microsoft di dam bao HA.

e Trién khai VM cwc nhanh va c6 thé mé rong dé dang.

e Tich hop véi Availability Sets/Zones gitp xay dung hé thng dw phong chuin SLA.
e Tuwong thich Azure Backup cho giai phap sao lwu ty dong.

e Kiém soat truy cap chi tiét theo RBAC.

e HO trg upload VHD dé migrate tir mdi trudng on-premises.

e Mai hoa dir liéu, ho tro Snapshot va tao Image d€ deploy hang loat VM.

Vi du thuc té: Ban c6 thé tao mdt Managed Disk tir snapshot roi gan vao mot VM mai dé
restore dit liéu sau khi VM cii bi 16i.

2. Azure Files — Chia sé file giira nhiéu may, nhiéu nén tang

Khac véi Managed Disks vén danh cho tirng VM cu thé, Azure Files 1a dich vu lvu trix file
theo dang chia sé (file share) st dung SMB protocol - quen thudc véi anh em IT dung
Windows Server.

e Tao file share trén cloud giéng nhw thw muc mang noi bé.
e Chia sé da nén tang: Windows, Linux, macOS déu dung dworc.
e Dé dang gan vao &ng dung, server hoic thAm chi mount vao container.
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Vi du thyc té: Mot hé thdng cé nhiéu VM cén truy cip cung mot bo dir liéu (nhw anh, log,
config), ban chi cin tao mot Azure File Share va mount vao tirng VM.

Loi khuyén cho nguoi méi
Néu ban cén lwu trir dia hé diéu hanh hodc dia dit liéu cho VM — chon Azure Managed Disks.

Néu ban cén chia sé file dung chung gitra nhiéu hé théng — chon Azure Files.

Ban nao dang hoc MCSA hodc trién khai moi trwdng hybrid (on-prem + cloud) thi nén lab
thir ca 2 dang nay dé hi€u rd cach ching hoat dong. C6 thé bat dau véi Azure Free Tier!

Chtic cac ban hoc tét va trién khai Azure Storage virng chic!
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Giadi Thich Azure Virtual Network

[GIAI THICH NHANH] Azure Networking — Mang Ao La Gi Va Tai Sao Né
Quan Trong Trong Azure?

Né&u ban dang lam viéc v&i ha tAng Azure hodc méi bat dau véi MCSA, Azure, AWS - thi ban

khong thé bo qua khéi niém “Virtual Network”. Pay chinh 1a "bd nio giao tiép ndi bo" gitra
cac may ao va dich vu trong Azure!
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1. Virtual Network trong Azure la gi?

Virtual Network (VNet) trong Azure cung cip kha niang két ndi cac tai nguyén (VM, App
Service, Database...) trong cuing mot khong gian dia chi IP. Piéu nay cho phép ban tao ra mot
moi trweong mang riéng biét twong tw nhw mot mang ndi bd trong trung tam dir liéu.

2. Dia chi IP trong VNet gobm nhirng loai nao?
Azure hd tro hai loai dia chi IP:
- RFC 1918 (Private IP): Pay la cac dia chi IP n6i b6 nhw 10.x.x.x, 172.16.x.X, 192.168.x..
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Chung khéng thé truy cép truc tiép tir Internet.
- Non-RFC 1918 (Public IP): Pay la cic IP cdng cdng, c6 thé truy cp tir Internet. Trong
Azure, ban sé ciu hinh Public IP nay khi can truy cip VM tlr ngoai.

Vi du thuec té:

Ban tao mot VM chay web server trong Azure. Khi dung Private IP, chi cic VM khac trong
cung VNet hodc dwoc peering méi truy cip dwoc. Mudn nguoi dung truy cip tir trinh duyét
Internet? Ban cin gan thém mét Public IP!

3. Ranh gidi logic cua VNet la gi?

Moi VNet tao thanh mot bién gidi logic bang khong gian IP riéng biét. Diéu nay giup ban cd
1ap va kiém soét két ndi gitra cac tai nguyén, ho trg xdy dung mo hinh bao mat theo Zero
Trust.

4. Tai sao ky sw hé théng can hiéu ré VNet?

- Hiéu rd dia chi IP gitp tranh xung dot khi két néi site-to-site.

- Gitp trién khai m6 hinh mang nhiéu 1ép, phan doan dich vu (microsegmentation).

- Quan ly va gan dia chi IP hiéu qua, bdo mat hon.

- La nén tang khi hoc tiép VNet Peering, NSG, VPN Gateway, Azure Firewall, Application
Gateway...

L&i khuyén thwe chién cho anh em méi vao nghé:

Khi lam lab hodc trién khai thyc té, hdy luén vach ro so do IP, ghi lai cac dai subnet ban dung
cho tirng 16p: frontend, backend, database... Diéu nay giup ban dé quan ly, dé debug, va mé
rong vé sau. Anh em trong céng dong MCSA-Azure-AWS ctia VnPro néu dang hoc CCNA
Cloud, AZ-104, hay dang chuyén hwéng sang Cloud Engineer - nhé bookmark loat bai nay
dé hiéu ro kién tric mang Azure tir goc nhé!
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Azure Networking Co Ban — Kién Thirc
Khéng Thé B6 Qua Cho Ngudi Mai Bat
Pau Cloud!

Khi méi lam quen véi ha tAing ddm may Azure, rat nhiéu anh em ky sw ha ting hay gép ciu
hoéi: "Mang noi bo trong Azure hoat dong nhw thé nao?", "Str dung IP gi?", "VM két ndi mang
ra sao?". Bai viét nay sé gitp ban hiéu dwgc 2 phan kién thirc quan trong trong thiét ké
mang Azure: IP ndi bd (RFC 1918) va cau hinh network interface cho may do VM.

RFC 1918 IP addresses

ic dia chi 16p mang riéng cho Azure VM
IP address subnet  Host IP address range

10.0.0.0/8 10.0.0.1 - 10.255.255.254
172.16.0.0/12 172.16.0.1 - 172.31.255.254
192.168.0.0/16 192.168.0.1 - 192.168.255.254

1. Dia chi IP riéng — RFC 1918 la gi?

Azure st dung dia chi IP riéng (Private IP) cho cac mang do (Virtual Network - VNet) ctia
ban. Day la cac IP khong dinh tuyén dworc trén Internet, thwong dung trong néi bd doanh
nghiép hodc hé thong ddm may. Theo chuin RFC 1918, c6 ba dai IP dwgc phép st dung lam
IP riéng nhuw sau:

-10.0.0.0/8 — Dai host: 10.0.0.1 - 10.255.255.254
-172.16.0.0/12 — Dai host: 172.16.0.1 - 172.31.255.254

-192.168.0.0/16 — Dai host: 192.168.0.1 - 192.168.255.254

Vi du:
Khi tao mot VNet trong Azure, ban c6 thé dung subnet 10.10.0.0/24 dé cap phat IP cho cac
VM.

2. Network Interface trong Azure hoat déng nhu thé nao?
Trong Azure, mdi may do (VM) can it nhat 1 network interface dé két ngi véi mang. Dwéi
day 1a cAc nguyén tic quan trong ma ban cin nam:
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- Mbi VM bat budc phai cé it nhat 1 network interface (c6 thé c6 nhiéu hon).
- Network interface nay phai cung location va subscription v&i VM.

- Network interface ciing phai dwoc két ni dén mot Virtual Network (VNet) trong cing
location/subscription.

- Azure ho trg gan IP tinh hodc IP ddng, ca private va public IP cho network interface.
- Chi phi bang thong dwoc tinh dwa trén lwu lwgng ra ngoai (egress).

- Téng bang théng dwoc cAp cho VM 12 tdng tat ca lwu lwgng egress qua céc interface gan vao
VM do.

Vi du thuc té:

VM WebServerl c6 2 interface: 1 interface private gan [P dong trong VNet 10.10.0.0/24, 1
interface public c6 IP tinh d€ ngwi dung truy cip. Azure sé tinh bang théng outbound cta
ca 2 interface nay khi tinh chi phi.

Két ludn

Viéc hiéu ro6 vé IP riéng (RFC 1918) va cach hoat dong ctia network interface trong Azure la
budc khéi dau khong thé thiéu néu ban dang hoc MCSA/Azure, trién khai ha ting trén cloud,
hodc chuln bi thi cac chirng chi nhw AZ-104, AZ-700.

Hay danh thoi gian vé so @6 mang VNet ctia ban, chia subnet thong minh va 1én ké hoach cip
phat IP theo chudn RFC 1918. Py chinh la nén tang cho moi dich vu mang sau nay nhuw:
Load Balancer, NSG, VPN Gateway, Peering...

#AzureNetworking #RFC1918 #VirtualNetwork #AzureVM #VNProCloud #MCSA #AZ104
#AZ700
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Hiéu V& Network Interface trong Azure
VM = Kién Thirc Moi K§ Su Cloud Phai

Biét!

Trong hanh trinh lam viéc véi Azure, viéc hiéu ré cach thirc két n6i mang cho cac may o
(VM) 1a diéu bat budc néu ban mudn trién khai ha ting cloud ding chuin va t&i wu. Mot
thanh phan then chot trong két néi nay chinh 1a network interface (giao dién mang). Viy né
hoat dong nhw thé nao? C6 gi¢i han hay yéu cau gi khong? Bai viét dwéi day sé giai thich ro
cho ban.

Network Interface la gi?

Trong Azure, network interface (NIC) la ciu néi gitra Virtual Machine (VM) va Virtual
Network (VNet). Pay chinh 14 noi ban gén IP, routing, NSG (Network Security Group), va
nhiéu ciu hinh mang khac.
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Nhirng Diéu Ban Can Nam Ré:

e - Mbdi VM bit budc phai cé it nhdt mot network interface. - MOt may 4o c6 thé c6 nhiéu
NIC, vi du trong cac tinh hudng nhw cin két n6i vao nhiéu subnet hodc dung cho twong
Itra.

e - Mdi network interface phai ndm cuing location va subscription véi VM. - Diéu nay dam
bdo tinh nhit quan va kha ning két ndi ndi bo gitra cac thanh phan.

e - Network interface cling phai nam trong mot Virtual Network cuing location va
subscription. - N&u ban c6 nhiéu vung (region) hodc nhiéu subscription, hiy luvu y rang
ban khéng thé “kéo diy” tir noi nay qua noi khac néu khong cé cac giai phap két néi lién
vung.

e - Azure cung c4p dia chi IP tinh (static) hodc dong (dynamic), cd dang private 1an public.
- Tuy theo nhu cdu ma ban chon IP dang nao, vi du dich vu n6i bd dung IP private tinh,
con Web Server c6 thé dung IP public tinh.
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e - Bang théng dwoc tinh theo chiéu ra (egress) - khong tinh inbound! - Vi du: néu ban tai
file tir VM lén Internet hodc cac region khac thi sé bi tinh phi, con tai vé tir Internet thi
khong tinh.

e - Biang théng gan cho VM Ia tong egress cua tit ca cac NIC. - Néu VM c6 nhiéu NIC, Azure
sé cong tit ca lwong dir liéu outbound cua tirng NIC d€ tinh toan gidi han bang thong.

Vi Du Thuc Té

Ban c6 mot may ao chay firewall, c6 2 NIC:
- NIC 1 két n6i vao subnet ndi b (trust)

- NIC 2 két n6i ra ngoai (untrust)

Néu téng bang thong outbound (tir ca hai NIC) vwot qua gidi han ma VM SKU cho phép, ban
can nang cip SKU hodc diéu chinh kién tric.

Ghi Nh¢o

e - Khong c6 NIC = VM khdng thé giao tiép mang!

e - Gan nhiéu NIC nhwng chi t8i wu khi ban thuc sw can chia lubng Ivu lwong.

e - Lud6n kiém tra limit bang théng cho tirng loai VM SKU trong Azure VM documentation.

#MCSA #Azure #VnPro #AzureNetworking #CloudInfrastructure #AzureVM
#VirtualNetwork #NetworkInterface #CloudTraining #AWS #MicrosoftAzure #LearnAzure
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Azure Networking — Su that it ai biét vé
bang thong mang Azure

Khi trién khai ha tAng mang trén Azure, nhiéu ky sw thwdng cho rang c6 thé “ting téc” bing
thong bang cach thém card mang, bat Accelerated Networking hay thay déi giao thirc. Tuy
nhién, ban sé rit ngac nhién khi biét rang bang thong mang mong doi (Expected Network
Throughput) thuwc chit khéng bi &nh hwéng béi cac yéu to sau:

- S6 lwgng Network Interface (NIC): Viéc thém nhiéu NIC vao mdt VM khong c6 nghia la ban
sé dwoc cong don bang thong.

- Accelerated Networking: Tinh ndng nay gitp gidm dd tré va ting hiéu ning xir ly goi tin,
nhwng khéng thay déi gi¢i han throughput méc dinh cia VM.

- biém dén cta lwu lwong mang (Traffic Destination): Du ban gi dit liéu ra Internet, ndi
vung VNet hay qua peering thi bing thong van phu thudc vao SKU ctia VM.

- Giao thirc truyén tai (Protocol): Dung TCP hay UDP ciing khong dnh hwdng dén mitc bang
thong Azure da dinh sin cho VM.

Vay yéu t6 nao thuc sy quyét dinh bang théng mang Azure VM?

Cau tra 1oi ndm & kich c& (SKU) ctia may 4o Azure. Mi SKU dinh nghia ré mitc bang thong
tdi da cho inbound va outbound traffic. Vi du:

- D2s_v3 c6 throughput khoang 1.5 Gbps

- D8s_v3 c6 thé 1én dén 4 Gbps

- Mot s6 VM dong E, F, hodc nhitng VM chuyén vé network nhw Dd_v5 c6 thé dat tir 10-30
Gbps néu hé tro
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Ban c6 thé kiém tra chi tiét trong tai liéu Microsoft: https://learn.microsoft.com/en-
us/azure/virtual-network/virtual-machine-network-throughput

Lwu y danh cho anh em ky su:
- birng nham Accelerated Networking véi viéc ting bang thong, n6 chi gidp tang hiéu nang
xtr Iy bang cach offload cho NIC vat Iy (SR-IOV).

- Khi cin ning throughput, hay scale VM SKU lén dong cao hon thay vi thém nhiéu NIC hoic
“t6i wu” cau hinh khéng lién quan.

- Trong thiét ké hé thong c6 str dung Azure Firewall, Load Balancer hodc VPN Gateway, ciing
can can nhic ky throughput dé€ tranh nghén c6 chai.

Két ludn danh cho cdng déng:

Hiéu ddng vé giGi han throughput trén Azure khong chi gitip ban tranh sai 1am trong thiét ké
ma con tdi wu chi phi va hiéu nang thwc té. Néu ban dang xay dung ha ting Hybrid, cin
transfer data 1&n gitra cac region hodc vé on-prem, hay wu tién chon diing VM SKU thay vi hy
vong “ting téc bang meo”.

Hay chia sé bai viét nay néu ban thay htru ich cho anh em kj sw hé théng, Azure, MCSA!
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