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HTTP Authentication trong Network
Automation

@ Ban c6 dang “mé toang canh cira” APl ma khéng biét?

Trong bai viét nay, chiing ta sé dao siu vao HTTP Authentication - mét 1&p bao vé cuc ky
quan trong nhwng thwong bi xem nhe khi trién khai RESTful API cho hé théng tw dong hoa
mang, SDN controller hodc bat ky nén tang nao c6 mé API cong khai.

(3% 3 CO' CHE XAC THU'C HTTP MA KY SU TU PONG HOA PHAI BIET

AN

Khi ban trién khai cac RESTful API, diéu quan trong khéng chi 1a “tra vé dung dir liéu”, ma
con 1a ngin chan truy cp trai phép. C6 3 hinh thirc xac thuwe HTTP phé bién:

1. Basic Authentication

Base64 Encoder API SERVER

\Q ), username: cisco Q "Authorization” : I

e password: cisco i "Basic YWRtaW46Q2IzY 28xMjM0"

~ Dé trién khai, nhung thiéu bao mat.

Thoéng tin ding nhap (username:password) dwgc ma hoa bang Base64, sau d6 dwoc giri
trong header HTTP.

Vi du Python:

““python

import base64

username = "Cisco"

password = "Cisco"

message = {"{username}:{password}"

encoded = base64.b64encode(message.encode()).decode()

headers = {"Authorization": f"Basic {encoded}"}

@ Rui ro: Base64 khong phai 1a ma ho4, dé bi gidi ma néu khong dung HTTPS.
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Basic Authentication

.Q
@J* APl SERVER

Session-Based
Authentication

Token-Based
Authentication

2. Session-Based Authentication
= Mot lwa chon phé bién cho cac hé théng web truyén théng.
Sau khi dang nhap thanh cong, server tao mot session cookie.

“http
Set-Cookie: sessionid=xyz12345abc; HttpOnly

Session dé bi hijack néu khong c6 HTTPS. Khong chia sé context gitta cac hé thong.

1. Request a token via an APl POST method call.

API SERVER

2. Supply the session cookie information.

3. Referencing the cookie, make new API calls.

3. Token-Based Authentication
~ Phwong phap hién dai va linh hoat nhét.
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1. Request a token via an API POST method call.

API SERVER
2. Supply the generated token.

Client gri POST dé lay token va dung token dé trong cac request sau.
““http
Authorization: Bearer eyJhbGciOi...

Uu diém: Stateless, bdo mat cao, dé tich hop véi OAuth2, API Gateway, CI/CD.

(8] So sanh nhanh:

- Basic: Cau hinh nhanh, bdo méit yéu, khong linh déng.

- Session: D& trién khai véi web, bdo mat phu thudc cookies.
- Token: API hién dai, bAo mat cao, dé quan ly.

@ CCNA Automation Tip:

Trong méi tredng network automation (Cisco DNA Center, ACI, NSO), token-based
authentication 13 hinh thirc dwoc khuyén nghi vi ¢ thé tich hgp tét véi Python scripts,
Postman, Ansible, Terraform va CI/CD pipeline.

5 Vi dy thyec té:

Postman twong tac API Cisco DNA Center:

1. G&i POST " /auth/token" d€ 14y token.

2. Dung token cho cac request nhu * /network-device’, */site".

& Tém lai cho anh em DevOps/Automation:

- Birng dé API trong tron ma khéng xac thue.
- Ludén dung HTTPS.
- Uu tién token-based authentication d€ phat trién hé thdng API chuin hoa va an toan.
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Token-Based va Session-Based
Authentication trong Tw dong hoa

mang

Trong thoi dai Automation va Al 1én ng6i, viéc twong tac véi API ctia cac hé thdng nhw Cisco
DNA Center hay Cisco ACI 1a chuyén hing ngay & huyén. Nhung néu khong nidm rd cach “xac
thuwc” (authentication) dung chuén, ban sé vip nga dau dén ngay tlr ci request dau tién.

Trong bai nay, minh chia sé hai phwong phap xac thwc Token-Based va Session-Based, cuc
Ky phd bién khi lam viéc véi cac controller nhw Cisco DNA Center va APIC (ACI). Va quan
trong la: c6 vi du Python cu thé dé€ anh em copy-paste lam lab ngay!

¥8 Token-Based Authentication — Danh cho DNA Center

Y twéng chinh: Giri thong tin username/password — Nhan lai Token — Dung Token cho cac
API call tiép theo.

1. Chuan bi bién Python

import requests

DNA_URL = "https://sandboxdnac.cisco.com"

HEADERS = {"content-type":"application/json"}

USER = "devnetuser”

PASS = "Cisco123!"

AUTH = (USER, PASS)

LOGIN_URL = DNA_URL + "/api/system/v1/auth/token"

2. GUri POST request dé& nhan Token

result = requests.post(url=LOGIN_URL, auth=AUTH, headers=HEADERS, verify=False)

3. Trich xuat Token tir response JSON

TOKEN =result.json()['Token']
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HEADERS['X-Auth-Token'] = TOKEN

4. Thuc hién cac API Call

INVENTORY_URL = DNA_URL +"/dna/intent/api/v1/network-device"
response = requests.get(url=-INVENTORY_URL, headers=HEADERS, verify=False)

Session-Based Authentication — Danh cho APIC (ACI)
Y twéng chinh: Giri thong tin ding nhap dé nhan cookie phién — Ty dong gin cookie cho cac
request tiép theo.

1. Tao Session va dinh nghia login body

import requests
session = requests.Session()

APIC_URL = "https://sandboxapicdc.cisco.com”
USER = "admin"
PASS = "ciscopsdt”
AUTH_BODY = {
"aaaUser": {
"attributes”: {"name": USER, "pwd": PASS}

}

}
LOGIN_URL = APIC_URL + "/api/aaaLogin.json"

2. GUri POST dé dang nhap va nhan cookie

response = session.post(url=LOGIN_URL, json=AUTH_BODY, verify=False)

3. Kiém tra cookie ton tai

print(response.cookies)

4. GUri API Call véi Session da dang nhap

TENANT_URL = APIC_URL + " /api/node/class/fvTenant.json"
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response = session.get(url=TENANT_URL, verify=False)
print(response.json())

@ Tong két nhanh

Token-Based: Cisco DNA Center - dung X-Auth-Token trong header
Session-Based: Cisco APIC (ACI) - dung cookie ty dong

— M6i API platform sé c6 kiéu xac thuc riéng, doc k¥ tai liéu trudc khi lam!

¢ Cau hoéi nhanh kiém tra kién thirc

? L&p nao dung d€ quan ly session authentication?
Session()

? Username va password can dinh dang thé nao truwéc khi ma héa Base64?
"username:password"

TOM TAT

Khong phai API nao ciing xac thwc giong nhau. C6 API yéu cau Token kiéu Bearer, c6 API can
Cookie phién, c6 API choi ludn ca 2. Vay nén, ludn doc ky tai liéu API cla controller ban dang
lam viéc, va viét ham Python chuln xac. Trong cac bai lab DevNet hay tw dong h6a mang,
hay danh thoi gian lam that k§ phan xac thwe API - vi néu bude nay sai, tat ca cac budce tiép
theo... vd nghia.
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Linux Networking Kién Thirc Thuc Chién
— C3u Hinh Mang Vinh Vién

e
CISCO

Basic Linux Networking

Commands

1. Cau hinh IP tinh véi file /etc/network/interfaces (Debian cii)

Trén cac ban Debian/Ubuntu cii (pre-Netplan), ciu hinh mang dwoc lwu tai:
/etc/network/interfaces

Vi du:

auto eth0
iface ethO inet static
address 192.168.1.50
netmask 255.255.255.0
up ip route add 172.16.10.0/24 via 192.168.1.25 dev eth2
up ip route add 10.10.10.0/24 via 192.168.1.35 dev eth3

auto eth1
iface eth1 inet dhcp

Luuy:
- Dong auto dung dé khéi dong giao dién khi boot.
- Dong up cho phép thém static route vinh vién ngay sau khi interface hoat dong.
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Muon sira file: sudo nano /etc/network/interfaces

2. Cau hinh vé@i Netplan (Debian méi, Ubuntu)

Trén ciac bAn méi (Ubuntu 18.04+), cdu hinh dung Netplan, file thwdmng nam &:
/etc/netplan/*.yaml

Vi du noi dung:

network:
version: 2
renderer: NetworkManager
ethernets:
ens192:
dhcp4: no
addresses: [172.21.55.10/24]
gateway4: 172.21.55.1
nameservers:
addresses: [100.65.0.51, 100.65.0.52]

Cac buéec:

1. sudo nano /etc/netplan/01-network-manager-all.yaml
2. Stra noi dung

3. sudo netplan apply

renderer: NetworkManager dung cho Desktop GUI, con networkd dung cho server.

3. RedHat / CentOS: Ciu hinh véi ifcfg-*

Cac hé RedHat-based dung ciu hinh ¢&: /etc/sysconfig/network-scripts/ifcfg-ens33
Vi du:

DEVICE=ens33
BOOTPROTO=none
ONBOOT=yes
PREFIX=24
IPADDR=172.21.1.55
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GATEWAY=172.21.1.1

Chinh stra v&i: sudo nano /etc/sysconfig/network-scripts/ifcfg-ens33

4. Cap nhat DNS vinh vién

DNS dwoc cdu hinh tai /etc/resolv.conf nhwng thuc té file nay dwgc sinh tir
/etc/resolvconf/resolv.conf.d/

Muon stra DNS khong bi mit sau reboot:

1. Stra file: sudo nano /etc/resolvconf/resolv.conf.d/head
2. Thém dong nameserver

3. sudo resolvconf -u

5. Restart Networking

Sau khi thay d6i IP, subnet, gateway, hodc thém NIC:
sudo service networking restart

hoac:

sudo systemctl restart networking

Review nhanh kién thirc
Cau hoi: 2 phat biéu nao sau ding vé cdu hinh DNS trong Linux?
Pap an dang:

- DNS dwoc cdu hinh dong tir /etc/resolvconf/resolv.conf.d/
- DNS dwoc lwu tai /etc/resolv.conf

U'ng dung thuc té

- C4u hinh gateway dy phong tinh
- Pinh tuyén mang ndi bo riéng ra cac interface cu thé
- Chinh stra DNS ¢ dinh cho server trong ndi bd doanh nghiép
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Ban dang lam ha ting server Linux hay thi CCNA/DevOps? D4y 1a ki ning bat budc!
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Tong hop cac Iénh mang co ban trong
Linux — DevNetOps can thudc long!

oo
CISCO

Persistent Network
Configuration

1. Kiém tra két ndi va dinh tuyén
‘ping’: Giri ICMP echo request dé kiém tra két ndi gitra hai node. Trén Linux, 1énh nay chay
vo han cho dén khi ban nhan Ctrl + C.

- Vi du: ping 8.8.8.8
‘traceroute’: Xem cac hop Layer 3 ma géi tin di qua dé dén dich.

- Vi du: traceroute google.com

2. Quan ly giao dién mang

‘ifconfig': Xem thong tin hodc ciu hinh cac interface.
- Vi du: ifconfig ethO0, ifconfig eth1 down

i. Tuy nhién 1énh nay dan dwoc thay thé bang ip'.
‘ip link': Liét ké cac interface dang c6 trén may.

‘ip addr’: Hién thi thong tin IP cta cac interface.

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149




CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET
TRUNG TAM TIN HQC VNPRO

47 ey DC: 276 - 278 Ung Vin Khiém, P25, Q.Binh Thanh, Tp H Chi Minh
r 4 WP-IP@ DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org
— C&u hinh IP: sudo ip addr add 192.168.1.50/24 dev eth1

| Luuy: Khong ton tai sau khi reboot.
‘ip route’: Thém static route.
— Vi du: sudo ip route add 10.10.10.0/24 via 192.168.1.1 dev eth1
‘ifup’ / “ifdown": Bat/tit mot interface nhanh chong.

— sudo ifdown eth1, sudo ifup eth1

3. Kiém tra bang dinh tuyén va ARP
‘ip route list’: Hién thi bang dinh tuyén.

— Xu hwéng dung 1énh nay thay vi ‘route’.
‘route’: Lénh cii d€ xem bang dinh tuyén kernel.
‘arp’: Xem bang anh xa dia chi IP-MAC.

— Thém tinh: sudo arp -s 192.168.1.10 00:11:22:33:44:55

4. Théng ké va kiém tra két ndi

‘netstat’: Hién thi thong tin két n6i, bang dinh tuyén, théng ké interface.
— netstat -r: bang dinh tuyén

— netstat -i: théng tin thong ké interface

5. Truy van DNS
‘dig": Ly thong tin DNS nhw A, MX, CNAME.

— dig cisco.com
“host’: Resolve IP sang hostname hodc ngworc lai.

— host google.com

6. K&t ndi tir xa

‘ssh': Dang nhip bao mit dén thiét bi tir xa.
— ssh admin@192.168.1.1 -p 2222

— ssh -l user 10.0.0.1
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Lwu y cho dan DevOps/NetOps

‘ip* 1a 1énh manh hon ‘ifconfig’, dang déan tré thanh tiéu chuln.

Két hop véi Ansible, ban c6 thé tw dong hoa ciu hinh interface hodc ki€ém tra két ndi qua
module ping, uri, command.

Dung trong cac lab kiém tra routing, DNS, SSH hodc thu thip dit liéu mang dé debug nhanh.

Goi y irng dung thuc té

Lab kiém tra két néi sau khi cdu hinh VRF: dung ping, traceroute, ip route list
Debug 16i DNS cho container: dung dig, host
Xac minh SSH két n6i tw dong hda véi GitLab runner

Thu thap interface stats trw¢c va sau khi deploy rng dung
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