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Tich Hop AD DS Trén Azure laaS — Cach
Ma& Rong Directory Mot Cach Linh Hoat
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Khi cac doanh nghiép bt dau hanh trinh chuyén d6i s6 va mé rong ha ting hybrid cloud,
mot trong nhirng cau hoi thwong gap la: “Co nén dat Domain Controller 1én Azure hay
khong?”. Cau tra 1oi 1a hoan toan nén, va dwéi day la ly do:

Tai Sao Nén bat Domain Controller AD DS Trén Azure VM?

Viéc trién khai Domain Controller (DC) trén mdt may do Azure laaS mang lai nhiéu loi ich
cho ha tang hién hitu cda ban:

- Tang tinh sdn sang: AD DS trong Azure hoat dong nhuw mot diém duw phong cho hé théng AD
on-premises, dam bao tinh lién tuc khi c6 sw ¢6 tai site chinh.

- Cai thién hiéu nang xac thwc: Doi véi workload chay trén Azure, DC dat cung khu vurc sé xtr
ly c4c yéu cau xac thuc nhanh hon, gidm do tré.

- M@ rong truy cip toan cau: Khi ngwoi dung hodc chi nhanh toan ciu truy cap dich vy, viéc
c6 AD trén Azure gitip rit ngan dwong truyén vé trung tAm dit liéu, dong thoi ho tro kién
trac hybrid.

Cac Kich Ban Trién Khai AD DS Trén Azure
Ban c6 thé trién khai dich vu AD DS trén Azure theo hai ki€u chinh:

1. AD DS chi chay trén Azure

- M6t Domain Controller (hodc nhiéu) dworc cai dat truc tiép trén cac Azure VM, doc lap vai
hé théng on-premises.

- Thich hop cho mé hinh méi, khong phu thudc AD hién cé.

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https:/www.youtube.com/@vnpro149



CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET
TRUNG TAM TIN HQC VNPRO

ﬂPlj'f@ DC: 276 - 278 Ung Vin Khiém, P25, Q.Binh Thanh, Tp H Chi Minh
i DT: (028) 35124257 | Hotline: 0933427079 Email: vipro@vipro.org

A

2. AD DS vira chay on-premises vira trén Azure

- Trién khai hdn hgp dé duy tri hé théng AD hién tai nhung mé rong sang Azure.

- Trién khai thém Domain Controller: Cai dat thém mdt Domain Controller (thanh vién) vao
Azure dé dong bo va phan tai xac thuec.

- Trién khai Forest hodc Domain riéng biét c6 quan hé trust: Tao mot forest/domain doc lap
trén Azure, thiét 1ap méi quan hé tin cy (trust) vi forest on-premises.

Vi Du Thuc Té

Gia st ban dang chay rng dung ERP trén mot Azure VM, va ngwi dung ndi bo truy cap tw
nhiéu vi tri toan ciu. Néu hé thong AD chi dat tai trung tAm dir liéu Viét Nam, moi xac thuc
tir My hodc chau Au sé bi cham tré. Bang cach thém mét Domain Controller tai viing Azure
gan nguoi dung, ban cai thién dang ké hiéu suit xac thuc va ddm bao d6 6n dinh.

Loi Khuyén Tir Chuyén Gia

- Hay ddm bao Domain Controller trén Azure dwgc cdu hinh replication phtt hop va luén
backup dinh ky.

- Két noi site-to-site VPN hodc ExpressRoute nén dwoc thiét 14p trwére khi trién khai AD trén
Azure.

- Birng quén ciu hinh DNS chuin dé Azure VM c6 thé “tim thiy” domain.

Né&u ban dang 1a quan tri vién AD hodc 1am viéc véi ha tAng hybrid cloud, hay bat dau xay
dwng mo6 hinh AD trén Azure ngay tir hom nay
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Trién khai Domain Controller trén Azure VM — Nhirng diéu can lwvu y

Viéc trién khai Domain Controller (DC) ctia Active Directory Domain Services (AD DS) trong
moi treong Azure VM 1a mot phan quan trong trong chién lwoc lai (hybrid strategy) hodc
khi xay dwng hé thdng Active Directory hoan toan trén nén tang cloud. Tuy nhién, néu trién
khai khong dung cach, ban cé thé d6i méat véi cac sw c¢d vé dong bo, bao mét, hiéu suat hoic
kha nang phuc hoi.

1. Khuyén nghj vé mang (Network Recommendations)

DPam bao rang ban da thiét ké dung dia chi IP tinh, DNS forwarders, va c6 mot Virtual
Network (VNet) dd chudn d€ cadc may DC hoat dong 6n dinh. Tranh gan IP dong (Dynamic
IP) vi sé lam hdong ciu truc AD.

2. K&t ndi lién site (Inter-site connectivity)
Néu ban dang m& rong domain tir on-premises 1én Azure, cin dam bao cé két ndi VPN hoac
ExpressRoute 8n dinh va c6 bang thong du dé ho tro qua trinh replication gitra cic site AD.
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3. Cau hinh Site AD (Active Directory Sites)

C4u hinh dung cac AD Sites va Subnets dé hé thong hiéu dwoc ranh gi¢i mang logic va diéu
hwéng truy van ciling nhw replication chinh x4c gitra cac DC.

4. MGi quan hé tin cdy (Trust Relationship)

Néu trién khai Domain Controller trong moi triwong da forest hodc da domain, ban can xac
dinh ré cAc méi quan hé trust (one-way hodc two-way) gitra cic mién, va ddm bao cac cong
mang twong ing dwoc mao.

5. Read-Only Domain Controllers (RODCs)

Xem xét stt dung RODC néu ban trién khai DC & chi nhanh hoéc khu vec ma ban khong kiém
soat dwoc hoan toan mat vat Iy hoac bao mat.

6. Vai tro FSMO va Global Catalog

Dlrng dat tit ca FSMO roles 1én cac may DC trong Azure ma khong phéan tich k. Can 1én ké
hoach cu thé cho viéc phan phdi vai tro nhw Schema Master, RID Master, Infrastructure
Master, va Global Catalog placement dé dam bao tinh kha dung va hiéu suit.

7. Tinh san sang (Availability)

Hay trién khai it nhat hai domain controllers trong Azure, & cac Availability Zone khac nhau
néu cé thé, dé gidm rui ro don diém 16i (SPOF). St dung Azure Availability Sets hoic
Availability Zones dé nang cao dé tin cy.

8. Sao lwu va phuc hoéi (Backup and Restore)

Trién khai giai phap sao lwu VSS-aware nhw Azure Backup dé dam bao c6 thé phuc hoi dir
liéu AD khi c6 sw c6. Khong nén chi dwa vao snapshot.

9. Quan ly (Management)
S dung cac cong cu nhw Azure Bastion, Just-in-Time Access (JIT) va Privileged Identity
Management (PIM) dé truy cip va quan ly DC an toan.

10. Giam sat (Monitoring)

Tich hop v&i Azure Monitor, Log Analytics, hodc Microsoft Defender for Identity dé phat
hién cac hanh vi dang ngo nhw brute force, tai khoan bi xam nhap, hodc cac sy kién
replication 16i.
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Trién khai AD Domain Controller trén Azure khong don gian chi la tao mét VM va dcpromo.
N6 yéu cau tw duy hé théng, bao mét, va tich hop hybrid chuin chi. Trong bai tiép theo,
chung ta sé di sdu vao cac budc cai dit va ciu hinh cu thé trén Azure VM.
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Trién khai Domain Controller AD DS
trén Azure VM - Cau hinh Trust

Tuy chon cu hinh Trust:

Kich ban trién khai:

1. Nguoi dung On-prem can truy cip tai nguyén trén Azure, nhwng khéng nguoc lai
- Trust phia On-premises: One-way, incoming
- Trust phia Azure: One-way, outgoing

2. Nguoi dung trén Azure can truy cip tai nguyén tai On-premises, nhwng khong ngwoc lai
- Trust phia On-premises: One-way, outgoing
- Trust phia Azure: One-way, incoming

3. Nguwoi dung & ca Azure va On-prem déu can truy cap tai nguyén 1an nhau
- Trust phia On-premises: Two-way, incoming and outgoing
- Trust phia Azure: Two-way, incoming and outgoing

Trong ha ting Hybrid, viéc thiét 14p mdi quan hé Trust gitra domain controller tai Azure va
On-prem la yéu t6 quyét dinh trai nghiém truy cip va xac thwc cia ngwoi dung.

Duwéi day la cac kich ban dién hinh:

1. Nguwoi dung tai On-prem cén truy cip tai nguyén trén Azure (vi du nhw &ng dung noi bo,
may ch file, VM chay trén Azure):

- C4u hinh trust tai On-prem: One-way, incoming (cho phép On-prem nhin xac thuec tir
Azure)

- C4u hinh trust tai Azure: One-way, outgoing (Azure gri yéu cau xac thwc sang On-prem)

2. Nguoi dung & Azure (VDI, App Services, hodc nhén vién lam viéc tir xa) can truy cip tai
nguyén ndi bd tai On-prem (nhuw co s& dir liéu, ERP):

- C4u hinh trust tai On-prem: One-way, outgoing

- C4u hinh trust tai Azure: One-way, incoming

3. Kich ban ph4 bién trong doanh nghiép: Ca hai bén déu can truy cap 1an nhau (hybrid full-

access):
- C4u hinh Two-way trust trén cd Azure va On-prem, cho phép xac thuc hai chiéu.

Lwu y quan trong:
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- Trust khéng tw dong mé port! Pam bdo ban dd mé ding cac cong RPC/LDAP/SMB qua
VPN hoac ExpressRoute giita hai bén.

- Kiém tra phin quyén SID filtering va selective authentication néu ban muén kiém soat mic
truy cap chi tiét hon.

- Mo6i tredng test nén dwoc thiét lap truwede dé kiém chirng trwde khi ap dung production.

Vi du thuc té:

Cong ty A trién khai hé théng ERP & On-premises nhwng dong thdi mé rong hé théng CRM
m¢&i 1én Azure. Nhan vién can truy cip chéo 1an nhau. Vay giai phap 1a gi?

— Thiét 1ap Two-way trust, cdu hinh domain controller replica trén Azure, va ddm bao route
mang da thong suét gitra hai ving.
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