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Khi anh em bat dau "dung" vao REST API, cé thé nghi don gidn: chi can curl mét phat la
nhan dwoc div liéu, dung khong? Sai 1am thuwong gdp! Thuc té la: APl ludn di kém véi
nhirng rdo can (constraints) dé& kiém soat truy cap, gi¢i han tai va bdo vé hé thdng
backend. Va néu khong hiéu ky, ban s& dé& bi chdn nhw choi, gap 16i 429, 413, hoac
tham chi lam qua tai chinh hé théng minh dang quan ly.

Common API Constraints

@ Vay can biét nhirng gi khi lam viéc véi API? Hiy cung diém nhanh cac
"rao can phd bién" ma ban phai déi mat va vuot qua:
1. Pagination — Chia trang cho di liéu khéng 16
Khéng ai tré vé& nguyén bang SQL véi 10,000 ban ghi ca. Giai phap phd bién:
- Offset Pagination:
GET /users?limit=10&offset=30
— L4y 10 ban ghi, b qua 30 ban dau tién.
- Link-based Pagination:
API tra vé céc link kiéu: "next": "/users?page=4", "prev": "/users?page=2"
Dwa trén RFC 5988 — dwoc Cisco ap dung chuén chinh!
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GET /users GET /users?limit=10&offset=30
* SE *
| Users; "ROM Users
10 OFFSET 30;

2. Filtering & Sorting

DPirng kéo vé tat ca div liéu rdi loc bang code! Hay dung query params:
GET /users?age>=50&sort=salary_desc

— Nhe nhang, hiéu qua, va server x¥ Iy nhanh chéng bang SQL backend.

3. Rate Limiting — API c6 gi&i han!
-Vidu:
+ G6i mién phi: 60 requests/phut
+ Goi Pro: 1000 requests/gi®
- Ky thuat gi¢i han phd bién:
+ Header X-RateLimit-Limit, X-RateLimit-Remaining
+ Thuat toan: leaky bucket, fixed window, sliding log
+ Reverse proxy nhw Nginx
— Néu vuot gi¢i han? Ban sé thay 16i: 429 Too Many Requests + Retry-After

GET /users?page=3 =p GET /users?page=4
{ {
"links": { 2 3inks -]
"base": "/users", "base": "/users",
"self": "/users?page=3", "self": "/users?page=4",
"previous": "/users/page=2", "previous": "/users?page=3",
"next": "/users?page=4" "next": null
} 4 } r
"data": { "data": { Last Page?
"users": | "users": |
{
Ulis fare Sl - L ire A
"name": "Bob Smith" "name": "Alice Jackson"
} }
<... output omitted ...> <... output omitted ...>
] ]
} }
} }

4. API Availability — Khéng phai ltc nao cling online
- Théi quen tét:
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+ GUri request t&i /api/status dé kiém tra trwdc
+ Néu thay 500, 404 hay 408 — retry
- Chién thuat retry:
+ Linear backoff: doi 30s, thtv lai 10 1an
+ Exponential backoff: 1s — 2s — 4s — 8s

GET /users?id=412 GET /users?age[gte]=50 GET /users?sort=salary:asc
SELECT * SELECT *
FROM Users; FROM Users; B
WHERE id = '412'; WHERE age 2 '50'; C

5. Payload Limiting — Gri nhiéu qua la bi tir chdi
- Néu server gi¢i han 256KB, ma ban gvi 512KB? <~ 413 Request Entity Too Large
- Tip: resize anh, nén JSON, chia nhé batch néu can
— Payload nhé giup:
+ Server xt¥ ly nhanh hon
+ Han ché DDoS ho&c memory exhaustion

Tong Két — birng dé API “dudi ban ra khéi cira”
- Biét cach phan trang va loc di liéu

- Kiém soat sé lvong request

- X& ly retry théng minh

- Gidi han payload phu hop

@ Vi dy thyc chién:
“python
import requests, time
for i in range(5):
resp = requests.get("https.//api.example.com/status”)
if resp.status_code == 200:
break
else:
time.sleep(2**j)
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API| Pagination, Filtering, Sorting va
Rate Limiting

Ban da bao gi® goi mét REST API trd vé& hang ngan két qua, chi dé phai parse tht cong
tirng dong JSON trong Python? Néu réi, ban sé hiéu vi sao pagination, filtering, sorting,
va rate limiting la nhirng ky thuat "ctru canh" cho ca client Ian server trong thé gidi lap
trinh hién dai. Bai viét nay la dé gitp ban — DevOps, NetDev, Automation engineer —
khéng con b& ngé khi gap chung trong thwe chién.

Pagination — Khi di¥ liéu qua nhiéu dé nhét vao mét lan:

Thay vi trd vé& 10.000 user, API hién dai thwéng chia nhé két qua thanh tirng trang, vi du

GET /users?page=2&Iimit=100. V&i Cisco Web API, ho chuan héa viéc nay theo RFC

5988 (Web Linking), nghia la méi response thwdng di kém céc header nhu:

Link: <https://api.example.com/users?page=3>; rel="next",
<https://api.example.com/users?page=1>; rel="prev"

Protip: Néu rel="next" bi null hodc thiéu — ban dang & trang cudi rdi dé!
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APl Rate Limiting

Filtering — Chi 13y cai ban can:

Gibng nhv WHERE trong SQL, filtering gitp ban 1y subset dir liéu dwa trén diéu kién, vi
du:

GET /devices?model=C9300

GET /alerts?severity=critical&timestamp>2024-01-01

Ky thuat nay giup ban giam bang thong, RAM va thi gian x ly client-side.

Sorting — Pua dir liéu vé ding thi tu ban can:

Ban mudn danh sach user theo thi tw d&ng nhap gan nhat? Hay top thiét bi bi canh bao
nhiéu nhat?

GET /users?sort=last_login:desc

GET /devices?sort=alerts_count:desc

Sép xép server-side khong chi tién ma con gilp cache hiéu qua hon.
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Rate Limiting — Btrc two'ng bao vé API:

Khong chi gitp chéng DoS, rate limit con 1a bién phap phan chia tai nguyén cong bang
gilra céac client:

- Theo ngwdi dung: mdi user dwoc 1000 call/ngay.

- Theo thoi gian: téi da 10 request/giay.

- Theo vuing dia ly: chdng cac API call ky la tir vung khéng lién quan.

C6 thé implement rate limiting &

- Client-side: dung timer, loading bar, retry mechanism...

- Server-side: ap dung hiéu qua v&i Redis token bucket hoac APl Gateway nhw Kong,
Apigee, AWS API Gateway...

def checkStatus (url) :
try:
# Check API status
status = requests.get (url + "/api/status")
if status.status code != 200:
raise ExceptIon(“Unexpected status code: " + status.status_code)

except Exception as e:
print (YAPI endpoint encountered an error: " + e)

M6t vi du thuc té (Python + Cisco DNA Center):

import requests

url = "https://sandboxdnac.cisco.com/dna/intent/api/v1/network-device"
headers = {"X-Auth-Token": "<your_token>"}

params = {"limit": 100, "offset": 200}

response = requests.get(url, headers=headers, params=params)
print(response.json())

Tong két — Lam chu API 13 1am chd automation:

Trong th&i dai Infrastructure-as-Code, néu ban dang xay tool véi Python, Ansible, hay
Postman dé twong tac API, thi viéc hiéu ré pagination, filter, sort, rate limiting 1a téi quan
trong dé:

- Khéng bi timeout

- Khéng “an” hét quota

- Khéng lam sap API cta chinh minh
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Rate Limiting la gi?

Rate limiting la k§ thuat kiém soat sb lwong request ma mét client c6 thé givi dén API
trong mot khodng thdi gian nhat dinh. Muc tiéu 1a bao vé tai nguyén hé thdng khoi lam
dung, 16i 1ap trinh, hay t& hon — tAn céng DoS/DDoS.

Client-side vs Server-side Rate Limiting
Client-side rate limiting:

- Puoc trién khai truc tiép trong (rng dung phia client.
- Han ché viéc spam API qua déng hd dém, thanh loading hodc delay tht cong.
- Hiéu qua néu client "ngoan”, nhuwng khéng chéng lai client bj xdm nhap hay déc hai.

def getUsers (url) :
max retries = 10
timeout =

for retry count in range(max retries):
Cry:
api users = requests.get (url + "/api/users")
except Exception as e:

print ("Error encountered while reading users. Retrying...")
if api users.status code ==200:

return api users
else:

time.sleep (timeout)

raise Exception("Retry limit reached!")

Server-side rate limiting:
- Phia server chu dong gi¢i han s lwong request.
- Hiéu qua cao hon, ngan ngura:
- TAn cong tir chéi dich vu (DoS),
- Hanh vi b4t thuwéng nhuw xoa hang loat tai nguyén (d4u hiéu bi compromise).

- Qua tai hé thdng khi ngudi dung tang dot bién.
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Vi du: Mdi user chi dwoc phép goi 1000 API/ngay. Géi premium cé thé mé réng giéi han
nay.

Chién thuat throttle APl théng minh
- HTTP headers: Dung X-RateLimit-Limit va X-RateLimit-Remaining dé thong bao sbé
lwong request con lai.

- Message queue: Xép hang cac request thay vi x& ly ngay dé tranh nghén cb chai.
- Thuat toan kiém soat: Fixed Window, Leaky Bucket, Sliding Log.

- Reverse Proxy & Load Balancer: Hb tro rate limiting nhw mét tinh nang mac dinh.

Phan héi khi vuot gidi han
Khi user goi APl qua gi¢i han:

- Server tra v& HTTP 429 Too Many Requests

- Kém theo Retry-After header — chi dinh thoi gian ché truwde khi goi lai.

X ly sy cd & kiém tra sirc khoe API
D6i khi API sé bi "mét":

- Pang cap nhat hé théng,
- Qua tai,
- M4t két néi mang.

HTTP Request

512 KB}

5
413 Request Entity Too Large x
HTTP Request
128 KB : MAX:
L 256 KB

Best practice:
- GWi request kiém tra /api/status

- Theo d6i HTTP response codes:

- 200 OK: 6n.
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- 404 Not Found, 500 Internal Server Error: APl down hodc sai endpoint.

Chién lwoc retry hiéu qua:
- Linear backoff: thir lai sau méi 60 giay.

- Exponential backoff: 1 -2 -4 — 8 — 16s...
Néu gap timeout:
- 408 Request Timeout

- 504 Gateway Timeout

Gioi han kich thuéc payload — Payload Limiting
Payload qua I&n (&nh HD, file XML nang...) cé thé:

- Lam server cham hoéc tat ngém vi qua tai RAM.

- Bi gian doan khi truyén tai.

- Bi tAn cdng bang di liéu doc hai.

API nén gi6i han kich thwéc payload dé bao mat, tdi wu hiéu nang, ngén chan tan cong.

Néu vwot gidi han, server tra vé HTTP 413 Request Entity Too Large

Tom lai:
- Client-side rate limiting: gi¢i han t phia client.

- Server-side rate limiting: bao vé server hiéu qua hon.

- Payload limiting: gi&i han kich thwdc request dé tang bao mat va hiéu suét.

Cau héi 6n tap cudi bai
Sy khac nhau gilra client-side rate limiting va payload limiting la gi?

Client-side rate limiting gi¢i han sé lwong request givi di, con payload limiting gi&i
han kich thwéc ndi dung méi request.

Goi y thuc hanh
Viét mét doan script Python nhé:

- Goi API /api/status méi 30 giay.
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- Kiém tra response code.

- Ap dung exponential backoff néu thét bai.
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