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WSUS la gi? Tai sao moi quan tri vién hé
thédng nén biét dén?

Trong moéi trweong doanh nghiép, ban khong thé dé hang tram hoic hang ngan may tram tw
déng truy cip vao Internet dé tai ban cip nhat Windows. Vira tén bang théng, vira thiéu
kiém soat. Giai phap & day chinh 1a WSUS - Windows Server Update Services.
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WSUS la gi?

WSUS Ia dich vu cho phép ban quan ly, kiém soat va phan phdi ban cip nhit phin mém ti
Microsoft dén cac mdy tinh trong mang noi bo (LAN), ma khong can tirng may phai két néi
Internet dé tai ban cip nhit.

Co ché hoat ddng téng quat:

1. WSUS server két néi Internet va dong bd ban cdp nhit tir Microsoft Update.

2. Sau do, server WSUS nay sé lwu trit cac ban cdp nhat.

3. Cac may tram hodc may test trong mang LAN sé nhan ban cap nhat tw dong tlr server
WSUS, khong can ra Internet.

4. Quan tri vién c6 thé ciu hinh kiém thir trwdc trén mot s6 may, réi méi trién khai dién
rong.
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Céac tuy chon trién khai WSUS:

1. WSUS Implementation - Cac kiéu cai dat WSUS

- Single server: M6 hinh don gidn nhit, mdt server WSUS phuc vu toan bd mang.

- Multiple servers: Trién khai nhiéu server WSUS dé phuc vu nhiéu site hoic ting tinh sin
sang.

- Disconnected servers: WSUS khong c6 Internet, nhan ban cap nhat tir server WSUS khac
(thwong dung trong moi treong bao mat cao nhw quan sy).

2. WSUS Hierarchies - C4u tric phan cidp WSUS

- Autonomous mode: Mdi server WSUS quan ly riéng, tw quyét dinh chinh sach cap nhat.
- Replica mode: Server WSUS cip dwéi nhan chinh sach va ban cip nhit giong y hét ti
server cha.

3. WSUS Database - Co s& dit liéu cho WSUS

- Windows Internal Database (WID): Mién phi, cai san ciing WSUS, pht hop cho mé hinh
nho.

- SQL Server Database: Dung khi ban cadn nhiéu tinh nang phén tich, bdo cao va hiéu suit cao.

L&'i khuyén thuc chién tir kinh nghiém hé théng:

- Vé&i doanh nghiép < 500 mdy, chi cin 1 WSUS + WID la du.

- Vi hé thong 16m, hay cAn nhac dung Replica WSUS + SQL Server dé phan phdi hiéu qua va
dé quanly.

- Nén ciu hinh nhém test trwérc khi 4p dung ban cip nhit rong rii cho toan hé thong dé
tranh sy c6 hang loat.

Tong két

WSUS la cong cu thiét yéu cho quan trj vién hé thdng Windows trong cac t6 chirc cin kiém
soat cip nhit. Du ban dang hoc MCSA hay lam viéc v&i Azure/AWS hybrid, viéc hiéu ro vé
WSUS sé gitip ban quan ly hé théng an toan, hiéu qua va tiét kiém chi phi hon rit nhiéu.

Ban da trién khai WSUS cho t6 chirc minh chwa? Hay chia sé tinh hudng thyc té va kinh
nghiém trién khai trong phan binh luan nhé! Céng ddng VnPro ludn sin sang trao déi va ho
tro ban.
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Tong Quan Trién Khai va Quan Ly WSUS

Dwéi day la chia sé chuyén mon danh cho cdng d6ng MCSA-AZURE-AWS cua VnPro, gidp cac
ban dé dang ndm duoc tdng quan WSUS - Windows Server Update Services, mot thanh phan
thiét yéu trong quan ly cip nhat hé thong Windows noi bo.

Phase 3: Evaluate and Plan

WSUS I3 gi va trién khai nhu thé nao?

Windows Server Update Services (WSUS) cho phép cac quan tri vién CNTT quan ly viéc
phén phéi cac ban cip nhat va ban va cho hé diéu hanh va phin mém Microsoft trong mot
moi trweong doanh nghiép.

Cac tuy chon trién khai WSUS:

- Single server: Mot server don 18 vira ti vé vira phin phéi update - phtt hop cho hé thong
nho.

- Multiple servers: Nhiéu WSUS phoi hgp - ting cwong hiéu suit va phan tan tai.

- Disconnected servers: Server WSUS tach biét, sir dung trong méi trweong khong cé Internet
(air-gap).

WSUS Hierarchies:

- Autonomous mode: WSUS con tw quan ly update, quan tri doc 1ap véi WSUS goc.

- Replica mode: WSUS con déng bo hoan toan véi WSUS cha - phit hgp mé hinh quan tri tip
trung.

WSUS Database:
- Windows Internal Database (WID): Co sé& dit liéu tich hop san - dé trién khai, it yéu cau.
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- SQL Server: Danh cho méi truwedng 16m, can kha nang truy van va quan tri nang cao.

Quy trinh quan ly cdp nhat véi WSUS
WSUS khong chi don gian 1a cai ban va - né la mot quy trinh 4 giai doan giup kiém soat t6t
rui ro:

1. Assess (Panh gid):

- Xac dinh moi truedng production hién tai.
- Xem xét loai thiét bi, phin mém, va dé nhay cdm cda hé thong véi thay doi.

2. Identify (Nhan dién):

- Phat hién ban cdp nhat méi tir Microsoft.
- Xac dinh mic d6 lién quan: cé can thiét cho hé thong khong?

3. Evaluate and Plan (Panh gia va 14p ké hoach):

- Thr nghiém cac ban cip nhit trén hé thong test/lab.
- Quyét dinh cach trién khai: theo nhém ngwoi dung, may chi quan trong hay toan bo hé
théng.

4. Deploy (Trién khai):

- Phé duyét cac ban cap nhat.
- Lén lich cai dat phu hop véi khung gio ranh.
- Kiém tra lai toan b quy trinh trién khai.

Tinh hudng thyc té:

Mot t6 chire ¢6 cac van phong chi nhanh tai nhiéu dia phwong, cé thé:
- Dung WSUS trung tam & Ha Noi lam server chinh.
- Cac chi nhanh dung Replica WSUS, dé6ng bo vé ban va tir Ha Néi.

- Van phong tai khu viec nhay cdm (nhw nha may) c6 thé dung Disconnected WSUS, tai ban
cap nhét tir USB hodc 6 dia offline.

Loi khuyén tir chuyén gia:

- Dung SQL Server néu hé thong 1ém va can bao céo chi tiét.
- Nén kiém tra cip nhit trén test lab trwéc khi trién khai dién rong.

- K&t hop GPO dé tro client vé WSUS ndi b thay vi cip nhat tir Internet.
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- bam bdo don dep dinh ky WSUS dé khong bi day 6 dia va gidm hiéu suit.
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Cau hinh may tram s& dung WSUS qua
GPO

Trong moi trweong doanh nghiép, viéc quan ly ban va bao mat va cip nhiat phin mém la cuc
ky quan trong - dac biét khi ban mudén kiém soat thoi diém va cach thirc may tram nhan ban
cap nhat. Windows Server Update Services (WSUS) két hop cuing Group Policy Object (GPO)
la cong cu tdi wu dé thyc hién diéu nay.

1. St dung GPO dé chi dinh may tram nhan cip nhat tir WSUS ndi bd

Ban cén tao va 4p dung GPO véi cac ciu hinh chinh nhu:

- C4u hinh cip nhat tw dong (Configure Automatic Updates)

- Chi dinh may cha WSUS ndi bd (Specify intranet Microsoft update service location)

A Configure Automatic Updates O >

E} Configure Automatic Updates e i Next Setting

(C) Not Configured Comment:
(®) Enabled -=lf—
(O Disabled

Supperted on: | Windews XP Professional Service Pack 1 or At least Windows 2000 Service Pack 3

Cpticns: Help:

# || | Specifies whether this cornputer will receive security updates and | »
other important downloads through the Windows autornatic
4 - Aute download and schedule the install o updating service.

Cenfigure automatic updating:

The fellowing settings are only required and Mote: This policy does not apply to Windows RT.
applicable if 4 is selected.
This setting lets you specify whether automatic updates are
enabled on this computer. If the service is enabled, you must
select one of the four options in the Group Policy Setting:

[] Install during autematic maintenance

Scheduled install day:
2 = Motify before downloading and installing any updates.

T - Every Saturday ~

Scheduled install time: | 04:00 7 When Windows finds updates that apply to this computer,
: users will be notified that updates are ready to be downloaded.

If you have selected “4 — Auto download and After going to Windows Update, users can download and install

schedule the install” for your scheduled install day any available updates.

and specified a schedule, you also have the opticn
to limit updating to a weekly, bi-weekly or
meonthly cccurrence, using the options below:

3 = (Default setting) Download the updates automatically
and notify when they are ready to be installed

< > . ‘.",’indlm\fsﬁnu:_is L!pd_ates_that aplp!)_fto the r_:omputerfnuj
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Lénh mau ban c6 thé dung trong GPMC:
Computer Configuration > Administrative Templates > Windows Components > Windows
Update

Vi du cu thé:

- Enable "Configure Automatic Updates"”, chon option 4 - Auto download and schedule
install

- Enable "Specify intranet Microsoft update service location”, nhap dia chi WSUS n6i bd (vi
du: http://wsus.vnpro.local)

2. May chay Windows 8 hodc Windows Server 2012 tré Ién

Vé&i cac hé diéu hanh nay, Automatic Maintenance sé tw dong xt ly tién trinh cip nhat, bao
gbm tai vé, cai dat va khéi déng lai néu can thiét - vao thoi diém it gdy anh hwdng dén nguoi
dung (thwong la 3AM).

Ban c6 thé tuy chinh thoi gian Automatic Maintenance qua:
Control Panel > Action Center > Automatic Maintenance

3. May chay hé diéu hanh cii hon (Windows 7, Server 2008 R2...)
V&i hé diéu hanh cii, WSUS can chinh sach cu thé dé:

- Tw dong tai ban cap nhat

- Tw dong cai dat

bay l1a diém mau chét gitp ban ddm bao cac hé théng cli khdng bi bo s6t cidp nhat bdo mat -
yéu t8 then ch6t d€ giam thiéu rai ro khai thac 16 héng.

4. Tir Windows 10 tré di: C6 thé tri hoan cdp nhat tdi da 1 thang

Tinh nang Update deferral trén Windows 10 va 11 cho phép ban tri hodn cip nhat chat
lwong (Quality Updates) trong vong 30 ngay - gitip bo phén IT c6 thoi gian kiém thir trweéc
khi trién khai dién rong.

Ban cé thé cau hinh diéu nay qua:
Computer Configuration > Administrative Templates > Windows Components > Windows
Update > Windows Update for Business

Téng két cho ngudi mai:

- GPO + WSUS Ia cap do6i hoan hao cho quan tri cap nhat may tram.

- Windows méi thi dung Automatic Maintenance, con hé diéu hanh cii cin GPO tai va cai cip
nhit.

- Windows 10 tr& 1én ¢6 co ché tri hodn phu hop véi mé hinh kiém thir trwede - 4p dung cho
moi treong kiém soat chat lwong chit ché.
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Néu ban dang xay dwng hé théng WSUS hodc vira trién khai Active Directory, hdy wu tién ap
dung chinh sach cip nhit tir sém dé giam thiéu sy c6 bdo mit. Cong dong VnPro da c6 nhiéu
case thuc té xt ly 1ay nhiém ransomware do ban va bi tri hoan!
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