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Huwdng dan st dung Postman dé gri
yéu cau API REST

Vi sao nén hoc dung Postman trong DevOps/Automation?

Khi lam viéc v&i cac hé théng tw dong hda ha ting (vi du nhw Cisco Catalyst Center,
RESTCONF API, hoac quan ly cloud qua Terraform/Ansible), ban sé phai twong tac vi réit
nhiéu APIL Néu khéng c6 cong cu kiém thir API truc quan nhw Postman, viéc debug va kiém
tra API sé cuc ky ton thoi gian.

Céch gtri yéu cau APl véi Postman — Tty ly thuyét dén thuc hanh
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Postman la mét rng dung doc lap, ban cé thé tai vé va cai dat trén Windows, macOS hoéc
Linux. GUI ctia Postman cho phép ban:

- Nhap URL endpoint

- Chon HTTP method nhw GET, POST, PUT, DELETE

- Thém headers nhw Content-Type: application/json

- Chon loai xac thwc (Basic Auth, Bearer Token, OAuth2, v.v.)

- Nhan nit Send va xem ngay két qua tra vé
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Vi du don gian:

- URL: http://192.168.100.10/api/v1/devices
- Phwong thirc: GET

- Header: Accept: application/json

- Xac thyc: Basic Auth (username/password)
- Nhén Send

— Ban sé nhin dwoc ma trang thai HTTP 200 (OK) cung v&i ndi dung phan hoi (response
body) dang JSON.

Cac cong cu khac ngoai Postman
- cURL: Cong cu dong lénh phd bién, tich hop dé dang vao shell script hodc C1/CD pipeline.

- Python (requests): Danh cho ngwoi viét ma automation, gitip xay dwng quy trinh tw dong
ho6a APIL.

Vi du v&i Python:

import requests

response = requests.get(
'http://192.168.100.10/api/v1/devices’,
auth='admin’, 'vnpro123’),
headers={'Accept’: 'application/json'}

)

print(response.status_code)

print(response.json())

Nhirng diém can lwu y khi dung Postman

- Postman hd trog nhiéu loai xac thuc, khong chi Basic Auth.
- Khong bi gi¢i han béi dinh dang XML - ho trg ca JSON, YAML...

- Giao dién giup thir nghiém dé dang cic chirc ndng nhw phan trang, loc dit liéu, sap xép.
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Cau hoi 6n tap

Hai phat biéu ding vé Postman la:

1. Postman 1a mdt &ng dung GUI rat dé dung dé€ goi API REST.

2. Postman c6 thé thwc hién cac yéu ciu GET, PUT, POST va DELETE.
Sai:

- Chi h6 trg XML (sai)

- Postman la céng cu duy nhat (sai)

- Chi c6 xac thwc co ban (sai)

Loi két danh cho cdng déng VnPro

Hoc Postman khong chi 1a hoc mot cong cu, ma la nén tdng dé bwdc vao thé gidi API
Automation chuyén nghiép. Ban c6 thé trién khai moi th tir kiém thi bao mat API dén xay
dung dashboard giam sat tw dong. Ban dang hoc CCNA DevNet hodac DEVCOR, hay xem
Postman nhw “Cisco Packet Tracer” cho thé gi&i 1ap trinh API.

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149



CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET

5 TRUNG TAM TIN HQC VNPRO

ﬂ PIJQ@ PC: 276 - 278 Ung Vin Khiém, P.25, Q.Binh Thanh, Tp H Chi Minh

= PT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

Tu ddng hda ciu hinh mang bang
RESTCONF API va Postman

Mot trong nhirng bai lab nén tang va rat quan trong trong hanh trinh tré thanh
DevNet/NetDevOps chuyén nghiép: Tw ddng hoa cdu hinh mang bang RESTCONF API va
Postman.

Tém tit nhanh cho cong dong DevOps / Automation Engineer Viét Nam
Néu ban dang lam véi Cisco 10S XE, thi RESTCONF API chinh la ciy cau ndi gitra cdu hinh
truyén théng (CLI) va tw ddng hoa hién dai (programmability). V&i Postman, ban c6 thé:

O GUri yéu ciu GET dé:
- Truy xult toan bd ciu hinh:

GET https://csr1kvl/restconf/data/Cisco-10S-XE-native:native?content=config
- Xem phién ban thiét bi:

GET https://csr1kvl /restconf/data/Cisco-10S-XE-native:native /version
- Xem serial number:

GET https://csr1kvl /restconf/data/Cisco-10S-XE-native:native/license/udi/sn
- Lay théng tin interface cu thé:

GET https://csr1kvl /restconf/data/Cisco-10S-XE-
native:native/interface/GigabitEthernet=2

O GUri yéu cidu PATCH dé:
- Cap nhéat cdu hinh SNMP contact:
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"Cisco-10S-XE-snmp:contact”: "cisco_devnet"

}

- Thém IP phuy, m6 ta cho interface Loopback:
{
"Cisco-10S-XE-native:interface": {
"Loopback”: [
{
"name": 200,
"description”: "Configured_with_Postman",
Ilip ": {
“address": {
"secondary”: [
{
"address": "10.202.202.1",
"mask": "255.255.255.0"

}

I

"primary”: {
"address": "10.200.2.2",
"mask": "255.255.255.0"

O GUi yéu cau POST dé tao tai nguyén méi:
- Tao interface Loopback100:
{
"Cisco-10S-XE-native:Loopback": {
"name": 100,
"ip": {
"address”: {
"primary”: {
"address": "10.100.2.2",
"mask": "255.255.255.0"

}
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¢ G yéu cau PUT dé thay thé toan b6 ciu hinh interface:
- Loai bé céac IP phu khdi Loopback200 bang cach gtri lai toan b ndi dung c4u hinh ban
muén gitr.

& Mot s6 lwu y cwe ky quan trong cho anh em CCNA Automation:
- PATCH = merge nhe, khong thay do6i cdu hinh khéng khai bao

- PUT = thay thé toan bo ciu hinh cho object

- POST = tao m&i; gtri lai Ian 2 sé& bi 16i 409 Conflict

- GET = quan sat trwdc khi thao tac; ludn dung dé xac thwce sau cu hinh

- Header: ludén can Accept va Content-Type dang application/yang-data+json

@ Ung dung thuc chién:

- Tw dong héa ciu hinh SNMP, Interface, ACL, Route...

- Tich hop vao Jenkins, Ansible, CI/CD pipeline cho DevSecOps

- Kiém thr nhanh API Cisco v&i GUI than thién cia Postman trwdc khi viét Python/Ansible
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