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Lab - Sir dung Postman dé thuc hién lay Token va danh sach
thiét bi tir DNA Center

1. So'dd Lab

So dd lab yéu cau may tinh ca nhan c6 két ndi Internet dé thuc hién két ndi dén
Network Controller DNA Center. Thong truy cap dén dia chi truy cap DNA Cisco
Sandbox: https://devnetsandbox.cisco.com/RM/Diagram/Index/c3¢949dc-30af-498b-
9d77-4f1c07d83519?diagramType=Topology

Va tham khao API Document dé tim hiéu thong tin cho bai lab:
https://developer.cisco.com/docs/dna-center/#!cisco-dna-center-platform-overview

2. Cac budc thue hién
Budc 1: Mé Postman va thue hién theo cac buéce sau:

- Thuyc hién tao Workspace lam vi¢c riéng:

Eﬂrkspaces AI API Network v Reports  Expl

| Create Workspace

O

~ My Workspace
@) Cisco DNA Center

@ DNA_Center
@ AP "

+ Chon Workspaces = Nhap tén workspaces = va nhin Create Workspaces dé tao
hoic c6 thé sir dung My Workspace mic dinh

Buéc 2: Thue hién lay Token

- Dé thyc hién Token dau tién ta tim hiéu cac xac thuc thong qua API Document:

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149



https://devnetsandbox.cisco.com/RM/Diagram/Index/c3c949dc-30af-498b-9d77-4f1c07d835f9?diagramType=Topology
https://devnetsandbox.cisco.com/RM/Diagram/Index/c3c949dc-30af-498b-9d77-4f1c07d835f9?diagramType=Topology
https://developer.cisco.com/docs/dna-center/#!cisco-dna-center-platform-overview

%Pm

CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET
TRUNG TAM TIN HQC VNPRO
PC: 276 - 278 Ung Van Khiém, P.25, Q.Binh Thanh, Tp Ho Chi Minh

DT: (028) 35 257 | Hotline: 0933427079 Email: vnpro@vnpro.org

Cisco DNA Center 2.3.3 API
Overview
API
Authentication
impornCertificateP12
imporCertificate

Authentication API

Authentication API

Operation Id: authenticationAP!

Description: AP/ to obtain an access token, which remains valid for 1
hour. The token obtained using this APl is required to be set as value to

the X-Auth-Token HTTP Header for all API calls to Cisco DNA Center.

POSTN /dna/system/api/v1/auth/token

- Tiép theo thuc hién tao Collections dé thuc hién cc requests:

@ AP

S| +1 =
Collections
> APIC_EM
So » Cau3_Devnet
APls
Meraki
E_] » RESTCONF

Environments s SD-WAN

New Import

- Chon vao cai Collections da tao va nhan “Add request”:

v DMNA_CENTER

This colle

Share
Add areqg
Maove
> Meraki
> RESTCOM Run collection

> SD-wAN  Edit

Add request I

- Tiép theo ta thuc hién dién cac thong s6 can thiét theo DNA Center da duoc mé &
trén va thong qua API Documents:
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POST v ||https:ffsandbuxdnac.cisco‘comfdnafsys.temfap'\ivh‘auth;‘token 2 Send v
Paralws Authorization ® Headers (10) Body Pre-request Script Tests Settings Cookies
Type Basic Auth g @ Heads up! These parameters hold sensitive data. To keep this data secure while working in a collaborative environment, we X

recommend using variables. Learn more about variables 2

The authorization header wwllge automatically

generated when you send the request.

Learn more about autherization 2 Username devnetuser

Password Cisco123!
Show Password
2 7
. , 5 A *A A
[1] Giao thic POST sur dung dé€ thuc hién lay Token
o N X A . \
[2] St dung duong dan url theo thong tin DNA Center va API document
A L4 4
[3] Thyc hién chon phuong thirc xé4c thuc
‘A A \

[4] Thuc hién nhap username va password theo DNA Center Sanbox

POST v https://sandboxdnac.cisco.com/dna/system/api/v1/auth/token Send ~

Params Authorization @ Headers (10} Body Pre-request Script Tests Settings Cookies

Headers 9 hidden

KEY VALUE DESCRIPTION oo  Bulk Edit  Presets v

Content-Type application/json

[ Nhap céc key va value cho muc Headers]

- Khi nhin Send sé& thong bao 156i ching ta thuc hién “Disable SSL Verification”

Could not get response

SSL Error: Unable to verify the first certificate | Disable SSL Verification

rww.youtube.com/@vnprol49
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- Thuc hién kiém tra két qua tra vé lay token thanh cong:

Body Cookies Headers (15) TestResults @ Status: 200 OK Time: 779ms  Size: 1.24 KB Save Response “

Pretty Raw Preview Visualize JSON v = © Q

(S

"Token": "eyJhbGciOiJSUzIINiISInR5cCISIkpXVCIS.
eyJzdWIi0iI2MGVINGUOZIRIYTdmOTIyMmMAMMRhNJYiLCIhdXRoU291emN1IjoiaWs0ZXIuYWwil CI8ZW5hbnROYWI1TjoiVESUMCISInIvbGYzIjpbIjV10GUAOTZINGQAY
WRKMDBJYTIiNjQ4Z51dLCIAZWShbnRIZCIATjV10GUAOTZINGQOYWRKMDBIYTIINFQANYIsIMVACCI6MTYINTI2NZMEN iwiaWFOTjoxNJUIMjYzNzQ2LCIqdGki0iImODFkN]
E2Mi1KNTMZLTRIMTYTOWE@MY110TA4ZThlMzcz0TCcilCI1c2VybmFtZSI6ImMR1dmE1dHVZZXI1ifQ.
ALzPXyAOnyp7Pcxw8KgzF2GQs0D4nvdrVoshAeeXmiZil LKa9950T4ASEKSXZACCPOWeINC1P60U-2TTUOY1GB1QUEMLjLHSIcUiUh2XkhKy rLDk-k4XQwjQoIVBuvNOTI7RY
NX9V36C8Gn6FULOSTUORXVZzLkkaky1SCZrdRU_ipldal-a7vPtéqV4itoclRYnoMg--idvzap31IhR_81Q00fZIjemfazu3akDuEPXEmsgePunVeEkuBOWNEUAMYaAHIISXAY
OVuieIeazMF4vIt8lSDo50rkxNVLPVSB2q7__3ViIvVHCdwaUbhfivYQsKrséjputBml8eZDPZ5Lw"

Bwéc 3: Thue hién iy danh sach thiét bj
- Tuwong tu nhu lay Token chung ta tao request moi:
v DNA_CENTER
get_token coo
GET Get_device
- Truy cap vao API Document dé tim kiém cac thong vé thong tin céac thiét bi va
nhap vao request moi:

Vao Device = sau d6 chon Get Device List

Sites
Devices . .
Cents Get Device list
Users Operation Id: getDevicelist
Issues 7 -
Description: Returns list of network devices based on filter criteria such
Site Design
as management [P address, mac address, hostname, etc You can use
Network Settings

the .* in any value to conduct a wildcard search. For example, to find all
Software Image Management

(Swim) hostnames beginning with myhost in the IP address range 192.25.18.n,
Device Onboarding (PnP) issue the following request GET /dna/intent/api/v1/network-device?
Configuration Templates hostname=myhost. *&managementipAddress=192.25.18..* If id
Configuration Archive parameter is provided with comma separated ids, it will return the list of
SbA network-devices for the given ids and ignores the other request
sensors parameters. You can also specify offset & limit to get the required list.
Wireless

Command Runner GETY /dna/intent/api/v1/network-device

- Sau d6 nhap céc thong sb can thiét dé thuc hién ldy danh sach thiét b tir ching:
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Cookies

1 Get_device 2
GET v | https://sandboxdnac.cisco.com/dna/intent/api/v1/network-device
Params Authorization Headers (8) Body Pre-request Script Tests Settings
Headers 7 hidden

KEY VALUE

¥-Auth-Token

eyJhbGeiOiJSUzITNilsInR5cCIEIkpXVCJ9.eylzdWIIOIIZMG...

DESCRIPTION eoo  Bulk Edit Presets v

3
[1] Chon giao thirc GET d¢é iy thong tin thiét b

[2] Puong dan url theo API documents

[3] Thuc hién nhap KEY la: “X-Auth-Token” va VALUE la: token da thuc hién léy o

Budce 2

- Sau d6 nhan Save va nhan Send dé kiém tra két qua tra vé:

Body Cookies Headers (16) Test Results

Pretty Raw Preview Visualize JSON ~ =
1|
2 "response”: [
3 ]
! "type": "Cisco 3504 Wireless LAN Controller”,
5 "description”: "Cisco Controller Wireless Version:8.5.148.8",
6 "serialNumber": "FOL25040021",
7 "lastUpdateTime": 1655257017327,
8 "collectionIntexrval”: "Global Default",
9 "managementState": "Managed",
10 "inventoryStatusDetail": "<status><general code=\"SUCCESS\"/></status>",
11 "upTime": "183 days, 3:38:34.0@",
12 "softwareType": "Cisco Controller",
13 "softwareversion": "§.5.140.8",
14 "deviceSupportlLevel”: "Supported",
15 "roleSource”: "AUTO",
16 "macAddress": "ac:4a:56:6c:7¢:00",
17 "lastUpdated": "2022-06-15 01:36:57",
18 "erroxDescription”: null,
19 "interfaceCount": "@",
20 "lineCardCount": "@8",
21 "lineCardId": "",
22 "managedAtleastOnce”: true,
23 "memorySize": "3735302144",
24 "tagCount": "0@",

b

"tonnelldnBart . "1ARAA"

@ Staws: 200 0K Time: 717 ms  Size: 654 KB Save Response v

o Q

=» Thuyc hién léy danh sach thiét bi thanh cong tur DNA Center.
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