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¥nPro e
Tai Sao Chirng Chi SSL La “La Chan S&”
Bat Budc Cho Moi Hé Théng Web Ngay
Nay?

Ban c6 chic chin rang két ndi tir trinh duyét dén may chu website clia ban 13 an toan tuyét
d6i? Néu ciu tra 1oi la chwa ro - ban cin hiéu ngay vé SSL. Trong méi trweong sé ngay cang
phtrc tap, moi két ndi web khong bado mat déu 1a mot nguy co ro ri thong tin. Cac ky sw hé
théng, quan tri vién cloud, hodc DevOps beginner khong thé bo qua mot yéu t6 toi quan
trong: chirng chi SSL va cach hoat dong cuia né.

1. SSL La Gi va Tai Sao Can C6?

SSL (Secure Sockets Layer) la mdt giao thirc ma héa bao vé luéng dir liéu gitra client va
server. Bit ky thong tin nao — tir mat khau, s6 thé tin dung, dén token xac thuwc — déu dworc
bao vé thong qua SSL.

Khong cé SSL:

- Hacker c6 thé sniff (nghe trém) dir liéu goi tin.

- Website sé bi trinh duyét canh bao “Not Secure”.

- Mat niém tin ngwoi dung, dac biét 1a khi xtr Iy thanh toan hodc diang nhap. Cac web
browser sé dwa canh bao cho nguwoi dung khdng tiép tuc truy cip trang web cia ban.

2. Vai Tro Cua Chirng Chi SSL (SSL Certificate)

Chirng chi SSL nhw mdt "ho chiéu s6", “can cwdc cong dan” cho web server, xac minh danh
tinh cia website. N6:

- Cung cap khoa cong khai (public key).

- Xac thwc danh tinh website (ai dirng sau tén mién do6).

- Pwoc cip bdi CA - Certificate Authority cé uy tin (nhw DigiCert, GlobalSign, Let's Encrypt).

3. Quy Trinh Hoat Ddng Chi Tiét cua SSL
Khi ban truy cdp mét trang https://www.vnpro.vn, trinh duyét va server thyc hién cac
bwéec:
1. Client gtri yéu ciu HTTPS dén server (vi du: https://vnpro.vn).
2. Server gti chirng chi SSL, gom public key va thong tin xac thuec.
3. Trinh duyét sé kiém tra chirng chi:
- Co hop 1é khong?
- C6 do CA dang tin ciy cip khéng?
- Tén mién c6 khép véi chirng chi khéng?
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4. Client tao khoa ddi xirng (symmetric key) va ma hoa bang public key cta server.

5. Server nhan va gidi ma bang private key.

6. Sau do, hai bén dung khoa déi xirng d€ ma hoa/giai ma dir liéu truyén di — nhanh va an
toan.

biém hay: SSL str dung ma hda bt doi xirng dé khéi tao két noi, roi chuyén sang ma héa doi
xtrng dé toi wu hiéu suit.

4. Nhirng Lwu Y Vé Do Tin Cay

- SSL khong an toan néu:
- Chirng chi hét han.
- Chirng chi ty ky (self-signed) khong cé CA uy tin dirng sau.
- Trinh duyét khéng nhan ra CA dé.

- Kiém tra tai trinh duyét: nhan vao 6 khéa — xem chi tiét chirng chi.

5. Danh Cho Nguwdi M&i: Lam Gi Tiép Theo?

- Website ndi b6 cong ty? Cai CA ndi bd va phén phoi certificate qua Group Policy.

- Website cong khai? Pang ky chirng chi tir CA bén ngoai nhu Let's Encrypt (mién phi) hodc
CA thwong mai (c6 bao hiém).

- Lam DevOps hodc quan tri server? Tim hiéu vé TLS handshake, OpenSSL, va certificate
chain dé lam chu khiu bao mat.

Tém tét bai 1

Hiéu va trién khai SSL ding cach khdng chi giup bao mét hé thdng — ma con tao dwng niém
tin s6 cho ngwoi dung cudi. DU ban la sysadmin, dev hay ngwoi trién khai ha ting cloud, SSL
la nén tang ciia bao mat két néi.
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Quan Ly CA Khong Dé! Nhirng Van Dé
Thuwong Gap Va Cach Gidi Quyét Trong
AD CS

Ban da bao gio gdp tinh huong client khong tw dong nhan chirng chi, giao dién web ctia CA
khong truy cip dwoc, hodc tiy chon ciu hinh CA doanh nghiép bong dung bién mat? Néu
ban dang trién khai hodc duy tri Active Directory Certificate Services (AD CS), thi chdc chdn
sé gap it nhat mot lan!

Trong bai viét ndy, VnPro chia sé cac cong cu thiét yéu va cach xir Iy cac 16i phd bién nhat véi
may chu CA (Certificate Authority), dac biét trong moéi trwedng domain doanh nghiép.

Cac Cong Cu Quan Ly CA Hiru ich Ma Ban Nén Dung
Khi lam viéc v&i AD CS, ban ¢6 thé st dung cac cong cu sau dé€ quan tri CA mot cach hiéu
qua:

1. Snap-in 'Certificates': Danh cho viéc kiém tra chirng chi trén tirng may (Local
Computer/User), dung d& xac minh va xtx Iy cac 16i phia client.

2. PKIView.msc: Day la cong cu cuwec manh dé gidm sat toan bo ha ting PKI, giip ban phat
hién c4c 16i nhu "AIA/CDP location not available", 16i revocation v.v.

3. Snap-in 'Certification Authority': Giao dién chinh dé quan ly cip phat, pending
requests, revoked certificates, ciu hinh CA role.

4. Certutil.exe: Diy la "dao da nang" dong lénh dé export, publish CRL, kiém tra trang thai
dich vy, va chan doan 16i nang cao.

5. Certificate Templates snap-in: Quan ly cAc mAiu chirng chi (template), xac dinh quyén
yéu cau, diang ky tw dong va cac policies lién quan.

GQ'i y: Néu ban chwa biét vé “certutil -ping’, “certutil -dump’, “certutil -url’, hdy tim hiéu vi

chiing la ctru cdnh khi ban khéng ré 16i dén tir dau.

Cac Van Pé Pho Bién Khi Lam Viéc Véi AD CS
Du c6 cdng cu hd trg, CA vAn thuwdng xuyén gip 16i — dic biét néu CA dwoc trién khai l1au va
chwa dugc bao tri ding cach. Dudi day 1a nhirng 16i dién hinh ban dé gip:

- Client khong tw dong dang ky chirng chi (Auto-enrollment fails): Thuwong do GPO chwa ap
ding OU, hodc may client chwa dwgc cdp quyén doc template.

- Khong thay tuy chon Enterprise CA khi cai: Cé thé do domain controller chwa replicate
xong, hodc tai khoan cai dit khong cé du quyén.
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- LOi truy cap trang web CA (http://<CA>/certsrv): Loi phd bién nhat 1a do IS bi stop, thiéu
chirng chi SSL binding hodc firewall chdn port 80/443.

- Tac nhan diang ky (Registration Authority) gap han ché: Néu trién khai dang ky tir xa
(NDES), d6i khi gip 16i do quyén service account hodc policy cirng qua.

A

Gidi Phap: Lam Gi Khi Gip Sv C&?

Khi gap su c6, dirng dodn mo. Hay lam theo 3 bwéc c6 hé thong:

1. Kiém tra GPO va Template Configuration: Vao ‘gpresult /r* d€ xdc minh GPO dworc ap
chwa. Kiém tra template da publish, client c6 du quyén khong?
2. Dung “certutil® dé€ chan doan:

- “certutil -ping" kiém tra két néi dén CA

- “certutil -urlfetch” xem trang thai CRL/AIA

- “certutil -v -verify" d€ xac minh chain
3. Xac minh IIS néu dung giao dién web CA:

- Pam bao IIS dang chay (iisreset’)

- Kiém tra binding port, quyén truy cip anonymous

- Xac minh chirng chi SSL néu chay trén HTTPS
4. Plrng quén backup dinh Ky: Ludn dung “certutil -backup® dé€ backup private key, database
va ciu hinh CA dinh ky!

Lam Cha CA Khdng Chi La Cai Xong La Xong!

Quan ly hé thong CA khéng phai la viéc “cai xong 1a d€ d6”. Ban can hiéu ré quy trinh diang
ky chirng chi, cac 16i phd bién, quyén truy cap trong AD va kha ning gidm sat toan hé théng.
Hay luyén tp v&i cac cong cu nhuw PKIView, certutil, va thwong xuyén kiém tra cac logs dé
chi dong thay vi bi déng khi sw c6 xay ra.
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Hiéu va Cau Hinh Quyén Truy Céap
Template Chirng Chi (Certificate
Template Permissions & Settings)

Gioi thiéu
Ban di bao gi¢o gap tinh huéng ngwdi dung khéng thé dang ky (enroll) chirng chi du da cap
quyén? Hodc ban dang trién khai m6 hinh tw dong cip phat chirng chi cho hang loat may
tinh qua Autoenrollment, nhwng van thdy mot s6 client 'mat hat'? D6 1a ldc ban can hiéu ky
vé quyén truy cip Certificate Template va cac thiét lap template twong ng.
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Bai viét nay sé gitip ban ndm ro hai ndi dung quan trong:
1. Phan Quyén Certificate Template: Ban Can Cap Quyén Gi Cho Ai?

Khi tao hodc chinh stra mét Certificate Template trong CA, ban sé thay phan Security - noi
ban ciu hinh nhirng ai dwgc phép st dung template nay. Dwéi diy 1a y nghia tirng quyén:
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- Full Control: Cho phép nguoi dung hodc may tinh stra moi thudc tinh cia template, bao
gbm quyén s& hiru va phan quyén lai. Chi nén cip cho nhém quan tri CA.

- Read: Cho phép doc template khi client thuc hién ddng ky chirng chi. Bat budc phai c6, néu
khoéng client khong 'nhin thiy' template.

- Write: Cho phép stra d6i cac thudc tinh, nhwng khong thay déi quyén. Thwdong chi dung khi
c6 nhu ciu tuy bién template qua script.

- Enroll: Cho phép dang ky chirng chi thu cong dwa trén template nay.

- Autoenroll: Cho phép tw dong dang ky chirng chi theo chinh sach Group Policy.

Tips thwc chién: D€ trién khai tw ddng cip chirng chi cho mdy tinh trong domain, ban cén:
- C4p quyén Read + Enroll + Autoenroll cho nhém Domain Computers.
- Pam bao Group Policy da bat Autoenrollment.

2. Phan Loai Template: Nguw¢i Dung vs May Tinh, Muc Pich Pon vs Da
Dung

Modi template chirng chi dwoc thiét ké cho d6i twong (User hodc Computer) va muc dich st
dung cu thé. Hiéu rd diéu nay sé giup ban chon dung template cho bai toan bao mét cia
minh.

a. Template Cho Ngwd&i Dung (User Certificates):
- Muc dich don: Basic EFS, Authenticated session, Smart card sign-in.
- Muc dich da dung: Administrator, User, Smart card user.

b. Template Cho May Tinh (Computer Certificates):
- Muc dich don: Web server, IPsec.
- Muc dich da dung: Computer, Domain Controller.

Tips thwc chién: Khi cip chirng chi cho may cht web, nén chon template Web Server, tranh
dung Computer vi khdng day di muc dich.

3. Lwu Y Khi Tuy Bién Template

Template con hd tro tiy chinh sau:

- Thoi han chieng chi (Validity Period)

- CSP hoac KSP (Cryptographic Provider)

- C6 cho phép xuit private key hay khong

- C6 yéu cau quan tri vién phé duyét hay tw dong cap

Dirng quén tao ban sao (duplicate) tir template chuin thay vi chinh stra truc ti€p d€ dé quan
ly va rollback.
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Tém tat

Viéc hiéu va ciu hinh dldng cac quyén trén Certificate Template va chon ding template theo
muc dich va déi twong la nén tang dé trién khai hé thong PKI hiéu qua trong Windows
Server. Vé&i ha ting AD va CA, nhirng hiéu biét nay sé giap ban:

- Tw ddng héa quy trinh cdp chirng chi

- Pam bao bao mit va kiém soat truy cip

- Gidm rui ro 16i cAp phat va hé tro ngudi dung nhanh chéng

Ban da ciu hinh ding template trong méi trwdng cia minh chwa?
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4 Phuong Thire Dang Ky Chirng Chi
Trong Windows CA

Trong ha ting st dung Active Directory Certificate Services (AD CS), viéc cdp phat va quan
1y chirng chi s6 1a yéu t6 then chot dé€ bao mét cac giao ti€p nhw VPN, Wi-Fi 802.1x, RDP,
S/MIME, hodc xac thwc may tinh /nguwoi dung.

Tuy nhién, khéng phai ai cling hi€u ré c¢é nhirng cach nao dé dang ky chirng chi, va khi nao
nén dung cach nao. Bai nay sé gitip ban hé théng lai 4 phwong thirc dang ky chirng chi phé
bién nhit, cing véi tinh hudng ap dung thuc té.

Method Use
1 « To automate the request, retrieval, and
Autoenrollment storage of certificates for domain-based
computers

2 + To request certificates by using the
Certificates console or Certreq.exe
Manual enroliment when the requestor cannot
communicate directly with the CA

« To request certificates from a website
that is located on a CA
CA Web enrollment 3
- To issue certificates when
autoenrollment is not available

+ To provide IT staff with the right to
4 request certificates on behalf of another
user (Enrollment Agent)

Enroll on behalf

1. Autoenrollment — Ty dong dang ky
Khi nao dung?: Méi tredrng domain c¢6 GPO, can cip phat tw dong chirng chi cho user/may
tinh.

Cach hoat dong: My tinh hodc ngudi dung thuéc domain sé tw dong giri yéu ciu, 1dy chirng
chi va lvu vao may - hoan toan khong can can thiép tay.

Vi du thwc té: Gan GPO autoenroll cho toan bé may tinh domain dé cip chirng chi may tinh
dung cho xac thyc [Psec hodc 802.1x.

Uu diém: Ty dong, tiét kiém cong strc.

Han ché: Phai c6 GPO va thiét l4p chinh sach dung.
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2. Manual Enroliment — Dang ky thu cong
Khi nao dung?: Khi khéng dung domain, khéng c6 autoenrollment, hodc can dang ky ngoai
1é.

Cach hoat dong: Dung cong cu certreq.exe hodc giao dién MMC -> Certificates -> Request
New Certificate d€ giri yéu cau thd cong.

Vi du thwc té: Mot may Linux khong join domain cin giri CSR d€ 14y cert tir CA.
Uu diém: Linh hoat, khong phu thudc domain.

Han ché: Lam tay, dé sai néu khong quen ct phap.

3. CA Web Enroliment — Qua Web
Khi nao dung?: Khi khong truy cap duwgc MMC hoac may khong join domain.

Cach hoat dong: Truy cip trang web ctia CA (thwong la http://<CA-server>/certsrv) dé gii
yéu ciu va tai vé chirng chi.

Vi du thyc té: Quan tri vién can cip chirng chi nhanh cho mét thiét bi IoT qua trinh duyét.
Uu diém: Trwc quan, thao tic qua trinh duyeét.

Han ché: Cin m& web enrollment role, khong an toan néu khéng chay HTTPS.

4. Enroll on Behalf — bai dién dang ky
Khi nao dung?: Khi cin cip chirng chi cho ngwoi khic, vi du ngwoi dung khéng cé quyén tw
dang ky.

Cach hoat dong: Cdp quyén "Enrollment Agent" cho IT admin, ngwi nay cé thé givi yéu ciu
thay mat ngwdi dung khac.

Vi du thyc té: Admin cip chirng chi email (S/MIME) cho CEO tir may ctia minh.
Uu di€ém: Linh hoat cho vai tro admin.

Han ché: Cin phan quyén can than, dé lam dung.

Tong két go'i nhé
- Autoenroll = Ty dong hoéa, dung GPO.

- Manual = Ty 1am bang tay, dung certreq hoic MMC.

- Web = Dung trinh duyét giri request.
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- Enroll on Behalf = Admin cip ching chi thay ngwdi khac.

Néu ban dang trién khai CA cho doanh nghiép hoac lab Azure hybrid, hay thi nghiém cac
cach trén dé hiéu rd sw khac biét. Trong mai trwong 16m, két hop nhiéu phwong thirc 1a diéu
pho bién: Autoenroll cho may domain, Web cho mdy 1é, va Manual cho thiét bi khong twong

thich.
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Cach hoat dong cliia co ché thu hoi
chirng chi (Certificate Revocation)

Ban c6 bao gi¢ tw hoi diéu gi xay ra khi mot chirng chi s6 bi mat, bi 16 khéa riéng, hodc khong
con dwoc tin twdng? Trong thuc té trién khai CA (Certificate Authority) tai doanh nghiép,
viéc thu hoi chitng chi 12 mot phan quan trong dé ddm bao rang cic két ndi st dung chirng
chi bi 16 sé khong con dworc tin cay nita.

Client requests status of
certificate revocation from CA

(1T
Client CRL Server

(Browser, OS, Software)

Certificate is revoked?
No Yes

' '

Continue with request Show certificate error

Quy trinh thu hoéi chirng chi hoat déng nhu sau:
1. Chirng chi bi thu hoi:

Quan tri vién hodc hé thong danh diu chiéng chi 1a khéng hop 1é - vi du: do nguoi dung
nghi viéc, may tinh bi mat cip, hodc khda bi 16.

2. CRL dwoc xuat ban (Certificate Revocation List):

CA sé phat hanh mot danh sach goi 1a CRL - chira toan bé cac chirng chi da bi thu hoi. Danh
sach nay dwoc cip nhit dinh ky hodc theo lich cu thé.

3. May khach kiém tra trang thai thu hoi:
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Khi mét client (vi du: trinh duyét, hé théng xac thwc) nhin chirng chi, né sé kiém tra CRL

(hoidc str dung OCSP) d€ x4ac minh rang chirng chi van con hop 1€ va chwa bi thu hoi.

Vi du thuc té:

Gia str ban cdu hinh xac thuc ngwdi dung VPN bang chirng chi. Khi mét nhén vién nghi viéc,
ban sé:

- Vao giao dién CA va thu héi chirng chi cia nhan vién dé.

- CA sé thém chirng chi dé vao CRL.

- Trong 14n ké tiép khi nhan vién d6 c6 gang két ndi VPN, hé thong sé kiém tra CRL va thiy
rang chirng chi da bi thu hdi - ngan chin truy cap.

Lwu y chuyén sau cho anh em ky thuat:

- CRL thwong dugc publish qua HTTP hodc LDAP. Hay chic chdn rang client c6 thé truy cap
dwoc URL cua CRL.

- Ngoai CRL, ban c6 thé trién khai OCSP (Online Certificate Status Protocol) dé gidm do tré
kiém tra trang thai chirng chi.

- Trén Windows Server, ban c6 thé dung Iénh “certutil -crl’ dé tao CRL va kiém tra chi tiét
trang thai.

Tém tat

Viéc hiéu ré co ché thu hoi chirng chi khong chi giup ban xay dung hé théng xac thuwc an toan
hon, ma con la kién thirc nén tang dé€ quan tri tét ha ting PKI trong t6 chirc. Néu ban dang
hoc MCSA, Azure hodc lam v&i CA ndi bo - dirng bé qua phan nay nhé!
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Kién thirc PKI can ban: Cach cau hinh
lwu trir va khoi phuc khoa trong

Windows CA

Ban sé& lam gi néu nguwdi dung bi mat khéa ma héa EFS hay S/MIME?

Khi m4t khoa riéng tu (private key), dit liéu dwgc ma héa bang khoa d6 c6 thé vinh vién
khong thé gidi ma. Trong moi truedrng doanh nghiép, diy khong chi 1a sy bit tién — ma con
c6 thé la tham hoa bao mit. Hom nay, VnPro chia sé cung cdng dong mot kién thirc quan
trong nhwng thwong bi bd qua: Key Archival va Key Recovery trong hé thong CA trén
Windows Server.
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Tai sao phai lwu triv khéa?

Private key c6 thé bi méit trong cac trudng hop nhuw:
- H6 so nguwoi dung bi x6a

- Hé didu hanh bi cai lai

- O ctrng bi hw

- M4y tinh bi m4t hoic bi danh cap

Néu chirng chi dung dé€ ma héa dir liéu (nhw EFS, S/MIME, VPN), ma khéa bi mat, dit liéu sé
khong thé giai ma.

=> Vi vay, viéc cdu hinh lwu trir khéa (key archival) va khoi phuc khéa (key recovery) 1a bat
budc néu ban trién khai chirng chi diing dé ma héa trong té chiic.

Gidi thiéu vé KRA — Key Recovery Agent

KRA 1a thanh phan déng vai tro lwu trir va khéi phuc khéa riéng. D€ hé thong cé thé khoi
phuc key, ban cin ciu hinh certificate template cho KRA, cdp chirng chi KRA va bao vé
nghiém ngat chirng chi nay.

Key Recovery la qua trinh hai bwéec:
1. Key retrieval - Trich xut private key da dwoc lwu trir.
2. Key recovery - Khoi phuc va cép lai key cho nguoi dung.

Cac buéc cau hinh lwu triv khéa tw déng (Automatic Key Archival)
1. Tao KRA certificate template.

2. KRA agent dang ky chirng chi KRA.

3. Kich hoat KRA trén may chu CA.

4. C4u hinh certificate templates can lwu trir key.

Lwu y bao mat:

- Chirng chi KRA cin dwoc bao vé cuc ky nghiém ngét vi c6 thé giai ma dir liéu ma héa cta
nguoi dung.

- Khong nén gan vai tro KRA cho tai khoan dung hang ngay - nén tao tai khoan ky thuat
riéng c6 kiém soat chit ché.

- Ludn gidm sat viéc truy xut private key tir kho lwu trir.

Vi du thyuc té

Mot to chirc trién khai ma héa EFS cho nguwoi dung dé bao vé tai liéu trén may tinh. Néu
nguoi dung thay may hodc bi mat profile, dit liéu ma héa sé khong thé truy cip néu khong
c6 giai phap khoi phuc khoa. Khi da ciu hinh Key Archival + KRA, quan tri vién c6 thé khéi
phuc khéa dé ngwdi dung truy cép lai tai liéu.
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Viéc trién khai hé théng CA khong chi dirng lai & viéc cdp phat chirng chi. PAm bao kha ning
khoi phuc kh6a ma hoa 1a yéu t6 song con trong cac td chirc c6 dir liéu nhay cam. Néu ban
chwa ciu hinh KRA va Key Archival trong hé théng cia minh, hay bat dau lam diéu d6 hom

nay.

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149




