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Lab - St dung Postman twong tac vdi Cisco Meraki

Phan 1: Chuin bi

Meraki va DevNet cung cap tai lieu API REST tuong tac cho cac Dashboard API
Meraki. Tai liéu ndy dua trén Dic ta API mé (trudc day goi 1a Swagger) va cung cip kha
ning thao tac va chay cac 1énh goi API tryc tiép trong trinh duyét hoic céng cu tuong tac

API ma khong can bit ky cong cu nao khac.

Hoc vién thuc hién truy cép trang web c6 duong link sau:

https://developer.cisco.com/learning/modules/dne-meraki-dashboard-api/dne-meraki-

docs/introduction/

Bén dudi 1a giao dién:

= Getling Started with the Meraki Dashboard APl > Introduction to Meraki Open APl Specification documentation

documentation

¢ Talk o us

Meraki and DevNet offer interactive REST APl documentation for the Meraki Dashboard APls. This documentation
is based on the Open API Specification (formerly known as Swagger) and offers the ability to manipulate and run
live APl calls in-browser without the need of any other tools

Objectives

When you have completed this Learning Lab, you will be able to

rks in the Organization « Be familiar with the layout of the Meraki REST API Docs
« Make baseline calls to get a list of devices assigned to a network

e Devices in a Network

Prerequisites

twork Information
To complete this Lab you need

Get Device Information

.
Pay 1a mot module cta Cisco cung cap hudng dan ta sir dung Postman tuong tac
v6i Cisco Meraki. Pudng link trong tai liéu c6 thé sau ndy sé& kiém khong thay chi can

1én Google va tim kiém tir khoa “cisco meraki learning labs”

Bai tap Lab nay gitip ban bat dau vi API bang diéu khién Meraki bang cach sir
dung Postman dé thuc hién céc 1énh goi API REST té1 bang diéu khién Meraki.
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Phan 2: Thuec hién

Buérc 1: Tao bién méi truwong
Thuec hién luu cac bién méi trudng lan luot 1a X-Cisco-Meraki-API-Key va baseURL

duogc Cisco cung cap > Enviroment trong Postman

Variable name Initial Value

6becd40ctV57ded430a6f12baa056b99a4fa
X-Cisco-Meraki-API-Key

c9eal
baseURL https://api.meraki.com/api/v1
Meraki Dashboard API Y Fork 0O /> Share  oeo
VARIABLE TYPE @ INITIAL VALUE @ CURRENT VALUE ooc  Persist Al Reset All
X-Cisco-Meraki-API-Key default v 6bec40cf957de430a6f1f2... 6becd40cfO57ded30a6f1f2baa056h...
baseURL default v https://api.meraki.com/api... https://api.meraki.com/api/v1

Sau d6 nhan Save.

Bude 2: Thue hién 1ay Organizations ID
O bén goc trai chon vao dau cong dé tao cac Collection chtra cac Request yéu cau.

Sau d6 dat tén cho Collection c¢é thé linh hoat nhu trong hinh bén dudi

erai o p Vo @0 -

Auth Pre-req. Tests Variables

O gobc trén bén phai cua Collection mdi tao ta chon moi truedng vira tao dé co thé goi

lai st dung céc bién ma ta dat.
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]
Meraki_lab A~ Y 0 ®©® 0 e

Auth  Pre-req. Tests Variables

This authorization method will be used for every request in this
collection. You can override this by specifying one in the request.

Type

1

Documentation

No Environment

APIC-EM-env

Meraki

Meraki Dashboard API

<

GeT get_org_id

GET get_network

sdwan

Sau d6 ta thuc hi¢n 1ay danh sach céc id ctia cac organization trén meraki

get_org_id

GET 1 v | |{{baseURL}}/organizations 2
Params Authorization Headers (8) Body Pre-request Script Tests
B4 User-Agent (i) PostmanRuntime//.29.0
Accept @ **
Accept-Encoding @ gzip, deflate, br

Connection @ keep-alive
X-Cisco-Meraki-APIl-Key {{X-Cisco-Meraki-API-Key}} 3

&) save

Settings

v 000 f

. [

Cookies

[1]: chon phuong thire GET dé truy xut thong tin trong network Controller Meraki.

[2]: Pién dudng dan voi bién va API function ¢ trong API docs

[3]: Dién ma xac thuc bﬁng cach goi lai bién da dat cho API Key

[4]: Sau d6 nhin send dé giri yéu cau.

Két qua: Néu ding két qua s& hién HTTP Respone code 12 200 OK va mét loat cac Id cta

cac Organizarion.
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Body Cookies Headers (17) Test Results € 2000K 873ms 738KB SaveResponse v
Pretty Raw Preview Visualize JSON v = O Q
1 [0 "
2 1
3 "id": "681155",
4 "name": "DelLab",
5 "url": "https://n392.meraki.com/o/49Gm_c/manage/organization/overview",
6 "api": §
7 "enabled": true
8 Iy
9 "licensing": %
160 "model": "per-device"
11 +
12 "cloud": §

Buéc 3: Thuce hién Iy danh sich cac network c6 trong mét to chirc cu thé
Khi két qua trd v€ danh sach cac t6 chuc ta thyc hi¢n tao bién mai organizationld bén

trong environment

X-Cisco-Meraki-API-Key default v
baseURL default v

organizationld default v

Ta tré vé lai két qua & budce 2 thuc hién nhan chuot phai sau do chon Set:<tén moi truong

minh da dat> ¢ day 1a Meraki Dashboard API sau d6 chon vao tén bién ma minh d3 dat.
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GET v {{baselURL}}/organizations &

Params Authorization Headers (8) Body Pre-request Script Tests Settings Cookies >
[V I —— A i
Accept-Encoding @ gzip, deflate, br @
Eonnection Set: Meraki Dashboard APl ¥ K-Cisco-Meraki-API-Key _.@..
X-Cisco-Meraki-APl-Key U baseURL
Reda organizationld
Key networkld Description
Cut
serialD
Body Cookies Headers (17) Copy &s 200 0K 1157 ms 7.38KB  Save Response v
Paste
. Select All -
Pretty Raw Preview elect F = (0 Q
Find: 681155 _
1 [ EncodeURIComponent
2 1 DecodeURIComponent
3 "id": "681lzers
4 "name": "DelLab",
5 "url": "https://n392.meraki.com/0/49Gm_c/manage/organization/overview",
6 "api": §
7 "enabled": true
8 1.

@ Cookies o Capture requests © Bootcamp [ Runner [ Trash [ @

I8 - P Q@QG@GC O BO L& 0 | cucrami,,®

Sau do ta vao lai moi truong dé kiém tra xem gid tri cd duge gan vao bién hay chua?

A-Cisco-Meraki-API-Key default ~  Bbecd0cf957ded30a6f1f2... BbecdCcf957ded30a6f1F2baa056b...
baseURL default ~  https://api.meraki.com/api... https://api.meraki.com/api/v1
- organizationid defadlt - 681155 X ees

Sau d6 tro lai phan request va dién URL d¢é truy xudt thong tin thiét bi c6 trong meraki

\
nhu trong hinh.
< dwa New GET Get t GET New GET get_ @ |f| Meral > Jr o0 Meraki Dashboard API ~ (&}
Meraki_lab |/ get_network ~ & &) save v 000 s B
GET ~  {{baseURL}}organizations/{{organizationld}}/networks &
Params Authorization Headers (8) Body Pre-request Script Tests Settings Cookies >
KEY VALUE DESCRIPTION 000 Bulk Edit @
Key Value Description
Response . @
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Sau d6 ki€m tra két qua dugc tra vé cac Id ctuia cac networks c6 trong t6 chirc c6 Id 1a

681155.

Pretty Raw Preview Visualize JSON v = 0 Q
1 [ =
2 i
3 "id": "L_5b66327653141843049",

4 "organizationId": "681155",
5 "name": "lLyoli",
6 "productTypes": [
7 "appliance",
8 "camera",
9 "switch",
10 "wireless"
11 1|
12 "timeZone": "America/New_York",
13 "tags": [1,
14 "enrollmentString": null,
15 "url": "https://n392.meraki.com/lyoli-switch/n/kjwRabg/manage/usage/list",
16 "notes": "",

Tuong tu nhu trén ta cling tao bién networklId trong moi truong dé luu gia tri networkld

vUura tra v€ dé truy van tiép céc thong tin

X-Cisco-Meraki-API-Key default v 6bec40cf957ded30a611f2...
baseURL default v https://api.meraki.com/api...
organizationld default v
networkld default v

1 [

2 1

3 "id"r ot L_5663276531418430£‘“" )

4 "o:l:ganizationld ". "681155" Set: Meraki Dashboard AP| > X-Cisco-Meraki-APl-Key

5 "name": "Lyoli", Undo baseURL

6 ”pl‘od uc‘tTypes” [ Redo organizationld

" i " networkld

7 appliance”, cut

8 “camera" serialD

5 Vewiteh! Copy

switch
- ' N Paste
10 wireless
1 ] Select All
'

12 "timeZone": "America/New_ )  Find: L 566327653141843049
13 "tags": [1, EncodeURIComponent
14 "enrollmentString": null, DecodeURICompanent
15 "url": "https://n392.merahrrvomrryorr—swrreryrrrcjWRabg/manage /fusage/list"”,
16 "notes": "",

Cookies «" Capture requests © Bootcamp (2] Runner mTrash Eﬂ @
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Sau d6, quay lai kiém tra

VARIABLE TYPE @ INITIAL VALUE @
X-Cisco-Meraki-API-Key default ~  Bbec40cf957ded430a6f1f2...
baseURL default v~ https://api.meraki.com/api...
organizationld default v

= networkld default v

Budc 4: Ly danh sach devices c6 trong meraki.

CURRENT VALUE ecc  Persist All Reset All
6bec40cf957de430a6f1f2baa056b...
https://api.meraki.com/api/v1

681155

L_566327653141843049 X oo

Tiép theo, ta thuc hién twong tu nhu cac budc bén dudi va gui request, nhan dugce két qua

\
tra ve.
GET v {{baseURL}}/networks/{{networkld}}/devices
Params Authorization Headers (8) Body Pre-request Script Tests
Query Params
KEY VALUE
Body Cookies Headers (16) Test Results
Pretty Raw Preview Visualize JSON =
1 [
2 i
3 "lat": 37.4180951010362,
4 "Ing": -122.098531723022,
5 "address": ""
6 "serial": "Q2HP-C2YW-KB2E",
7 "mac": "e®:55:3d:d2:6f:7a",
8 "lanIp": "192.168.1.143",
9 "tags": [
10 "recently-added"
11 1,
12

Settings Cookies
DESCRIPTION oos  Bulk Edit
&5 2000K 1671ms 317KB  Save Response v

O Q

"url": "https://n392.meraki.com/Lyoli-switch/n/kjwRabg/manage/nodes/new_list/246656714043258"

Sau d6 ta tao bién moi truong co tén serialld dé thuc hién budc tiép theo.

Budérc 5: Lay thong tin SSID

Sau d6 ta thuc hién dit bién méi truong nhu hinh bén dudi
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@ postman
File Edit View Help

- [=] X

o Home Workspaces ~  APINetwork ¥  Reports  Explore Q Search Postman [ m & B Q0 @ Upgrade v
23 API New  Import < GET New GET get_ GET get_d GET Get r Y Crea E 2 + oue Meraki Dashboard API ~ @
| + = “* Meraki_lab | get_device . 2
Collections
> DNA CENTER
o v Meraki_lab GET v {{baseURL}}/networks/{{networkid}}/devices m =
APIs
GET get_org_id .
Params Authorization Headers (8) Body Pre-request Script Tests Settings Cookies </
(=1 GET get_network
- N Query Params
ErheT=T GET get_device
= D T KEY Set: Meroki Dashboard AP) b X Cisco-Meraki-APLKey  RIPTION %o Bulk Edit
R Undo baseURL @
Mock Servers GET Get device information Body Cookies Headers (16) Test Resulls Redo organizationid 71ms 317KB  Save Response
ceT Get SSID information networkld
Pretty Raw Preview Visualize o serialld B Q
Monitors ceT Get Lam Thém Copy
R Paste —_—
o8 > Project] ; t 5 Select All
Flows > Project.2 3 “lat": 37.4188951010362  fing QaHP-c2YW-KB2E
> Project.3 4 “Ing": -122.?9853172362 EncodeURIComponent
) 5 DecodeURIComponent
> restconf 6
Histary )
> SDWAN vmanage o
9 "tags": [
10 "recently-added”
11 1.
12 *uxl”: "https://n392.meraki.com/Lyoli-switch/n/kjwRabg/manage/nodes/new_list/246656714843258"
r
J [N A A . \ A .
Sau do thuc hién lay thong tin SSID nhu hinh bén duéi:
Meraki_lab | Get device information v 000 g B
GET v {{baseURL}}/networks/{{networkld}}/devices/{{serialld}} Send v
Params Autharization Headers (8) Body Pre-request Script Tests Settings Cookies
Query Params
KEY VALUE DESCRIPTION oo Bulk Edit
Body Cookies Headers (16) Test Results € 2000k 1183ms 967B Save Response v
Pretty Raw Preview Visualize JSON v = O Q
1 4
2 "lat": 37.4180951010362,
3 "lng": -122.098531723022, _—
4 "address": ""
5 "serial": "Q2HP-C2YW-KB2E",
6 "mac": "e0:55:3d:d2:6f:7a",
7 "lanIp": "192.168.1.143",
2] "tags": [
9 "recently-added"
10 1.
11 "url": "https://n392.meraki.com/Lyoli-switch/n/kjwRabg/manage/nodes/new_list/246656714043258",
12 "networkId": "L_566327653141843049",

Day 1a link Github cua bai lab
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https://github.com/lethanhhai279/DEVNET VNPRO.git -> Postman Collections
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