CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET
TRUNG TAM TIN HQC VNPRO
”PF@ PC: 276 - 278 Ung Van Khiém, P.25, Q.Binh Thanh, Tp H Chi Minh
A o

DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

IPV6 FIRST HOP SECURITY - RA GUARD

int vlan 5 --> autoconfig

VLAN 5 2001::1/64
5w > R1
link-local FEB0:-2/64 link-local FES0::1/64
I. Mo ta

Tinh ning RA guard sé& giup loc nhiing router advertisement message dén tir nguon
khong xéac thuc ( Rouge RA). Tinh nang nay cau hinh trén thiét bi switch & mot so ios
nhat dinh ( khong hé tro 1énh trén 1 s6 dong switch).

II.  CAu hinh
CAu hinh cin ban cho router R1:

Rl (config) #ipv6 unicast-routing

Rl (config) #int e0/0

Rl (config-if) #no ip add

Rl (config-if) #ipv6 add FE80::1 link-local
Rl (config-if) #ipv6 add 2001::1/64

Cau hinh can ban trén switch: vdi viée tao vlan 5 va gan port ndi voi router vao
vlan 5.

SW1 (config) #vlan 5

SW1 (config-vlan) #name RA

SW1 (config) #int e0/0

SW1 (config-if) #switchport mode access
SW1 (config-if) #switchport access vlan 5

Tién hanh dat dia chi ip link local cho int vlan 5 va c4u hinh dja chi global ipv6 1a

SW1 (config) #int vlan 5
SW1 (config-if) #ipv6 address FE80::2 link-local
SW1 (config-if) #ipvo address autoconfig

autoconfig ( xem nhu mot dang dhcp client trong ipv6).

CAu hinh tinh ning neigbor binding theo vlan 5 va subnet 2001::/64
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SW1 (config) #ipv6é neighbor binding vlan 5 2001::/64 int e0/0
SW1 (config) #ipv6é neighbor binding max-entries 200

Kiém tra cAu hinh neigbor binding

SWl#show ipvé neighbor binding

Binding Table has 1 entries, 0 dynamic (limit 200)

Codes: L - Local, S - Static, ND - Neighbor Discovery, DH - DHCP, PKT - Other Packet, API -
API created

Preflevel flags (prlvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access
0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned
0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned
IPv6 address Link-Layer addr Interface vlan prlvl age state Time left
S 2001::/64 any Et0/0 5 0100 24s REACHABLE

Chung ta bat dau cdu hinh tinh ning RA Guard

SW1 (config) #ipv6é nd raguard policy RAGUARD

SW1 (config-nd-raguard) fdevice-role host

SW1 (config-nd-raguard) #exit

SW1 (config) #int e0/0

SW1 (config-if) #ipv6é raguard attach-policy RAGUARD

Kiém tra lai cdu hinh RAGuard vira thuc hién vé6i 1énh show ipv6 raguard policy
<Tén policy>

SWl#show ipv6é nd raguard policy RAGUARD
Policy RAGUARD configuration:
device-role host
Policy RAGUARD 1is applied on the following targets:
Target Type Policy Feature Target range
Et0/0 PORT RAGUARD RA guard vlan all

Thir 1énh xem thong tin ipv6 trén cong vlan 5 véi 1énh show ipv6 int vlan 5.

SWl#show ipv6é int vlan 5
Vlan5 is up, line protocol is up
IPv6 is enabled, link-local address is FE80::2
No Virtual link-local address (es):
Stateless address autoconfig enabled
No global unicast address is configured
Joined group address (es):
FFO02::1
FF02::2
FFO02::1:FF00:2
MTU is 1500 bytes
ICMP error messages limited to one every 100 milliseconds
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ICMP redirects are enabled

ICMP unreachables are sent

ND DAD is enabled, number of DAD attempts: 1

ND reachable time is 30000 milliseconds (using 30000)
ND advertised reachable time is 0 (unspecified)

ND advertised retransmit interval is 0 (unspecified)
ND router advertisements are sent every 200 seconds
ND router advertisements live for 1800 seconds

ND advertised default router preference is Medium
Hosts use stateless autoconfig for addresses.

Luc nay c6 thé thdy duogc rang trude khi cau hinh tinh ning RAGuard trén switch
1, thi cong int vlan 5 s& c6 dia chi ip global chang han 2001::2/64 véi default router 13 ip
global cong €0/0 cia R1. Nhung sau khi bat tinh ning RAGuard, cac théng tin nay sé& bi
chin lai, thong diép message Router Advertisement s& bi drop bo, do vy cong int vlan 5
chi nhan ip link local nhu da dat, con ip global xin tir R1 s€ khong nhéan duoc.

(optional: C6 thé sir dung cdu 1énh trén thiét bi that show ipv6 snooping counters int
<name> dé xem céc gbi bi drop bd (luu ¥ thiét bi do I1énh nao c6 thé khong quan sat dugc

gi)).

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149




