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O "bénh gia thiét bi" (Device Posture)
la gi?

Khi mot thiét bi (laptop, dién thoai, may tinh bang..) két n6i vao mang cong ty,
khong phai cr c6 mat khau la dwoc truy cip. Thiét bi d6 con phai dwoc danh gia xem
c6 an toan khéng — diéu nay goi la posture assessment.

= Vi du: Cong ty yéu cau thiét bi phai c6 antivirus dwoc bat, twong Iira dang chay,
Windows phai dwoc cip nhit ban v m&i nhat... Néu thiét bi khong dat, thi du ban c6
ding username/password, ban van bi tir chéi truy cap.

Posture ] e Assessment
Khi m@t thiét bi dau néi vao mang,
lam sao MANG ddnh gia dugc thiét Measure and check against

Security configuration of the device p ) ?
bi c6 an toan hay khong?? Company requirements

Device Manager Access Policy

Hay doc bai vé Device

Posture - Pdnh gid thiét bi NAC - NETWORK ACCESS
nhe! AnyConnect + ISE Posture CONTROL

&% Hai thanh phan chinh trong Posture:

1. Posture (Thu thap théng tin)

- C6 bat antivirus khong?

- C6 cai ban va bao mat méi nhit khong?

- C6 dang chia sé file trai phép khong?

- C6 chay phan mém quan ly thiét bi (MDM) khong?

Posture c6 thé dwoc thu thap qua:

- Option 1: Device Manager - hé théng quan ly thiét bi dau cudi (nhw Intune, Jamf,
hodc phdn mém bdo méit ndi bo).

- Option 2: Cisco AnyConnect + ISE Posture module - mdt agent trén thiét bi, tw dong
gti posture vé cho Cisco ISE danh gia.

2. Assessment (Panh gia va xtr ly)
Cisco ISE (Identity Services Engine) hoac hé théng NAC sé danh gia dir liéu posture
do:
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- £4 Néu dat chuin — cip quyén truy cip binh thwong theo chinh sach Access
Policy.

- X Né&u khoéng dat — dwa vao VLAN cach ly, yéu cau remediation (vi du: cai ban va,
bat antivirus...).

@ Loi ich cha Posture Assessment

- Bdo vé mang ndi bo khai thiét bi khong an toan.

- Han ché 1ay lan malware, ransomware.

- Tw dong hoa kiém tra va phan hoi.

- Két hop manh mé véi mo hinh Zero Trust — “Never Trust, Always Verify”.

@ Vidythycté

Mot nhén vién tir xa két néi VPN vé cong ty. AnyConnect trén may ho sé tw dong
thwc hién kiém tra posture:

— Né&u may tinh bi tit Windows Update hodc hét han antivirus, ho sé& khong vao
dwoc cac tai nguyén nodi bo cho dén khi khac phuc.
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MAB Authentication, Profiling &
Trusted Devices — Ban da lam dung
cach?

@& MAB Authentication & Profiling: Khong chi 1a MAC

Khi trién Kkhai kiém soat truy cip mang (NAC), rat nhiéu hé théng trong doanh
nghiép van con phu thudc vao cac thiét bi khong hod tro 802.1X - vi du: mdy in,
camera, dién thoai IP hodc thiét bi IoT. Lic nay, ta can dén mot ky thuit goi la MAB
(MAC Authentication Bypass) - tirc xac thwc theo dia chi MAC. Tuy nhién, néu chi
dwa vao MAC thi cuc Ky rui ro. Vi vdy, Cisco cung cip co ché Device Profiling dé ting
murc do tin cay.

Following probes are employed:
DNS

DHCP

HTTP

NMAP (manually invoked)
RADIUS

SNMP Query

MAB va Profiling thiét bi

Truwong hop ngoai 1é: Néu MAC dwoc gan tinh cho mét endpoint group (vi du:
ban di phan loai MAC d6 1a may in c6 dinh), thi khéng can profile dong.

Yéu cau t4i thiéu khi profiling:
- Phai c6 it nhat m6t thudc tinh "dang tin cdy" (trusted attribute).

- Va thém mét hodc nhiéu thudc tinh c6 mirc do tin ciy cao (high confidence).

Vi du thuec té: Véi thiét bi hop truc tuyén Cisco TP, CDP c6 thé chi ra loai thiét bi va
Cisco OUI gitp xac dinh nha san xuit - dwoc xem la “trusted attributes”.

@, Cic probe dwoc str dung dé thu thap dir liéu profiling:
- DNS

- DHCP

-HTTP

- NMAP (phai chay thu céng)

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149




CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET
TRUNG TAM TIN HQC VNPRO

ﬂPlj'f@ DC: 276 - 278 Ung Vin Khiém, P25, Q.Binh Thanh, Tp H Chi Minh

A7 PT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

- RADIUS
- SNMP Query

Profiling — Gidi quyét bai toan TCAM khi ap ACL

Khi trién khai dACL (downloadable ACLs) hoic redirect ACLs dé kiém soat lwu
lwong theo ngudi dung, chung ta gap gidi han nghiém ngat vé kich thuéec:

- Giong nhw ACL gan theo nguoi dung (per-user ACL)

- Gidi han chi 4000 ky tw ASCII

Néu ta 4p cing mdt ACL cho tat ca loai thiét bi, dung lwong ACL sé “nd tung” vi phai
chira du luit phu hop cho moi loai thiét bi khac nhau. Pay la nguyén nhén giy “chay
TCAM” - viing bd nhé phan cing trén switch dé xi Iy ACLs.

s® Giai phap: Sir dung profiling d& phan loai thiét b, tir d6 ap ACL riéng
cho tirng loai endpoint:

- ACL riéng cho thiét bi Windows

- ACL riéng cho thiét bi Linux

- ACL riéng cho thiét bi Cisco

- ACL riéng cho thiét bi la hoac IoT

Cach nay giup:

- T6i wu hda dung lwong TCAM

- Ap dting chinh sach phu hop véi tirng loai thiét bi
- Tang bao mat va hiéu qua kiém soat truy cip

Posture & Trusted Device: Thé nao la thiét bi dang tin?

Khong chi xac dinh thiét bi 1a gi, hé théng NAC con danh gia posture - trang thai bao
mat cia thiét bi. Py la tiéu chi rit quan trong dé xac dinh xem thiét bi c6 nén dwoc
cip quyén truy cip mang khong.

Mot thiét bi “trusted” can dat cac tiéu chi:

1. ba dang ky (Device Registration)

2. C6 phan mém chong ma doc (Anti-Malware)

3. Ma hoa dir liéu (Encryption) theo chinh sach Cisco

4. Pang chay OS t6i thiéu (Minimum 0S)

5. Da cp nhit ban va (Patching) méi nhat

6. HO tro x6a dir liéu tir xa (Remote Wipe) - véi thiét bi di dong
7. Cé thiét 1ap khéa man hinh hodc mét khiu
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8. Hién thi théng tin phan cirng/phin mém (Inventory)

9. Khéng bi root (v&i thiét bi di dong)

Khi ban bit tinh nang Posture trén Cisco ISE (két hop véi AnyConnect Secure
Client), hé thong sé quét va danh gia thiét bi theo cac tiéu chi trén. Chi khi thiét bi
dwoc danh gia “trusted”, hé thong mai cip full access - néu khong thi chuyén vao
VLAN cach ly hoac Portal Remediation.

& Téng két

- MAC khong phai 1a tit ca: Dung MAB thi phai profile!

- Pirng lang phi TCAM: Dung profiling d€ phan loai va ap ACL riéng.

- Posture méi la bao mat thwc su: Khong “trusted” thi khong nén dwoc vao mang ndi
bo.

Néu ban dang trién khai Cisco ISE hodc dang van hanh mang LAN bdo mét, hdy dam
bao ban hiéu ro vai tro cia MAB + Profiling + Posture. Py la ba tru cot trong Zero
Trust Network Access (ZTNA) danh cho ha ting truyén thong.
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