CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET
TRUNG TAM TIN HQC VNPRO

”PTV@ PC: 276 - 278 Ung Vin Khiém, P.25, Q.Binh Thanh, Tp HS Chi Minh
P .

PT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

Ty Dong Héa Cau Hinh Mang: Khi YAML
Gap Switch va Router!

Bai viét danh cho anh em NetDevOps, Automation Engineer va nhitrng ai da tirng "mo mam
CLI gitra dém khuya chi d€ stra mot cai VLAN. Trong mét budi t6i yén tinh, ban nhin dwoc
cudc goi tlr bd phin van hanh: “Anh o1, cin thém VLAN 200 vao 20 thiét bi Core trong vong
30 phut nita!” Néu ban van dang lam tay, copy-paste CLI tir notepad rdi ssh tirng con switch
mot - thi bai viét nay 1a danh cho ban.

Van dé dat ra:

Trién khai mang thti cdng = cham, dé sai, kh6 mé& rong.

Gidi phap? Céng cu Quan ly Cau hinh (Configuration Management Tools).
Nhirng céng cu nay chinh la "tro’ ly tw déng" cho ha tang cGia ban. Chiing
giup:

- Trién khai cdu hinh cho hang trim/thidm chi hang ngan thiét bi cing lic

- bam bdo trang thai cudi mong muén (Desired State)

- Tw ddng rollback, kiém tra 16i, push config, ki€ém tra version
- Tich hgp vao CI/CD workflow nhw mét phan ctia NetDevOps pipeline
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Phan loai cong cu quan ly cau hinh:
- Agent-based: Can cai "tadc nhan"
théng (khong hd tro 0S/Linux).

- Agentless: Giao tiép qua SSH, API — Phu hgp v&i switch, router, firewall. Vi du: Ansible.

- Proxy-agent: Khong cai lén tirng thiét bi, nhuwng cin mot node trung gian (proxy) dé diéu
phéi, thwong thiy & SaltStack.

trén thiét bi. » Kho6 dp dung cho thiét bi mang truyén
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Vi du thuc té:

Ban mudn kiém tra version 10S ctia 500 thiét bi Cisco, sau d6 update néu phat hién phién
ban 16i thoi?

V&i Ansible + YAML:

“yaml
- name: Check and upgrade 10S
hosts: core_switches
gather_facts: no
tasks:
- name: Get [0S version
ios_facts:
- name: Upgrade if version is old
ios_upgrade:
src: ios_image.bin
force: yes
when: ansible_net_version != "17.9.4"

Vi sao phai dung nhirng cong cu nay?

- bong nhit ciu hinh toan hé thong

- Tang téc dd trién khai tng dung méi

- Gidm thiéu 16i do con ngudri

- Chuin hoéa cac quy trinh NetOps

- Két néi véi CI/CD dé auto-deploy mang theo tirng Ian commit (NetDevOps thit su)

Nhirng cdng cu phé bién ban nén biét:

- Ansible - Agentless, dé hoc, rit manh cho mang.

- Terraform - Khai bao ha ting cloud, nhung ciing ho tr¢ networking théng qua provider.
- Puppet & Chef - Manh & server/app nhung ap dung cho mang hoi han ché.

- SaltStack - Hybrid gitra push/pull, cé thé dung proxy-agent.

Goiy hoc tap & lab:

Bat dau v&i Ansible d€ automate ciu hinh switch/router. Két hop thém Git + GitLab CI dé
xay dung pipeline NetDevOps. Hay thir build playbook dé:

- Backup config dinh ky

- Deploy VLANS theo file CSV

- Tw dong kiém tra 10i security trén ACL

Tom tat bai 1

Néu ban tirng ton 1 gior d€ add mét VLAN, thi chi c¢an vai dong YAML, ban c6 thé lam viéc d6
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trong vai gidy, trén toan mang. Thé gi¢i dang chuyén minh véi Infrastructure as Code - va
mang lwdi cling khdong ndm ngoai cudc choi nay. Ban khong can phai 1a developer d€ lam
DevOps - ban chi can c6ng cu phtt hgp va mindset ty dong hoa.
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So sanh cac coéng cu quan ly cau hinh
cho ha tdng mang: Puppet, Chef,
Ansible, Salt

Ban chon Ansible, Puppet, hay Chef dé tw ddng héa mang?

Trong thé gi¢i dang chuyén minh manh mé sang tw dong hda ha ting, dic biét 1a ha ting
mang (Network Infrastructure), viéc lwa chon céng cu quan 1y cdu hinh (Configuration
Management) pht hgp la mdt quyét dinh chién lwgc. Nhwng ban da bao gio ty hai: Tai sao
Ansible lai dwgc wa chudng hon Puppet, Chef hay Salt trong mang mang (networking)?
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Hay cung 6n lai va kham pha tirng cong cu nhé.

@ Puppet — Lio dai ky cwu (tir 2005)

- Viét bang Ruby, dung manifests d€ dinh nghia c4u hinh.

- Theo mo6 hinh declarative: ban chi cAin mé ta trang thiai mong muén, Puppet sé ty xt 1y
cach dat duorc.

- Agent-based: cin cai phan mém “tac nhan”
router/switch.

- C6 ho trg proxy-agent, nhung van 1 rao can 16n khi trién khai cho thiét bi mang.

1én thiét bi dwoc quan ly = Khong phu hop cho

1! Chef — Dau bép cta ha ting
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- Cling viét bang Ruby, dung recipes va cookbooks.

- C4u trac giong Puppet, cling agent-based, declarative.

- Yéu diém 16n véi gidi NetDevOps 1a can agent trén thiét bi = khé 4p dung trong mang
truyén théng.

el

Campus LAN Data Center

Service Provider Virtual Networking

Ansible — Chan ai ciia anh em NetDevOps

- Viét bang Python, dung playbooks (t4p hop cac task theo kich ban).

- Agentless: khong cin cai gi 1én router/switch = chi cn thiét bi hd tro SSH, REST AP],
NETCONF, SNMP.

- Hoc dé, mé& rong nhanbh, tich hgp dugc véi hang loat san phdm Cisco.

Cac nén tang Cisco ho tr¢g module Ansible:

- ACI, NX-0S, IOS XE, I0S XR, ASA, Meraki, UCS, NSO, Aire0S,...

Ban c6 thé dung Ansible d€ tw dong héa tir campus LAN, datacenter, cloud cho dén nha cung
cip dich vu (SP).

Tai liéu day du tai: https://docs.ansible.com

B SaltStack — Vi min dic biét
- Viét bang Python, ding co ché ZeroMQ dé truyén thong diép.
- Mic dinh van cin agent (minion) trén thiét bi.
- C6 hd trg proxy minion dé diéu khién thiét bi mang khong cai dwoc agent, tuy nhién trién
khai phtrc tap hon Ansible.
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& Vay cong cu nao can tién trinh (process) chay giita controller va thiét bi?

= DPap an dung: agent-based configuration management tools

@ Toém tat bai 2
- Néu ban lam network automation, chon Ansible!
- Puppet/Chef/Salt manh trong mang server/cloud, nhwng thiéu lgi thé trong moi truong
mang vat ly.
- Pirng quén: ban con ¢ thé tw viét module Ansible cho thiét bi cii chi ho trg Telnet hay
SNMP
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