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UNG DUNG CUA MPLS VPN — OSPF

I. Gi6i thi¢u MPLS-VPN: MPLS VPN la mét ung dung duoc trién khai phd bién va rong rai
nhit cua céng nghé MPLS. Su phd bién cua nd duoc phat trién theo cip sé nhan ké tir khi n6
duoc phat minh, va n6 van dang phat trién déu dian. Hau hét cac nha cung cip dich vu mang da
trién khai n6 nhu 1a mot sy thay thé cho frame relay va ATM, la cac dich vu phé bién trude day,
MPLS hién tai dang nhan dugc sy quan tam Ién tir cac cong ty doanh nghiép 16n — nhiing
nguoi ma xem no nhu la bude tiép theo trong thiét ké mang cua ho.

MPLS VPN c6 thé cung cap cac kha ndng mo rong va phan chia mang thanh nhirng mang nho
riéng biét, ma thuong la can thiét cho céc site cua mang doanh nghiép 16n hon, noi ma co 8¢ ha
tang cong nghé thong tin thudng cung cAp mang biét 1ap giita cac phong ban riéng 1¢. Nhiéu
nha cung cip dich vu di chay MPLS VPN nhiéu nim nay thi dang xem xét lién két mang cua
ho v6i mang MPLS VPN cua cac nha cung cap dich vu khic dé cai thién kha ning mo rong va
dé dang trong viéc van hanh mang ctia minh.
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Gi6i thiéu md hinh : Ta mo phong kich ban c¢o hai khac hang muén thué duong truyén MPLS-
VPN cua ISP. Céc router R5 va router R7 1a cac router dau ndi cuia khac hang A (Customer A)
va céac router R6 va RS 1a cac router dau ndi cia khac hang B (Custommer B). Cac router R1,
R2, R3,R4 déng vai tro MPLS cua mot core ISP va s€ thuc hién tao cac duong MPLS-VPN dé
dau ndi giita cac chi nhanh cua cac khach hang A va khach hang B.

Khéch hang A: Chay OSPF véi Process-id 1a 2.
Khach hang B: Chay OSPF v&i Process-id 1a 3.

Sau khi c4u hinh MPLS-VPN yéu cAu mdi chi nhanh cua khach hang phai thay dugc cac subnet
cua nhau trong bang dinh tuyén cua minh, va doi voi khach hang A (VPC phai ping thanh cong
dugc VPCI11) va khach hang B (VPC10 phai ping thanh cong dén VPC12).
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III. C4u Hinh:

1: dit ip cho cac thiét bi:
R1({config)#interface e8/0

R1{config-if)#ip addr

10.0.1.1

R1(config-if)#no shut

R1(config-if)}#interfa
R1{config-if)#ip addr
R1{config-if)#no shutdown

R2(config-if)#ip ad
R2(config-if)#no shutdown
R2(config-if)#interface ed/1

R3(config
R3(config
R3(config
R3(config
R3(config
R3(config
R3(config
R3(config
R3(config

)#interface
-if)#ip add 5
-if)#no shutdown
-if)#interface e0/0
if)#ip add 10.0.4.1 2
f)#no shutd
-if)#interface
-if)#ip add
-if)#no shu

ed/2
10.0.5.1 .

R3(config-i

R4(config
R4(config
R4(config
R4(config
R4(config
R4(config
R4(config
R4(config
R4(config

RS (config
RS (config
RS (config
RS (config
RS (config
RS (config
RS (config

)#interfac
-1T)#ip ad
-if)#no shutd
-if)#interfac
-if)#ip addr
-if)#no shutd
-if)#interfac
-if)#ip addr

}#interface
-if)#ip addr
-if)#no shutdown

-if)#interface ed/1

-if)#ip addr 172.0.1.1 255.255.255.0
-if)#no shutdown

-if)#exit

ed/o
10.0.4.2

R6(config)#interfac

R6(config-if)#ip add

255.2

55.255.0

F6(config-if)#no shutdown
R6(config-if)#interface ed/1
R6(config-if)#ip addr 172.0.2.1 255.255.255.0
R6(config-iT)#no shutd

R6(config-1f)#exit
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(router R6)

R7(config)#interface e®/¢

F.7 (config-if)#ip add

R7(config-if)#no shutd

R7(config-if)#interfac

R7(config-if)#ip address 172.08.3.1 255.255.255.0
R7(config-if)# shutdown

R7(config-if)#exit

RB8(confTig)#interface ed/2

R8(conTig-if)#ip address 18.0.7.2 255.255.255.0
RB8(conTig-if)#no shutdown

RB8(confTig-if)#interface ed/1

R8(config-if)#ip a s 172.0.4.1 255.255.255.0
RB8(conTig-if)#no shutdown

RB(confTig-if)#exit

(router RS8)

1.1 Pat ip loopback cho R1,R2,R3,R4 : dung IP loopback lam router-id cho giao thirc dinh
tuyén dong OSPF.

RI(config)#interface loopback 0
Rl (config-if)#ip add 1.11.1 255.255.255.0

R2(config)#interface loopback 0
R2(config-if)#ip add 2.2.2.2 255.255.255.0

R3(config)#interface loopback 0
R3(config-if)#ip add 3.3.3.3 255.255.255.0

R4 (config)#interface loopback 0
R4(config-if)#ip add 4.4.4.4 255.255.255.0
2. Cau hinh OSPF process-id 1 cho R1,R2,R3,R4:

R1(config)#router ospf 1

R1{config-router)#network 10.0.1.0 ©.0.0.255 area 0
R1({config er)#network 10.8.2.0 08.0.0.255 area 0
R1({config-router)#network 1.1.1.0 0.0.0.255 area 0
R1{config-router)#exit

(router R1)

R2(config)#router ospf 1

R2 (config-router)#network
R2(config-router)#netwo 10.0.3.8 9.0.0.255
R2(config-router)#network 2.2.2.0 0.0.0.255 are
R2(config-router)#exit
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(router R2)

R3{config)#router ospf 1
R3{config-router)#network 10.0.2.0 0.8.08.255 area 0

R3{config-router)#network 3.3.3.0 0.0.0.255 area 0
R3{config-router)#exit

(router R3)

R4 (config)#router ospf 1

R4 (config-router)#network 10.0.3.0 0.0.0.255 area 0
R4 (config-router)#network 4.4.4.0 0.0.0.255 area 0
R4(config-router)#ex

] (router R4)
3. Cau hinh tao MPLS cho R1,R2,R3,R4:

ig)#interface e@/0

if)#mpls ip

if)#interface ed/1
Rl{config-if)#mpls ip
Rl{config-if)#do show mpls interfaces

face P Tunnel BGP Static Operational
] D,/ Yes No No No No

Ethernete/1 5 No No No No

(router R1)

R2(config)#interface e0/0

R2(config-if)#mpls ip

R2(config-if)#interface ed/1

R2(config-if)#mpls ip

R2(config-if)#do show mpls interfaces

Interface IP Tunnel BGP Static Operational
Etherneto/o No No No Mo
Etherneto/1 ] No No No No

(router R2)

Router(config)#hostname R3
R3(config)#interface ed/1
R3{config-if)#mpls ip
R3(config-if)#exit

(router R3)

R4(config)#interface ed/1

R4 (config-if)#mpls ip
R4(config-if)#exit

(router R4)
Kiém tra lgi MPLS da cau hinh trén cdc router bang cdu lénh : “show mpls ldp neighbor”
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R1#sh mpls ldp neighbor
Peer LDP Ident: 2.2.2.2:0; Local LDP Ident 1.1.1.1:0
TCP connection: .2.2.2.61991 - 1.1.1.1.646
State: Oper; Msgs sent/rcvd: 13/13; Downstream
Up time: 80:02:58
LDP discovery sources:
Ethernetd/0, Src IP addr: 18.0.1.2
Addresses bound to peer LDP Ident:
10.0.1.2 2.2.2.2 10.0.3.1
Peer LDP Ident: 3.3.3.3:0; Local LDP Ident 1.1.1.1:0
TCP connection: 3.3.3.3.52595 - 1.1.1.1.646
State: Oper; Msgs sent/rcvd: 12/15; Downstream
Up time: 00:02:24
LDP discovery sources:
Ethernet®/1, Src IP addr:
es bound to peer LDP Ident:
10.0.2.2 A 10.0.5.1

2
2

RS (config)#router ospf 2

R5 (config-router)#network 10.0.4.0 0.0.0.255 area 0
RS (config-router)#network 172.0.1.0 0.0.0.255 area ©
RS (config-router)#exit

R6(config-router)#exit

(router R6)
R7(config)#router ospf 2
R7(config-router)#network 10.0.6.0 0.0.0.255 area ©
R7(config-router)#network 172.8.3.0 0.0.0.255 area ©
R7 (config-router)#exit

(router R7)

(router RS)
5. dat ip cho cac PC (VPC) trén cac site khac hang.
C6 thé dit ip tinh hodc Dynamic thong qua giao thirc DHCP
Tién hanh ping thir Gateway sau khi dat ip xong dé dam bao da dat ding ip.
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VPCS> ping 172.0.1.1

84 bytes from 172.0.1. tt1=255
84 bytes from 172.0.1. tt1=255

84 bytes from 172.0.1. tt1=255
84 bytes from 172.0.1. tt1=255
84 bytes from 172.0.1. tt1=255

6. Tao va chi dinh VRFs cho Router R3 va R4.

R3(config)#ip vrf Consumer A
R3{config-vrf)#rd 65000:1
R3(config-vrf)#route-target both 65000:
R3(config-vrf)#ip vrf Consumer B
R3(config-vrf)#rd 65000:2
R3(config-vrf)#route-target both 65000:Z

router R3
R4 (config)#ip vrf Consumer A
R4(config-vrf)#rd 65000:1
R4 (config-vrf)#route-target both 65000:
R4 (config-vrf)#ip vrf Consumer B
R4 (config-vrf)#rd 65000:2
R4(config-vrf)#route-target both 65000::z

(router R4)

Gan cdc VRF nay vao cdc cong twong ung va tién hanh dat dia chi ip.

R3(config)#interface e0/0

R3(config-if)#ip vrf forwarding Consumer A

R3(config-if)#ip address 16.0.4.1 255.255.255.0

R3(config-if)#interface ed/2

R3(config-if)#ip vrf forwarding Consumer B

R3{config-if)#ip address 10.08.5.1 255.255.255.0

ig-if)#do show ip vrf interfaces

IP-Address VRF Protocol
le.0.4.1 Consumer_ A up
10.0.5.1 Consumer B up

(router R3)
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R4{config)#interface ef/0

P4{cnnfig-if1#ip vrf forwarding Consumer A

% Interface Ethernet®/® IPv4 disabled and address(es) removed due to enabling VRF Cons
umer A

P4{c“nflg if)#ip address 10.0.6.1 255.255.255.0

R4(config-if)#interfa D/2

R4(config-if)#ip vrf forwarding Consumer B

% Interface Ethernet®/2 IPv4 disabled and address(es) removed due to enabling VRF Cons
umer B
R4(config-if)#ip address 18.0.7.1 255.255.255.0
R4({config-if)#do show ip vrf interfaces
Interface IP-Address VRF Protocol
10.0.6.1 Consumer_ A up
10.0.7.1 Consumer B up

(router R4)

7. Cau hinh bat BGP trén router R3,R4 (PE router) va bt tinh ning VPNv4 cho BGP

R3(config)#router bgp 65080

R3(config-router)#neighbor 4.4.4.4 remote-as 65000
R3(config-router)#neighbor 4.4.4.4 update-source loopback ©
R3(config-router)#address-family vpnv4
R3{config-router-af)#neighbor 4.4.4.4 activate
R3(config-router-af)#

(router R3)

R4 (config)#router bgp 65000

R4 (config-router)#neighbor 3.3.3.3 remote-as 65000

R4 (config-router)#neighbor 3.3.3.3 update-source loopback ©
R4(config-router)#address-family vpnv4
R4(config-router-af)#neighbor 3.3.3.3 activate

(router R4)

Kiém tra lai giao thuc BGP vpnv4 thong qua cau lénh “show bgp vpnv4 unicast all
summary”’

R3#show bgp vpnv4 unicast all summary

BGP router identifier 32.3.3.3, local AS number 650008

BGP table version is 1, main routing table version 1

Neighbor v AS MsgRcvd MsgSent Tblver 1InQ OutQ Up/Down State/PfxRcd
10.8.3.2 4 65000 0] 0] 1 0] 6 never Idle

7. Bat dinh tuyén OSPF cho céc site VRF ciia khach hang.
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R3(config)#router ospf 2 vrf Consumer A
R3(config-router)#router-id 10.0.4.1
R3(config-router)#interface e0/0
R3(config-if)#ip ospf 2 area ©

R3(config-if)#router ospf 3 vrf Consumer B
R3(config-router)#router-id 10.0.5.1
R3(config-router)#interface e0/2
R3(config-if)#ip ospf 3 area ©

(router R3)

R4(configl#interface ed/2

R4 (config-if)#no router os 2
R4(conTig)#no router os 3
R4(config)#router ospf 2 vrf Consumer A
R4({config-router)#router-id 10.0.6.1
R4(config-router)#interface ed/0
R4{config-if)#ip ospf 2 area ©
R4(config-if)#router ospf 3 vrf Consumer B
R4(config-router)#router-id 10.8.7.1
R4(config-router)#interface ed/2
R4(config-if)#ip ospf 3 area ©

(router R4)
8. Trén cac router R3,R4 (PE) thuc hién redistribute cac route OSPF cua khach hang vao
BGP.

R3({confTig)#router bgp 65000
R3(confTig-router)#address-ftamily ipv4 vrT Consumer A
R3(confTig-router-af)#redistribute ospf 2
R3({config-router-af)#addr -family ipv4 vrf Consumer B
FR3{config-router-af)#redistribute ospf 3
R3(config-router-at)#

(router R3)

R4 (config)#router bgp 65000
R4 (config-router)#address-family ipv4 vrf Consumer A
R4(config-router-af)#redistribute ospf 2

R4(config-router-af)#ad s-family ipv4 vrf Consumer B
R4(config-router-af)#redistribute ospf 3

(router R4)

Ta bo sung thém cdc cau lénh sau lén router R1,2,3,4.
RI(config)#interface loopback 0

Rl (config-if)#ip ospf network point-to-point
R2(config)#interface loopback 0

R2(config-if)#ip ospf network point-to-point
R3(config)#interface loopback 0
R3(config-if)#ip ospf network point-to-point

R4 (config)#interface loopback 0

R4(config-if)#ip ospf network point-to-point
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Kiém tra lai BGP sau khi redistribute qua cdu lénh sau “show ip bgp vpnv4 all”

R3#show ip bgp vpnv4 all
BGP table version is 13, local router ID is 3.3.3.3
suppressed, d damped, h history, * walid, = best, i - internal,
RIB-failure, S Stale, m multipath, b backup-path, f RT-Filter,
¥ best-external, a additional-path, c RIB-compressed,
Origin codes: i1 - IGP, e - EGP, ? - incomplete
RPKI validation codes: V valid, I invalid, N Not found

Metwork Mext Hop Metric LocPrf Weight
Route Distinguisher: 65000:1 (default for wvrf Consumer A)

= 10.0.4.0/24 0.0.0.0 0] 32768 7
*>i 10.0.6.0/24 4.4.4.4 0] 100 0 7
*= 172.0.1.0/24 10.0.4.2 z0 32768 7
*=i 172.0.3.0/24 4.4.4.4 20 100 0]
Route Distinguisher: 65000:2 (default for Consumer B)

*»> 10.0.5.0/24 0.0.0.0 4] 32768 7
*>i 10.0.7.0/24 4.4.4.4 2] 100 0 7
*=  172.0.2.0/24 10.0.5.2 20 32768 7
*=1 172.0.4.0/24 4.4.4.4 26 100 0 7

9.Kiém tra lai bang dinh tuyén trén cac site khach hang va ping dé kiém tra.

R5#show ip route

es: L - local, C - connecte L static, R - RIP, M - mobile, B
D - EIGRP, EX - EIGRP external, 0 - O0SPF, IA - OSPF inter are
M1 - OSPF NSSA external type 1, N2 - O0SPF NSSA external type
E1l - OSPF external type 1, E2 - OS5PF external type 2

- IS-IS, su - summary, L1 - IS5-IS level-1, L2 - IS-

I5-IS inter : * - candidate default, U - per-user
- ODR, P - periodic downloaded static route, H - NHRP, 1
- replicated route, % - next hop override

Gateway of last resort is not set

10.0.0.0/8 is variably subnetted, 3 subnets, 2 masks
18.0.4.0/24 is directly connected, Ethernet@®/e
10.0.4.2/32 is directly connected, Etherneto/e
16.0.6.0/24 [110/11] via 10.8.4.1, 00:06:50, Ethernet®/e

172.8.8.0/16 is variably subnette 3 subnets, 2 masks
172.08.1.0/24 is directly connected, Etherneto/1
172.8.1.1/32 is directly connected, Ethernet@®/1
172.0.3.6/24 [118/30] via 10.0.4.1, 00:06:50, Etherneto/0

(Bing dinh tuyén Khdch hang A)
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R6#show ip route
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, 0 - OSPF, IA - OSPF inter area
M1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - 0OSPF external type 1, E2 - 0SPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP
+ - replicated route, % - next hop override

Gateway of last resort is not set

10.0.0.0/8 is variably subnetted, 3 subnets, 2 masks
10.0.5.0/24 is directly connected, Etherneté/2
10.0.5.2/32 is directly connected, Etherneté/2
10.0.7.0/24 [116/11] via 1©0.0.5.1, 00:07:03, Etherneto/2

172.0.0.0/16 is variably subnetted, 3 subnets, 2 masks
172.8.2.0/24 is directly connected, Ethernetf/1
172.0.2.1/32 is directly connected, Ethernetf/1
172.0.4.8/24 [110/30] via 18.0.5.1, 00:87:03, Ethernete/2

(Bdng dinh tuyén Khéach hang B)
VPCS> show ip

NAME : VPCS[1]

IP/MASK : 172.0.1.2/24

GATEWAY s 172.0:1.1

DNS -

DHCP SERVER : 172.0.1.1

DHCP LEASE : 86373, 86400/43200/75600
MAC : 00:50:79:66:68:09

LPORT : 20000

RHOST:PORT : 127.0.0.1:30000

MTU : 1500

VPCS> ping 172.0.3.2

bytes from 172.
bytes from 172.
bytes from 172.
bytes from 172.
bytes from 172.

(Ping o Khach hang A)
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VPCS= show ip

NAME . VPCS[1]
IP/MASK ; >.2/24
172.0.2.1

SERYER : 172.08.2.1
DHCP LEASE : 86352, 86400/43200/75600
MAC : 00:50:79:66:68:0a
LPORT : 20000
RHOST:PORT : 127.0.0.1:30000
MTU : 1500

VPCS= ping 172.06.4.2
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icmp se 8 time=3.
icmp seq=4 8 time=5.
icmp se 8 time=6.
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(Ping o Khdch hang B)

Nhu vay tir chi nhanh nay ciia khac hang A da thay duoc chi nhanh con lai ctia khach hang A va
tuong tu voi khach hang B.
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