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Lab: Str dung Postman twong tac voi SD-WAN REST API

1. Mo ta
- Sir dung cong cu Postman tao Collection dé chira cac request xac thuc va 1dy thong
tin tr SD-WAN vManage
- Sir dung cong cu Postman thyuc hién gui cac request dén SD-WAN (vManage) dé
lay thong tin thiét bi, template
- Tir Collection trong Postman, tién hanh tao request dé xac thuc véi vMange
- Sau khi xé4c thyc thanh cong thi tiép tuc tao cac request dé liy thong tin nhing thiét
bi c6 trong Controller
2. Yéu ciu Ky thuat
- (Cai dat cong cu Postman (Bai lab st dung Postman version 9.15.11)
- Két ndi dén SD-WAN vManage, thong tin Vmanage trong bai lab:
% Host: https://sandbox-sdwan-1.cisco.com
% Username: devnetuser
% Password: RG! Yw919 83
- Tao cac requet dé xac thuc, ldy thong tin thiét bi c6 trong SD-WAN
3. Thuc hién

a. Tao moi truong

I4
A ??

St dung Environment trong Postman nhu mét noi dé luu trir “bién” dé c6 thé tai sir

dung & nhiéu noi.
O Postman sé chia lam 2 loai Environments: Local va Global
e Local: Pham vi anh huong chi c6 khi chon dung Enviroments.

e Global: Pham vi anh huéng dén toan bd cac project c6 trong Postman, nhung néu

¢6 2 bién cung tén & Local va Global thi s& vu tién 1iy Local.

Budc 1: B¢ tao modi trudng, ban can vao phan Environment sau d6 an vao dau cong phia

gdc trai
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File Edit View Help

o Home  Workspaces v API Network v Reports  Explore Q_ search Postman <3 & B 0 Q

28 VnPro149 New  Import + 000 No Environment

Globals
O
oo
Environments o
e |
Mock Servers Ud
=} )
You don’t have any environments.
Monitors
An environment is a set of variables that allows
Lja you to switch the context of your requests.

Budc 2: Nhap tén moi truong

@ Fostman - o x
File Edit View Help
o Home  Workspaces ~  APINetwork ~  Reports  Explore Q, search Pastman <5 [ 'Q Upgrade v
#A VnPro149 New Import  [S] New Environment 4+ eee Mo Environment ~ @
S| + = SD-WAN Eny <: Y Fork | 0 A Share oo ®
Gollections
Globals VARIABLE TYPE @ INITIAL VALUE ® CURRENT VALUE s=  PersistAll  ResetAll o
o n
o
ot New Environment e
k4
=
Environments
=)

Mack Servers

Budére 3: Dién thong tin truy cap ctia vManage vao mdi trudng dé co thé sir dung nhiéu noi

@ Postman - o X
file Fdit View Help
o Home Workspaces v APl Network v Reports  Explore Q Search Postman LY e 8 0 ‘Q Upgrade v
23 VnPro149 New Import  [o] SD-WAN Env 4+ eee No Environment v @
5] + = SD-WAN Env %2 Fork | 0 # Share oo ®
Globals VARIABLE TYPE @ INITIAL VALUE © CURRENT VALUE (@ sco  Persist All Reset All o
o n
S
APis R vmanage default v hitps:/fsandbox-sdwan-1.cisco.com  https://sandbox-sdwan-1.cisco.com .
& username default v devnetuser devnetuser S
Sl LS password default v RGLYw919.83 RGLYw919.83

History
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Buéc 4: Nhan save dé luu

@ Postman

file Edit View Help

a Home  Workspaces

2A VnPro149

9 + =

Giobals
&
ot SD-WAN Env
&

Environments

=

b. Xac thuc

o X
APINetwork ~  Reports  Explore Q. Search Postman & S 8 0@ Upgrade
New  Import [=) SD-WAN Env ° + oo No Environment

SO-WANEnY w of Bswe | snare

VARIABLE TYPE © INITIAL VALUE @ CURRENT VALUE © L Persist All Reset All o
vmanage default https://sandbox-sdwan-lcisco.com  hitps://sandbox-sdwan-1.cisco.com
username default cevnetuser devnetuser N
password default RG!_Yw819.83 RG!_Yw919.83

Thong thuong viée dau tién khi chung ta twong tac véi API d6 1a viée xac thyuce. Xac

thuc dé dam bao riang chi nhitng nguoi ding c6 quyén mai co thé truy cap vao APL Ching

ta c6 thé st dung cac tinh ning RBAC dé co thé gidi han quyén truy cap tai nguyén.

Dé hiéu rd hon vé cac xéac thuc ciia CISCO SD-WAN REST APL, ban c6 thé tham

khéo thém tai li¢u trén trang chinh thirc cua Cisco: https://developer.cisco.com/sdwan/

Bwde 1: Tao collection

@ rostman
File Edit View Help

o Home Workspaces

23 VnPro149

5o

> Cisco SD-WAN

API Network

New  Import

= o

X

[ cisco so-wan 4+ cee No Environment

Reports Explore Q se Upgrade

Cisco SD-WAN P share % Fork 0 ®© Wach 0 [3] Run

Authorization  Pre-request Script Tests Variables

This authorization method will be used for every request in this collection. You can override this by specifying one in the request

Type No Auth

joes not use any authorization. Learn more about authorization #

Budc 2: Tao mot request dé xac thuc

Bén trong Cisco-SD-WAN collection, tao mdi API request ddt tén 1a Authentication.

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149



https://developer.cisco.com/sdwan/

CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET
g TRUNG TAM TIN HQC VNPRO
P T DC: 276 - 278 Ung Vén Khiém, P.25, Q.Binh Thanh, Tp Hb Chi Minh
L% ” f@ DT: (028) 35124257

Hotline: 0933427079 Email: vapro@vnpro.org

e Authentication call sir dung phuong thirc POST

e Dé xac dinh dia chi cia vManage chung ta st dung bién méi trudng {{vmanage}}
d3 tao & phan trude. Bién moi trudng sé& dugc thay thé bang gia tri da tao trong moi
truong khi guri request.

e Dia chi ma ching ta tro dén 13 j_check_security

Chon diing méi truong da tao

Reports  Explore Q_ Search Postman &8 & B 0 Q Upgrade ~

i Authentication ] + oo $D-WAN Env ~ @

Authentication [E: NoEnvironment B
|::> SO-WAN Env

POST v &

Params Authorization Headers (8) Body Pre-request Script Tests Settings Cookies <

Query Params

KEY VALUE DESCRIPTION e Bulk Edit
:@'.
<A
Dién request URL
Authentication + o00 SD-WAN Env ~
Authentication v oo 4
POST ~ | {{vmanage}}{j_security_check I
Params Authorization Headers (7) Body Pre-request Script Tests Settings Cookies
Query Params
r.e A A A .
Dud6i phan Headers tab, nhap thong tin Content-Type
Params Authorization Headers (7) Body Pre-request Script Tests Settings Cookies
Headers 6 hidden
KEY VALUE DESCRIPTION ooo Bulk Edit Presets ~
= Content-Type application/x-www-form-urlencoded x
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Thong tin username va password dugc dién vao Body tab vai key 1a j_username va

j_password, phan value goi lai bién trong mdi truong

Params Authorization Headers (8) Body @
none form-data @ x-www-form-urlencoded
KEY

j_username

j_password

Pre-request Script Tests Settings
raw binary GraphQL
VALUE

{{username}}

{{password}}

Cookies

DESCRIPTION ooo  Bulk Edit

Sau khi da dién tat ca nhitng tham s can thiét dé xac thuc voi vManage: dia chi

vManage, phuong thirc, header va body. Nhan niit Send va tra vé két qua nhu sau:

Authentication —+ coa

Authentication

@ Status: 200 OK  Time: 1289 ms  Size: 444 B

POST v {{vmanage}}/j_security_check
Params Authorization Headers (9) Body @ Pre-request Script Tests Settings
Query Params
KEY VALUE
Body Cookies (1) Headers (11) Test Results
Name Value Domain Path Expires
JSESSIONID 8b2ZNHPqi3D sandbox-sdw / Session

SD-WAN Env ~ @
v e Vs
E
Cookies >
DESCRIPTION sas Bulk Edit

Save Response v
HttpOnly Secure

true true

Phan Body s& khong tra vé bat ky thong tin nao va status phai 1a 200 OK. Chu y

phan Cookie s& tra vé JSESSIONID va gia tri bén trong. Thong tin Cookie d6 s& dugc sir

dung dé xac thuc cho lan goi API tiép theo, cookie chi ton tai trong mot khoang thoi gian

nhiy dinh.
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Luwu y: Néu ban str dung SD-WAN vManage cua ¢4 nhan va chua duoc cdu hinh SSL thi

ban phai vao phan File > Setting > tit chirc ning SSL certificate verification

SETTINGS X
General Themes Shortcuts Data Add-ons Certificates Proxy Update About
Request Headers
Trim keys and values in request body OFF Send no-cache header OFF
| SSL certificate verification OFF I Send Postman Token header OFF
Always open requests in new tab OFF Retain headers when clicking on links OFF
Always ask when closing unsaved tabs (@) ON Automatically follow redirects @ on
Language detection Auto v Send anonymous usage data to @ on
Postman
Request timeout in ms 0
Cat hrw lana 3 rannact chaold wesit far o User interface

Budc 3: Phong Ngtra API CSRF

CSRF hay con goi 1a k¥ thuat tdn cong “Cross-site Request Forgery*, nghia 13
k¥ thudt tn coéng gia mao chinh cha thé ctia n6. CSRF néi dén viée tin cong vao ching
thuc request trén web thong qua viéc st dung Cookies. Pay 1a noi ma cac hacker c6 kha

nang sir dung thi thuat dé tao request ma ban khong hé biét.

Tinh ning nay dugc sir dung dé chng k¥ thuat tan cong gia mao (CRSF) co thé xay
ra khi str dung Cisco SD-WAN REST APIs. O day chung ta sir dung crsf token dé phong
chéng CSRF, token nay s& dugc dinh kém trong cac lan goi API va sé thay doi lién tuc
trong phién lam viéc. Néu token dugc sinh ra va token dugc giri 1én ko triung nhau thi loai

bo request.
Tao mot request mdi dé thuc hién léiy Token:

e Su dung phuong thuc Get

e Resource tro dén 1a /dataservice/client/token
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© Postman - o x
File Edit View Help
o Home  Workspaces v APINetwork v  Reports  Explore Q_ search Postman [ ® & 0 ﬁ Upgrade ~
22 VnPro149 New  Import Authentication T Token + SD-WAN Env v @
(b5} + = Cisco SD-WAN |/ Token ¥ e Z B}
Collections
v Cisco SD-WAN
& Althentication [ GET ]v {{vmanage]}/dataservice/client/token | &
APIs
GET Token
Params  Authorization  Headers (6)  Body  Pre-request Script  Tests  Settings Cookies <>
=
Environments Query Params @
KEY VALUE DESCRIPTION oo Bulk Edit
a -
Mock Serves @
Monitors
off Body Cookies (1) Headers (13) Test Results ® 2000k 262ms 5338 Save Response v
Flows D
Pretty Raw Preview Visualize JSON ~ = H Q
9
History 1 AD08526832B18D668F91CESEF062BD7A2212D5DB10520B2AB9A29B678A8F434AD9E455B31

0145EA464C7F594BFBAOL7D44CB

B Q Find and Replace [ Console @ Cookies o Capture requests & Bootcamp Runner T Trash [ @

c. Lay thong tin va trang thai thiét bi SD-WAN

Sau khi da xéc thyc thanh cong va cé duge JSESSIONID cookie, bay gid ban co thé
truy xudt dit liéu tir Cisco SD-WAN REST API.

Budrc 1: Danh sach thiét bi
Pé 14y dugc danh sach thiét bi ching ta sir dung phwong thire GET cling véi resource
dén api endpoint la /dataservice/device. Dir li€u s€ duoc tra vé v6i dinh dang JSON cung

v6i danh sach cua tat ca thiét bi co trong SD-WAN fabric:

AR VnPro149 New Import  GiT Fabric Device SD-WAN Env )
(s} + = oo C ] NAN | Fabric Device . v eme B
Collections 1 2
~ Cisco SD-WAN
& Authentication [GET ] v | smanage)}/dataservice/device I =
APIs
GET Token
Params Authorization Headers (7) Body Pre-request Script Tests Settings Cookies <>
=] GET Fabric Device
T Headers @ 6 hidden
3 ®
KEY N VALUE DESCRIP1 esc  Bulk Edit Presets v
=]
Mock Servers Content-Type application/x-www-form-urlencoded @
Monitors
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Sau khi nhan Send s& tra vé két qua tuong tu nhu hinh:

GET ~  {{vmanage}}/dataservice/device Send ~
Params Authorization Headers (7) Body Pre-request Script Tests Settings Cookies
Headers 6 hidden
KEY VALUE DESCRIPTION coc  BulkEdit Presets v
Body Cookies (1) Headers (13) Test Results @3 Status: 200 OK Time: 268 ms  Size: 6.07 KB Save Response v
Pretty Raw Preview Visualize JSON v = GO a
1 -
2 "header": {
3 "generatedOn": 1649611601403,
4 "viewKeys": {
5 "uniqueKey": [
6 "system-ip"
7 1,
8 "preferenceKey": "grid-Device"
9 3,
10 "columns": [
11 i
12 "title": "Hostname",
13 "property": "host-name",
14 "display": "iconAndText",
15 "iconProperty": "device-type",
16 "hideable": false,
17 "jcon": [
18 1
19 "key": "vmanage",
20 "value"- "images/vmanage tahle nng" Ll

Néu ban khong nhan dugc két qua nhu hinh, kiém tra lai status code da tra vé 200
OK. Nguyén nhan c6 thé do JSESSIONID cookie da hét han, néu viy ban can phai xac

thue lai.
Bwéc 2: Trang thai thiét bi

Request tiép theo duoc tao trong collection duoc goi dé xem thong tin cu thé trang
thai cua tit ca thiét bi trong fabric. Sir dung phwong thirc GET va trd dén resource

/data/device/monitor.
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New  Import Devices Status SD-WAN Env v @
+ | = Devices Status v e B
v Cisco SD-WAN
Authentication GET v Idataservice/device/monitor Send - =
ceT Token . .
Params  Authoriza Headers (7)  Body  Pre-requestScript  Tests  Settings Cookies >
et Fabric Device
Devices Status KEY VALUE DESCRIPTION «  BulkEdit Presets v I @
Content-Type applicationfjson
Body Cookies (1) Headers (13) Test Results @ Status: 200 OK Time: 283ms Size: 216KB  Save Response
Pretty Raw Preview Visualize JSON ~ = 0o Q
1 i
2 "header": {
3 "generatedOn": 1649612773351,
4 "viewKeys": {
5 "uniqueKey": [],
6 "preferenceKey": "grid-MonitorDeviceDetails"
7 i
8 "columns": [
9 i
10 "title": "Status",
11 "property": "status",
12 "display": "icon",
13 "iconProperty": "status-icon",
14 "colorProperty": "status-color",
15 "hideable": false,
@ c apt ©6 mp [ Runner [ Trash  FH

d. Lay thong tin device counters va interface statistics

Neéu ban mudn cé thém thdng tin lién quan dén cac két ndi cua fabric, so6 l1an thiét bi

duoc khoi dong lai va nhiéu thong tin khac. Néu ban tim kiém trong API Documentation,

ban s& tim thay resource /dataservice/device/counters.

Két qua tra vé nhu sau:
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GET Device Counters + oo SD-WAN Env v @
Cisco SD-WAN / Device Counters v 000 s = E
GET v {{vmanzage}}/dataservice/device/counters Send v 2
Params Authorization Headers (7) Body Pre-request Script Tests Settings Cookies <>

Query Params

KEY VALUE DESCRIPTION oo Bulk Edit
Body Cookies (1) Headers (13) Test Results @ Status: 200 OK Time: 1010 ms  Size: 823 B Save Response @
Pretty Raw Preview Visualize JSON v = u] Q
1 I
2 "header": §
3 "generatedOn": 1649613328983
4 t
5 "data": [
6 i
7 "system-ip": "10.10.1.5",
8 "number-vsmart-control-connections": @,
9 "expectedControlConnections": 0,
10 "ompPeersUp": 0,
11 "ompPeersDown": 0,
12 "rebootCount": 3,
13 "crashCount": 0
14 3,
15 1
16 "system-ip": "10.10.1.1", 1

Tiép theo, 14y thong tin s6 liéu thong ké ciia cac interface c6 trong SD-WAN fabric

st dung resource /dataservice/statistics/interface.

» Interfaces Statics B Comments 0 Examples 0 ¥
GET v https://{{vmanage}}:{{port}}/dataservice/statistics/interface m Save ~
Params Authorization Headers (8) Body Pre-request Script Tests Settings Cookies Code

Query Params

KEY VALUE DESCRIPTION o= Bulk Edit

Body Cookies (1) Headers (10) Test Results Status: 200 0K Time: 2.695  Size: 557.76 KB Save Response v

Pretty Raw Preview Visualize JSON w 5 r- Q
1 B
2 “header”: {

3 "generatedOn": 1584780919293,

4 “viewKeys": {

5 “uniqueKey": [],

6 “preferenceley™: "grid-raw_interfacestatistics”
7 1

8 “columns”: [

9 {

10 “title": “Entry_time",

11 “property”: "entry_time",

12 “displayFormat™: "DD MMM YYYY h:mm:ss A z",
13 “inputFormat”: “unix-time",

14 “dataType"”: "date"

15 1,

16 {

17 "title”: "StatCycleTime",

18 “property”: “statcycletime",

19 “displayFormat™: "DD MMM YYYY h:mm:ss A z",
20 “inputFormat": “unix-time",

21 "dataType": "date"
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