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Tu ddng hda mang & server bang
Ansible — Playbook dau tién cda ban!

Ban tirng nghi rang tw dong hoa 1a chuyén "dev-only"? Dirng voi! Ansible dang mé& ra canh
cra mé&i cho anh em network & infra engineer. Cung kham pha cach Ansible van hanh,
khéng chi cho server ma ca thiét bi mang Cisco.
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Ansible hoat ddng nhu thé nao?

1. Véi Linux Server truyén théng:

- Control host (may diéu khién): Cai Ansible + Python + SSH.

- Remote host: Chi cadn SSH va Python (khéng cén cai agent).

- Khi chay Playbook:
+ Ansible SSH vao thiét bi tir control host.
+ Glri module Python sang remote host — thyc thi — xoa sau khi xong.
+ Qua trinh nay lap lai cho tirng task dinh nghia trong playbook.

Vi du:

ansible-playbook -i inventory.ini update_linux.yml

2. Véi thiét bi mang (Cisco, Juniper...):

- Khéng gtri code xudng thiét bi!

- Moi module Python dworc thuyc thi trwe tiép trén control host.

- Ansible twong tac qua SSH, NETCONF hoac REST API — gtti config hoac lay trang thai thiét
bi.

So sanh dé hiéu:

> Giéng nhw ban go 1énh trén terminal SSH vao router, nhwng gio ban lam diéu d6 cho hang
chuc thiét bi cuing luc, chi bang vai dong YAML.

C4u tric project Ansible co ban:

F— inventory # Danh sach thiét bi
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F— view_push_snmp.yml # Playbook chinh
L— ansible.cfg ~ # (Tuy chon) file c4u hinh

Giai phau mot Playbook:

- name: Push SNMP Config
hosts: iosxe
connection: network_cli
gather_facts: no

tasks:
- name: Enable SNMP community
ios_config:
lines:
- snmp-server community vnpro ro

Giai thich:

- name: tén cda play, xuit hién khi chay.

- hosts: nhém thiét bi trong file inventory.

- connection: kiéu két noi (network_cli, httpapi...).

- tasks: cac tac vu dwoc thuwe hién tuin tuw.

- ios_config: mot module gitip giri dong 1énh dén thiét bi Cisco 10S XE.
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- Cac module cta Ansible idempotent - nghia 1a ban chay 100 I4n cling chi thay d6i 1 1an néu
can thiét.
- Mbi task = 1 hanh ddng cu thé, thuc hién qua module.

Cach chay Playbook:
ansible-playbook -i inventory view_push_snmp.yml
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Mot s6 bi quyét khac:

- Mic dinh Ansible dung /etc/ansible/hosts néu ban khong chi dinh -i.

- Ban c6 thé export bién mdi trwedng ANSIBLE_INVENTORY hodc ghi ciu hinh trong
ansible.cfg.

Cau haéi 6n tap:
1. Lénh nao dung dé chay playbook? — ansible-playbook
2. Hai file nao 1a tdi thi€u can c6? — inventory file & playbook

Goi y thuc hanh:

1. Cai Ansible trén VM Ubuntu.

2. Tao mot inventory.ini chira IP ciia mot router Cisco.
3. Viét view_push_snmp.yml d€ giri c4u hinh SNMP.

4. Chay playbook va quan sat phan hoi!

Tém tét bai 1:

Ansible khong chi danh cho dev - dy la cong cu tuyét voi cho moi ha tang, tir may cha Linux
dén router Cisco. Viét vai dong YAML, chay mo6t dong 1énh, ban da trién khai ciu hinh cho ca
hé théng. D6 1a sirc manh ctia automation hién dai!
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GIO|1 THIEU ANSIBLE - MOT CHAM TU
DONG HA TANG MANG

Anh em con loay hoay viét tay c4u hinh switch, router méi 1an deploy? Ban da tirng wéc c6
mot cong cu "khong can cai agent”, van diéu khién thiét bi Cisco cwc ngot qua SSH? Xin gidi
thiéu: ANSIBLE - thén kiém cta gi¢i Network Automation.

playbook. yml .
Ansible

—— ' Ansible
-—=p s Workstation

Vi sao Ansible "ngon" cho mang?

Khong giong Puppet hay Chef yéu ciu cai agent trén thiét bi (ma nhiéu thiét bi mang khong
hé tro), Ansible dung SSH va Python modules, chay tir may diéu khién (Ansible control
node) nhw mot workstation Linux - khéng can agent!

Ban viét "playbook" bang YAML (cwc dé doc, khong cén 14p trinh), chay 1a Ansible:
- SSH vao router/switch

- Gri command hoic file cdu hinh

- Lay output vé, so sdnh v&i trang thadi mong mudn (desired state)

- Néu léch => ty dong stra

~ Tw dong hoa ttr Cisco ISR, Catalyst, Nexus, t&i ca cloud-managed switch, SD-WAN,
campus, data center.
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Céc thanh phan quan trong trong Ansible:

1. Playbook
La noi chita cac nhiém vu tw ddng, viét bang YAML. Dé doc, dé viét, phtt hop véi ca nguoi
khong biét 14p trinh. Diing module (viét sn bang Python) dé twong tac véi thiét bi.

- name: Push config to Cisco device
hosts: switches
gather_facts: no
tasks:
- name: Configure hostname
ios_config:
lines:
- hostname VNPRO-SW01

2. ansible.cfg

File ciu hinh chinh (& thw muc hién tai, home, hodc /etc/ansible). Ban cé thé diéu chinh
SSH, dwdng dan module, quyén sudo tai day.

3. Inventory file

Danh sach thiét bi cin quan ly (theo nh6m). Mac dinh la file 'hosts’, ban c6 thé tao riéng theo
dw an.

[switches]
10.1.1.1
10.1.1.2

[routers]
192.168.1.1 ansible_user=admin ansible_password=cisco123
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[iosxe] name: PLAY 1 - View and Deploy SNMP
csrikv-1 hosts: iosxe 1
e lky > connection: network cli

gather facts: no B

tasks:
— name: TASK ONE - SHOW SNMP COMMUNITY
ios command:

commands: show snmp community

- name: TASK TWO - MANAGE SNMP
HeSicOnEIcgi:
commands :
— snmp-server community public RO
- snmp-server community private RW

U'ng dung manh mé trong mang

Quan ly cau hinh:

- P4y config 1én hang loat thiét bi (template bang Jinja2)
- D& dang backup, rollback

Kiém tra & thu thap dit liéu:
- Kiém tra trang théi thiét bi c6 dung "desired state" khong
- Thu thap théng tin show command (e.g. show version, show vlan)

Bao cdo tr dong va compliance:
- GOp dir liéu diu ra thanh bao cao
- Kiém tra tun tha policy mang dinh ky
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— name: PLAY 1 - Deploy SNMP on routers
hosts: iosxe

connection: network cli
gather facts: no

tasks:
— na.ue€: TASK ONE - YOUR TASK NAME HERE
MODULE NAME:
keyl: valuel
key2: value
— name: TASK TWO - MANAGE SNMP
ios config:
commands :
- snmp-server community public RO
- snmp-server community private RW

Ansible trong moi trwo'ng doanh nghiép

Ban c6 thé bat dau véi Ansible CLI, nhung d€ scale cho ca team, cAn giao dién va tinh nang
quan ly nang cao.

%’ Giai phap: Ansible AWX hoic Ansible Tower
- AWX: ban mi nguén m&, twong tw Fedora
- Tower: ban thwong mai, twong tw Red Hat Enterprise Linux

Tinh nang néi bat:

- Giao dién Ul dep, dé& quan ly

- Tich hgp RBAC (phan quyén theo vai tro)

- API REST day du

- Logging & béo cdo két ndi véi hé thong SIEM
- Quan ly credentials an toan

- Tich hgp Git dé CI/CD playbook
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Flag that points to inventory
1

S ansible-playbook -i inventory

Playb?ok file
1

view push snmp.yml

1
Ansible playbook program Inventory file

Tong két

Ansible chinh 1a chiéc ciu n6i don gidn, manh mé gidp NetOps tién hoa thanh NetDevOps.
Ban khong can phai hoc 14p trinh phirc tap, chi can hiéu dwoc ciu tric YAML va vin hanh
theo tirng buéc. Du ban dang ciu hinh switch access VLAN, hay push chinh sach BGP trén hé
thong DC, Ansible déu c6 thé tw dong héa quy trinh d6 - nhanh hon, chudn hon va téi st

dung dé dang.

~ Néu ban dang can tai liéu mau YAML, playbook mau cho Cisco hodc lab thwc hanh thi
comment hoic inbox, team NetCenter ctia VnPro sé chia sé mién phi cho cong dong

Automation Viét Nam!
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