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Lab: Sir dung thw vién trong Python dé lay danh sach thong
tin cac thiét bi trong Fabric SD-WAN ciia Cisco

1. Mo ta
- Hoc vién thuc hién két ndi dén Sandbox SD-WAN (vManage), viét code dé 1y danh
sach thong tin cac thiét bj bang ngdn ngit Python.
2. Yéu chu Ki thuit
- Cai dat thu vién requests trén may tinh.
- Két ndi dén SD-WAN vManage, thong tin Vmanage trong bai lab:
% Host: https://sandbox-sdwan-1.cisco.com
% Username: devnetuser
% Password: RG! Yw919 83

- Viét code bang Python thyc hién yéu cau:
+ DPang nhép va x4ac thuec.
+ GET requests, POST requests.
+ LAy danh sach thong tin cac thiét bi trong Controller.

3. Cac buédc thuce hién

s Cai dit thu vién requests
Bai lab st dung IDE Pycharm

Vao phan Python Packages tim kiém thu vién requests va click install, thu vién s&

duoc install vao virtualenv
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B e Edit View Navigate Code Refactor Run ool VCS Window Help Lab_SDWAN - mair - 8 x
Lab_SDWAN main.py &z~ man v B 2% Q >
Project w BT - & — main.py

Lab_SDWAN v

W Project

main.py
External Libraries

Scratches and Consoles

Python Packages o —

requests

9]

* Installed (0 found)
requests Documentation latest ¥ Install

¥ PyPI repository (436 found)

requests

requests-oauthlib

requests-toalbelt R

requests-awsdauth equeSts

requests-file

requests-maock

requests-futures

aws-requests-auth

requestsexceptions >»> import requests

Requests is a simple, yet elegant, HTTP library.

requests-kerberos 33> r = requests.get('https:// s', auth=("us:

grequests > r.status_code

requests-unixsocket 200

robotframework-requests

requests-html

requests-cache

requests-pkes12

requests-oauth

g requests-aws-sign

€ Requests-OpenTracing

3 requests-async

* ts-http-signature
a

%= Structure

=7000 @ Problems B Terminal | # Python Packages | % Python Console Q Event Log
ul 11 CRLF UTF-8 4spaces Python 3.8 (Lab SDWAN) ‘i

Néu ban st dung IDE khac, khong phai Pycharm va virtualenv trong Pycharm

Truy cAp CMD nhap 1énh python -m pip install requests, can than cht y phién ban
python va pip st dung dé cai dat thu vién

Command Prompt

C:\Users\huyQuang>python -m pip install requests
Collecting requests

Using cached requests-2.27.1-py2.py3-none-any.whl (63 kB)
Requirement already satisfied: charset-normalizer~=2.0.0 in c:\users\huyquang\appdata\local\programs\python\pyth
on38\1lib\site-packages (from requests) (2.0.12)
Requirement already satisfied: idna<4,>=2.5 in c:\users\huyquang\appdata\local\programs\python\python38\lib\site
-packages (from requests) (3.3)
Requirement already satisfied: urllib3<1.27,»>=1.21.1 in c:\users\huyquang\appdata\local\programs\python\python38
\lib\site-packages (from requests) (1.26.9)
Requirement already satisfied: certifi>=2017.4.17 in c:\users\huyquang\appdatallocal\programs\python\python38\1li
b\site-packages (from requests) (2021.10.8)
Installing collected packages: requests
Successfully installed requests-2.27.1

C:\Users\huyQuang>_

< Ding nhap va xac thuc bang Python code

Chung ta s& xdy dung cac ham va class trong Python dé dang nhap va xac thuc, loi

thé ctia viéc sir dung ham va class la vi¢c tai st dung duoc code.
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Xay dung ham authentication

Bwéc 1: Pau tién ban can xac dinh api endpoint can tré dén, https:/{{vmanage}} va sau

d6 dén phan resource /j_security check. Gia tri d6 s& duoc luu trong mot bién riéng biét:

o Bién base url_str duoc dung dé chira vManage endpoint ¢ dinh dang chudi (string)

o Bién login_action chura dia chi resource login

Buére 2: Chi dinh username va password trong mot bién khéc tén 1a login_data, ca 2 duoc

luu dudi dang cap key value hay con goi 1a dictionary trong Python.

Téng két ching ta c6 3 bién duoc dinh nghia:

base url str = f'https://{vmanage ip}'

login_action ='/j_security check’

login_data = {'j username': username, 'j password' : password}

Endpoint va resource dugc chia thanh hai bién khac nhau. Néu mot trong hai can
thay ddi, ban chi can thay doi & mot bién cu thé.
Bwéc 3: Tiép theo ban can két hop 2 bién d6 lai dé hoan thanh login URL. Tén bién 1a

login_url duoc két hop lai bai base url_str va login_action.

login_url = base url str + login_action

Buwéc 4: Dé md ra mot session méi trong Python, chiing ta st dung phuong thirc session

trong thu vién requests. Cung voi phuong thue POST va thong tin j_username, j_password
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cua bién login_data dé gui request dén vManage. Va néu ban khong muodn ki€ém tra chiing

chi tu ky (self-signed certificates) thi c6 thé chuyén option verify thanh False.

sess = request.session()

login response = sess.post(url=login_url, data=login_data, verify=False)

Buéc 5: Chung ta can chi dinh rd khi ham login giri request di s& tra vé thanh cong hay
that bai. Khi xac thuc thanh cong ham sé& tra vé 200 OK nhung khong c6 bat ky dir liéu

nao, khi xac thuc that bai Python s€ tra vé Login Failed trén man hinh va thoat khéi ham.

if b'<htmI>' in login_response.content:
print ("Login Failed")
sys.exit(0)

Ham authentication sau khi hoan thanh

Ban da xay dung duoc mot ham dé login va xac thuc véi Cisco SD-WAN. Ham s¢€

can nhitng tham s6 dau vao sau: dia chi vManage, uername va password
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Code:

def login(vmanage ip, username, password):

nan

"""Login to vmanage

base url_str = f'https://{vmanage ip}'

login _action ='"/j_security check'

login data = {'j username' : username, '] password' : password}

login_url =base url str + login_action

sess = requests.session()

login_response = sess.post(url=login_url, data=login_data, verify=False)

if b'<htmI>' in login_response.content:

print ("Login Failed")
sys.exit(0)
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Két qua tra vé khi khai bao sai password va login thit bai:

@ File Edit View Navigate Code Refactor Run Tools VCS Window Help Lab_SOWAN - main.py - o X

Lab_SDWAN [ main.py o~ S main~v b B Q >

8 Py @ T T 8 — iamanpy

£ © ' Lab sDWAN if b'<html>" in login_response.content: L A A v

L] . . . .

# main.py print(“Login Failed")
> Il External Libraries it(0)
0 Scratches and Consoles Sys.exi
p| if __name__ == '__main__':
login("sandbox-sdwan-1.cisco.com", "devnetuser", "RG!_Yw919_833")

o —

Run: main

L:\Trainning\Lab_SDWAN_REST-API\Lab_SDWAN\Scripts\python.exe "C:/Users/huyQuang/OneDrive - VLG/Desktop/Lab_SDWAN/main.

>t
, 4 L:\Trainning\lLab_SDWAN_REST-API\Lab_SDWAN\lib\site-packages\urllib3\connectionpool.py:1043: InsecureRequestWarning: Un
— warnings.warn(
e ® . X
g .| Login Failed _<::I
i) .. _ _
* 5 Process finished with exit code @
8
=

¢ GET requests trong Python

Phén nay s& xdy dyng mot ham tén get_request() goi di liéu tir vManage REST APL
Ham s& nhan vao 2 tham sb d6 1a dia chi ip ciia vManage va resource dé tro dén data muén

liy. phan resource d6 s& dugc dat trong tham s tén mount_point.

Buwdée 1: Dinh nghia URL

url = f'https://{vmanage ip}/dataservice/{mount point}'

Bwéc 2: Str dung phuong thite GET dé thuc hién call api va luu trit trong bién response

response = requests.request("GET", url, verify=False)

data = response.content

return data
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Budére 3: Két hop lai dé xay dung ra mot ham get_request() hoan chinh:

def get_request(vmanage ip, mount_point):
"""GET request"!”l
url = f'https://{vmanage ip}/dataservice/{mount_point}'

response = requests.request("GET", url, verify=False)
data = response.content

return data

% POST requests trong Python
Tao mot ham post_request(), ham ndy s& nhan vao nhitng tham sé sau:

e Dia chi ip vManage

e Resource dé goi API

e Payload

e Phan Content-Type & phan header dugc thyc thi dudi dang application/json

Budc 1: Dinh nghia URL

url = f'https://{vmanage ip}/dataservice/{mount point}'

Buwéc 2: Payload data s& duoc giri di cung voi request dugc 1ay ty tham sé dau vao cia

ham post_requests()

def post_request(vmanage ip, mount point, payload, headers={'Content-Type":

'application/json'}):
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url = f'https://{vmanage ip}/dataservice/{mount_point}'

payload = json.dumps(payload)

Bwéc 3: Sir dung phuong thitc POST goi api va dit liéu tra vé duoc luu trir trong bién

response. Phuong thire json() duogc sir dung dé dinh dang lai dit liéu tra vé cho ngudi ding.

response = requests.request("POST", url, data=payload, headers=headers,
verify=False)
data = response.json()

return data

Buéc 4: Két hop lai dé xay dung ra mot ham post_request() hoan chinh:

1

def post_request(vmanage ip, mount point, payload, headers={'Content-Type'":
'application/json'}):

"""POST request"""

url = f'https://{vmanage ip}/dataservice/{mount_point}'

payload = json.dumps(payload)

response = requests.request("POST", url, data=payload, headers=headers,
verify=False)
data = response.json()

return data

% Xay dung rest_api_lib Python class
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Chung ta di xay dung duoc 3 ham dé c6 thé tai st dung lai khi twong tic véi

vManage REST API:

o login()
o get request()

o post_request()
Trong phan nay ching ta s& tao ra class dau tién trong chuong trinh.

Class trong Python dugc dinh nghia cho mot doi tuong bao gém mot tap cac
attributes (thudc tinh) dac trung cho tat ca cac dbi twong cua 16p. Attributes gdm: data

members va methods dugc goi thong qua ky hiéu dau cham.

Ham __init _ 1a method déc biét, goi la constructor. Ham nay dugc Python ty dong
goi khi mgt instance maé1 dugc tao ra. Self dai dién cho mdt instance ciia mot class, ban c6

thé truy cép cac thudc tinh va cac phuong thirc ciia class thong qua self.
Thuc hién:

Ban s€ khéi tao phuong thuc _ init  cung véi cac thudc tinh cho dia chi ip
vManage, mot dict rong duoc tao ra danh cho REST API session va s& dugc khoi tao &

ham login.

Tiép theo, ban can dinh nghia cac phuong thirc ciia class rest_api_lib. Ban ¢ thé sir

dung lai cac ham d3 duogc dinh nghia ¢ phan trude login(), get_request(), post_request().

Ban s& can phai chinh stra lai cac ham d6 dé c6 thé ghép vao class. Mdi phuong thic
trong Python class can ¢ tham sé self duoc truyén vao input. Ban ciing can phai luu giit

lai gia tri session dé c6 thé sir dung nd cho cac phuong thic sau cua class.

Sau khi da két hop tat ca cac ham cling nhu tham s6, ta s& c6 duoc class rest_api_lib

nhu sau:

class rest_api_lib:
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def init (self, vmanage ip, username, password):

self.vmanage ip = vmanage ip
self.session = {}

self.login(self.vmanage ip, username, password)

def login(self, vmanage ip, username, password):

"""Login to vmanage

base url str = f'https://{vmanage ip}/dataservice/{mount point}'

login_action ='"/j_security check’

#Format data for loginForm

login_data = {'j username' : username, | password' : password}

#Url for posting login data
login_url = base url str + login_action

url = base url_str + login_url

sess = requests.session()
#If the vmanage has a certificate signed by a trusted authority change verify to
True

login_response = sess.post(url=login_url, data=login_data, verify=False)

if b'<htmI>' in login_response.content:

print ("Login Failed")

sys.exit(0)

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149




CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET
TRUNG TAM TIN HQC VNPRO
ﬂP!IQ@ PC: 276 - 278 Ung Van Khiém, P.25, Q.Binh Thanh, Tp Ho Chi Minh

DT: (028) 35124257 | Hotline: 0933427079 Email: vpro@vnpro.org

self.session[vmanage ip] = sess

def get request(self, mount point):
"""GET request"""
url = f'https://{self.vmanage ip}/dataservice/{mount point}'
#print url
response = self.session[self.vmanage ip].get(url, verify=False)
data = response.content

return data

def post request(self, mount point, payload, headers={'Content-Type":
'application/json'}):
"""POST request"""
url = f'https://{self.vmanage ip}/dataservice/{mount point}'

payload = json.dumps(payload)
print (payload)

response = self.session[self.vmanage ip].post(url=url, data=payload,
headers=headers, verify=False)
data = response.json()

return data
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