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LAB - STP TOOLKIT

I. So do

SW3

Hinh 1: So d6 bai Lab

Mo ta:
- SW3 déng vai tro 1a access - switch giao tiép truc tiép v6i nguoi ding dau cubi.
- Cac switch SW1 va SW2 1a cac Distribution Switch.

- Trén so d6 nay, hoc vién s€ thyc hanh céc tinh nang STP Toolkit.

I1. Yéu ciu
2.1. Céu hinh trunking
- CAu hinh tat ca cac dudng ndi giita cac switch thanh cac duong trunk Dot1Q.
- Cac duong trunk nay phai duoc thiét 1ap tinh va tat DTP.
Cadu hinh:
Trén SW1:

SW1 (config)#interface range £0/20,£0/24
SW1 (config-if-range) #switchport trunk encapsulation dotlg

SW1 (config-if-range) #switchport mode trunk

SWl (config-if-range) #switchport nonegotiate

Trén SW2:

SW2 (config) #interface range £0/22,£0/24

SW2 (config-if-range) #switchport trunk encapsulation dotlqg
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SW2 (config-if-range) #switchport mode trunk

SW2 (config-if-range) #switchport nonegotiate

Trén SW3:

SW3 (config)#interface range £0/20,£0/22
SW3 (config-if-range) #switchport trunk encapsulation dotlg

SW3 (config-if-range) # switchport mode trunk

SW3 (config-if-range) # switchport nonegotiate

Kiém tra:

Thuc hién kiém tra r?mg cac duong trunk da duoc thiét 1ap gifra cac switch:

SWl#show interfaces trunk

Port Mode Encapsulation Status Native vlan
Fa0/20 on802.lgtrunking 1

Fa0/24 0on802.lgtrunking 1

(...)

SW2#show interfaces trunk

Port Mode Encapsulation Status Native vlan
Fa0/22 on802.lgtrunking 1

Fa0/24 0on802.lgtrunking 1

(...)

SW3#show interfaces trunk

Port Mode Encapsulation Status Native vlan
Fa0/20 on 802.1qg trunking 1
Fa0/22 on 802.1q trunking 1

(..)

2.2. Ciu hinh VTP
- SWI1, SW2: Server; SW3: Client.
- Domain name: vnpro.
- Password: cisco.

- Trén SW1, tao VLAN 10, 20. Kiém tra rang cac VLAN nay di lan truyén dén
duoc tat ca cac switch.
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Céu hinh:
CAu hinh VTP trén cac switch:

SW1 (config) #vtp domain wvnpro

SW1 (confiqg) #vtp password cisco

SW2 (config) #vtp domain wvnpro

SW2 (config) #vtp password cisco

SW3 (config) #vtp mode client
SW3 (config) #vtp domain vnpro

SW3 (config) #vtp password cisco

Tao VLAN trén SWI:

SW1 (config)#vlan 10
SW1 (config-vlan) #exit
SW1l (config) #vlan 20

SW1 (config-vlan) #exit

Kiém tra:

Kiém tra trang thai VTP trén cac switch:

SWli#show vtp status

VTP Version capable : 1 to 3

VTP version running 1

VTP Domain Name T vnpro

VTP Pruning Mode : Disabled

VTP Traps Generation : Disabled
Device ID : c062.6b69.8280

Configuration last modified by 0.0.0.0 at 3-1-93 00:14:18

Local updater ID is 0.0.0.0 (no valid interface found)

Feature VLAN:

VTP Operating Mode : Server
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Maximum VLANs supported locally : 1005

Number of existing VLANS |

Configuration Revision : 2

MD5 digest : OxFC 0xD0O 0x8C 0x33 0x8D 0xD9

0xE3 0x65 0x76 0x47 0x44 0x10
OXFE 0x67 0xCB 0OxEb5

SWli#show vtp password

VTP Password: cisco

SW2#show vtp status

VTP Version : running VTPl (VTP2 capable)

Configuration Revision : 2

Maximum VLANs supported locally : 1005

Number of existing VLANs : 7

VTP Operating Mode : Server

VTP Domain Name : vnpro

VTP Pruning Mode : Disabled

VTP V2 Mode : Disabled

VTP Traps Generation : Disabled

MD5 digest : OxFC 0xD0 0x8C 0x33 0x8D 0xD9
0xE3 0x65

Configuration last modified by 0.0.0.0 at 3-1-93 00:14:18

Local updater ID is 0.0.0.0 (no valid interface found)

SW2#show vtp password

VTP Password: cisco

SW3i#show vtp status

VTP Version capable : 1 to 3

VTP version running H

VTP Domain Name : vnpro

VTP Pruning Mode : Disabled

VTP Traps Generation : Disabled
Device ID : c062.6b35.2c80

Configuration last modified by 0.0.0.0 at 3-1-93 00:14:18
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Feature VLAN:

VTP Operating Mode : Client

Maximum VLANs supported locally : 1005

Number of existing VLANs |
Configuration Revision : 2
MD5 digest : O0xFC 0xD0O 0x8C 0x33 0x8D 0xD9

0xE3 0x65 0x76 0x47 0x44 0x10
OXFE 0x67 0xCB 0OxE5

SW3i#show vtp password

VTP Password: cisco

Cau hinh VLAN da duoc dong bo giira cac switch:

SWl#show vlan brief

VLAN Name Status Ports

1 default active Fa0/1, Fa0/2, Fa0/3, Fa0/4
Fa0/5, Fa0/6, Fa0/7, Fa0/8
Fa0/9, Fa0/10, Fa0/11, Fa0/12
Fa0/13, Fa0/14, Fa0/15, Fa0/16
Fa0/17, Fa0/18, Fa0/19, Fa0/21
Fa0/22, Fa0/23, GiO/1l, Gi0/2

10 VLANOO1O0 active
20 VLANO0OO020 active
1002 fddi-default act/unsup

1003 token-ring-default act/unsup
1004 fddinet-default act/unsup

1005 trnet-default act/unsup
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SW2#show vlan brief

VLAN Name Status Ports

1 default active Fa0/1, Fa0/2, Fa0/3, Fa0/4
Fa0/5, FaO/6, FaO/7, Fa0/8
Fa0/9, Fa0/10, Fa0/11, Fa0/12
Fa0/13, Fa0/14, Fa0/15, Fa0/1l6
Fa0/17, Fa0/18, Fa0/19, Fa0/20
Fa0/21, Fa0/23, Gi0/1, Gi0/2

10 VLANOO1O active
20 VLANO0OO020 active
1002 fddi-default act/unsup

1003 token-ring-default act/unsup
1004 fddinet-default act/unsup

1005 trnet-default act/unsup

SW3#show vlan brief

VLAN Name Status Ports

1 default active Fa0/1, Fa0/2, Fa0/3, Fal0/4
Fa0/5, Fa0/6, Fa0/7, Fa0/8
Fa0/9, Fa0/10, Fa0/11, Fa0/12
Fa0/13, Fa0/14, Fa0/15, Fa0/16
Fa0/17, Fa0/18, Fa0/19, Fa0/21
Fa0/23, Fal0/24, Gi0/1, Gi0/2

10 VLANOO1O0 active
20 VLANOO020 active
1002 fddi-default act/unsup

1003 token-ring-default act/unsup
1004 fddinet-default act/unsup

1005 trnet-default act/unsup
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2.3. Ciu hinh STP

- Cau hinh dam bao SW1 1am Root — SW, SW2 lam backup Root trén cac VLAN
da tao.

Cdu hinh:

SW1 (config) #spanning-tree vlan 1,10,20 root primary

SW2 (config) #spanning-tree vlan 1,10,20 root secondary

Kiéem tra:

Thuc hién kiém tra trén VLAN 10:

SWl#show spanning-tree vlan 10
VLANOO10
Spanning tree enabled protocol ieee
Root ID Priority 24586
Address c062.6b69.8280
This bridge is the root

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 24586 (priority 24576 sys-id-ext 10)
Address c062.6b69.8280
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Aging Time 300 sec

Interface Role Sts Cost Prio.Nbr Type
Fa0/20 Desg FWD 19 128.22 P2p
Fa0/24 Desg FWD 19 128.26 P2p

SW2{#ishow spanning-tree vlan 10
VLANOO10
Spanning tree enabled protocol ieee
Root ID Priority 24586

Address c062.6b69.8280




CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET
TRUNG TAM TIN HQC VNPRO
m]PW@ PC: 276 - 278 Ung Van Khiém, P.25, Q.Binh Thanh, Tp H6 Chi Minh

DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

Cost 19
Port 26 (FastEthernet(0/24)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 28682 (priority 28672 sys-id-ext 10)
Address fdac.clc9.a600
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Aging Time 300 sec

Interface Role Sts Cost Prio.Nbr Type
Fa0/22 Desg FWD 19 128.24 P2p
Fa0/24 Root FWD 19 128.26 P2p

SW3#show spanning-tree vlan 10
VLANOO10

Spanning tree enabled protocol ieee

Root ID Priority 24586
Address c062.6b69.8280
Cost 19
Port 22 (FastEthernet0/20)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32778 (priority 32768 sys-id-ext 10)
Address c062.6b35.2c80
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Aging Time 300 sec

Interface Role Sts Cost Prio.Nbr Type

Fa0/20 Root FWD 19 128.22 P2p

Fa0/22 Altn BLK 19 128.24  P2p
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Két qua kiém tra cho thay trén VLAN 10, SW1 d6ng vai trd root switch. Quan sat
gia tri priority cua cac switch co the thay rang SW2 dong vai tro secondary root switch.

Co6 thé thuc hién kiém tra tuong tu trén cdc VLAN con lai.

Két qua hoi tu STP trén 3 VLAN 1, 10 va 20 cua cac switch duoc thé hién nhu
hinh 2:

Swi1 Sw2

Secondary
Root

Chu thich: R — Root port
D — Desianated port

SW3

Hinh 2: Két qua héi tu STP trén VLAN 1, 10 va 20
Véi két qua hoi tu nay, co thé thady SW3 c6 hai duong uplink 1én SW1 va SW2.
Trong do, dudng uplink di 1én SW1 la dudong chinh va duong uplink di [én SW2 déng vai
tro du phong.
2.4. STP Toolkit (1)

- Trén SW3 thuc hién gan mot s6 cong vao cac VLAN 10 va 20 vira tao theo phan
bo cong dugc chi ra trén bang 1. Cac cong nay sé dugc st dung dé két ndi dén cac end —
user dau cudi.

Bdng 1: Phén b6 cdc cong vao cic VLAN trén SW3

VLAN Cac interface
10 FO/1 —F0/13
20 F0/14 — F0/18, F0/24

- Céu hinh dé cac end - user port ndy c6 thé duogc sir dung ngay lap tirc khi két ndi
thanh cong ma khong can phai trai qua cac khoang thoi gian delay.

Céu hinh:

Gan cong vao cac VLAN theo phan b cong trén bang 1:
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SW3 (config) #interface range f0/1 - 13

SW3 (config-if-range) #switchport mode access
SW3 (config-if-range) #switchport access vlan 10
SW3 (config-if-range) #exit

SW3 (config) #interface range £0/14 - 18,f0/24
SW3 (config-if-range) #switchport mode access
SW3 (config-if-range) #switchport access vlan 20

SW3 (config-if-range) #exit

Str dung tinh nang portfast trén cac access port thudc cac VLAN 10, 20 dé hoan
thanh yéu cau dit ra:

SW3 (config) #interface range f0/1 - 18,f0/24
SW3 (config-if-range) #spanning-tree portfast

%Warning: portfast should only be enabled on ports connected to a
single host. Connecting hubs, concentrators, switches, bridges,
etc... to this interface when portfast is enabled, can cause
temporary bridging loops.

Use with CAUTION

SPortfast will be configured in 19 interfaces due to the range
command but will only have effect when the interfaces are in a non-
trunking mode.

SW3 (config-if-range) fexit

Khi thyuc hién cdu hinh portfast trén céng, mot canh bao dugc dua ra nhic nho rang
chi nén dung tinh ning nay trén cac port ndi dén cac “single host” - tirc 1a cac end - user.
Viéc ding tinh ning nay trén cac cong ndi dén cac thiét bi tap trung khéc, vi du nhu hub
hay switch... c6 thé gay ra loop. Canh bao ciing nhic nhd thém rang portfast chi co tac
dung trén cong khi cong hoat dong & ché d6 Access.

Kiéem tra:

Thuc hién két ndi mot host vao céng F0/13 ciia VLAN 10, tién hanh quan sat hi¢n
tugng xay ra trude va sau khi str dung tinh ning portfast trén cong nay.

Dé quan sat hién tugng xay ra, co thé sir dung cu 1énh debug:

SW3i#debug spanning-tree events

Spanning Tree event debugging is on
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Trudc khi bat tinh nang portfast:

Khi cong FO/13 up/up, cong nay s& di vao cac trang thai Listening va Learning trudc
khi chuyén qua trang thai Forwarding dé c6 thé sir dung duoc:

*Mar 1 00:54:49.038: set portid: VLANOO10 Fa0/13: new port id 800F
*Mar 1 00:54:49.038: STP: VLANOO1O Fa0/13 -> listening
*Mar 1 00:55:04.046: STP: VLANOO1O Fa0/13 -> learning

*Mar 100:55:19.053: STP[10]: Generating TC trap for port
FastEthernet0/13

*Mar 1 00:55:19.053: STP: VLANOO1lO sent Topology Change Notice
onFa0/20

*Mar 1 00:55:19.053: STP: VLANO0010 Fa0/13 -> forwarding

C6 thé thay, cong FO/13 d4 phai ¢ trang thai Listening 15s r6i méi chuyén qua trang
thai Learning, sau do tiép tuc ¢ trang thai nay thém 15s rdi méi chuyén qua trang thai
Forwarding.

Trong giai doan nay, c6 thé thuc hién lién tuc 1énh “show spanning-tree vlan
10” dé quan sat trang thai cong F0/13:

SW3#show spanning-tree vlan 10
VLANOO10

Spanning tree enabled protocol ieee

Root ID Priority 24586
Address c062.6b69.8280
Cost 19
Port 22 (FastEthernet0/20)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32778 (priority 32768 sys-id-ext 10)
Address c062.6b35.2c80
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Aging Time 15 sec

Interface Role Sts Cost Prio.Nbr Type
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Fa0/13 Desg
Fa0/20 Root
Fa0/22 Altn

SW3#show spanning-tree vlan 10
VLANO0O10
Spanning tree enabled protocol ieee
Root ID Priority
Address
Cost
Port

Hello Time

Bridge ID Priority
Address

Hello Time

Aging Time 300 sec

Interface Role Sts Cost Prio.Nbr Type
Fa0/13 Desg LRN 19 128.15 P2p
Fa0/20 Root FWD 19 128.22 P2p
Fa0/22 Altn BLK 19 128.24 P2p

SW3#show spanning-tree vlan 10
VLANOO10

Spanning tree enabled protocol ieee

Root ID Priority 24586
Address c062.6p69.8280
Cost 19
Port 22 (FastEthernet0/20)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32778 (priority 32768 sys-id-ext 10)

Address c062.6b35.2c80

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Aging Time 15 sec
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Interface Role Sts Cost Prio.Nbr Type
Fa0/13 Desg FWD 19 128.15 P2p
Fa0/20 Root FWD 19 128.22 P2p
Fa0/22 Altn BLK 19 128.24 P2p

Sau khi bat tinh nang portfast:

Khi cong F0/13 up/up, cong s& di thang vao trang thai Forwarding, bo qua céc trang
thai Listening va Learning, host c6 thé ngay 1ap ttc truyén duoc dir liéu:

*Mar 1 01:24:05.965: set portid: VLAN0010 Fa0/13: new port id 800F

*Mar 1 01:24:05.974: STP: VLANOO01O0 Fa0/13 ->jump to forwarding
from blocking

Co thé sir dung 1énh show sau day dé xac nhan cong F0/13 ctia SW3 da duoc bat
tinh nang portfast:

SW3#show spanning-tree interface £0/13 portfast

VLANOO10O enabled

Dén day, viéc kiém tra hoat dong portfast voi cong F0/13 da duoc hoan tat. Co thé
thuc hién kiém tra tuong tu trén cac céng con lai thuéc VLAN 10 va VLAN 20.
2.5. STP Toolkit (2)

- Cac user thudc VLAN 10 khong duoc phép két ndi cac thiét bi co phat ra BPDU
vao céc access - port thuoc VLAN 10.

- Thuc hién ciu hinh dam bao néu user két ndi thiét bi co phat ra BPDU vao port
bét ky ctia VLAN 10, port ndy s& bj shutdown.

- CAu hinh thém dé néu sy vi pham khong con dién ra, port vi pham s& duoc ty dong
mo lai sau 2 phut.

Céu hinh:

Str dung tinh ndng BPDU Guard trén cac Access port thuoc VLAN 10 dé thyc hién
yéu cau nay:

SW3 (config)#interface range f0/1 - 13

SW3 (config-if-range) #spanning-tree bpduguard enable

SW3 (config-if-range) #exit
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C4u hinh dam bao khi sy vi pham khong con dién ra, céng s€ duoc tu dong mé lai
sau 2 phut (120s):

SW3 (config) #errdisable recovery cause bpduguard

SW3 (config) #errdisable recovery interval 120

Kiem tra:

Thay host dang két ndi trén cong F0/13 bang mot switch, thyuc hién shutdown rdi
no shutdown cong F0/13:

SW3 (config) #int £0/13
SW3 (config-if) #shutdown
SW3 (config-if) #

*Mar 1 00:46:58.983: $LINK-5-CHANGED: Interface FastEthernet0/13,
changed state to administratively down

*Mar 1 00:46:59.989: SLINEPROTO-5-UPDOWN: Line protocol on
Interface FastEthernet0/13, changed state to down

SW3 (config-if) #no sh
SW3 (config-if) #

*Mar 1 00:47:08.277: %$LINK-3-UPDOWN: Interface FastEthernet0/13,
changed state to up

*Mar 1 00:47:09.284: SLINEPROTO-5-UPDOWN: Line protocol on
Interface FastEthernet0/13, changed state to up

Switch két ndi trén cong F0/13 s& giri vao cong cac goi BPDU dé tién hanh cac hoat
dong STP, tinh ning BPDU Guard trén cong F0/13 s& dua cong vao trang thai err -
disabled:

*Mar 1 00:47:09.670: $SPANTREE-2-BLOCK BPDUGUARD: Received BPDU
on port Fa0/13 with BPDU Guard enabled. Disabling port.

SW3 (config-if)#

*Mar 1 00:47:09.670: %$PM-4-ERR DISABLE: bpduguard error detected
on Fa0/13, putting Fa0/13 in err-disable state

SW3 (config-if) #

*Mar 1 00:47:10.685: SLINEPROTO-5-UPDOWN: Line protocol on
Interface FastEthernet0/13, changed state to down

SW3 (config-if) #

*Mar 1 00:47:11.683: $LINK-3-UPDOWN: Interface FastEthernet0/13,
changed state to down
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SW3#show int £0/13 status

Port Name Status Vlan Duplex Speed
Type
FaO/l13err-disabled 10 auto auto 10/100BaseTX

Thuce hién g& bo switch trén cong F0/13 va thay tré lai bang mot host khong chay
STP, sau 120 gidy, céng s€ duoc phuc hdi khoi trang thai err - disabled va hoat dong binh
thuong:

*Mar 1 00:49:09.669: $PM-4-ERR RECOVER: Attempting to recover from
bpduguard err-disable state on Fa0/13

SW3#

*Mar 1 00:49:13.335: %LINK-3-UPDOWN: Interface FastEthernet0/13,
changed state to up

*Mar 1 00:49:14.341: SLINEPROTO-5-UPDOWN: Line protocol on
Interface FastEthernet0/13, changed state to up

SW3f#show interfaces £0/13 status

Port Name Status Vlan Duplex Speed Type
Fa0/13 connected 10 a-full a-100 10/100BaseTX
2.6. STP Toolkit (3)

- Céc user thuoc VLAN 20 dugc phép két ndi thiét bi tap trung c6 kha ning chay
STP vao cac cong cia VLAN 20, tuy nhién cac thiét bi nay khong duoc phép chiém quyén
root switch cta so d6 hién hanh.

- Thye hién cdu hinh dé dam bao: Néu thiét bi ctia end - user két ndi vao mot port
ctia VLAN 20 ¢ tinh phat ra BPDU t4i wu hon dé chiém quyén root, port nbi dén thiét bi
nay s& bi khoa khong truyén duoc dit liéu nhung khong bi shutdown. Khi sy vi pham két
thuc, port s€ dugc mo ra lai dé truyén dir liéu.

Céu hinh:

Str dung tinh ning Root guard dé thuc hién yéu cau nay:

SW3 (config) #interface range £0/14 - 18,£0/24
SW3 (config-if-range) #spanning-tree guard root

SW3 (config-if-range) #exit
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Kiem tra:

Thuc hién két néi mot switch (trong cau lab nay, 13 switch c¢6 hostname 1a SW4)
vao cong F0/24 caa SW3 va cAu hinh dé SW4 nay phat ta BPDU t6i vu hon BPDU cuia
root switch hién hanh trén VLAN 20:

SW4 (config)#int £0/24
SW4 (config-if) #switchport mode access

SW4 (config-if) #switchport access vlan 20

SW4 (config) #spanning-tree vlan 20 priority O

Cong F0/24 ctia SW3 bi khoa khi nhan dugc BPDU tdi uu hon tir SW4:

*Mar 1 01:13:12.686: S$SPANTREE-2-ROOTGUARD BLOCK: Root guard
blocking port FastEthernet0/24 on VLAN0O020.

SW3#show spanning-tree vlan 20
VLAN0020

Spanning tree enabled protocol ieee

Root ID Priority 24596
Address c062.6b69.8280
Cost 3019
Port 22 (FastEthernet0/20)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 49172 (priority 49152 sys-id-ext 20)
Address c062.6b35.2c80
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300 sec

Uplinkfast enabled

Interface Role Sts Cost Prio.Nbr Type
Fa0/20 Root FWD 3019 128.22 P2p
Fa0/22 Altn BLK 3019 128.24 P2p

Fa0/24 Desg BKN*3019 128.26 P2p *ROOT Inc
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G& bo ciu hinh priority = 0 trén SW4 dé SW4 khong con phat BPDU t6i wu hon
root switch, céng F0/24 trén SW3 duoc dua tro lai trang thai forward dir li¢u binh thuong:

SW4 (config) #no spanning-tree vlan 20 priority 0

SW3#

*Mar 1 01:19:13.597: S%SPANTREE-2-ROOTGUARD UNBLOCK: Root guard
unblocking port FastEthernet0/24 on VLAN0020.

SW3#

SW3#show spanning-tree vlan 20

VLANOO20

Spanning tree enabled protocol ieee

Root ID Priority 24596
Address c062.6069.8280
Cost 3019
Port 22 (FastEthernet0/20)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 49172 (priority 49152 sys-id-ext 20)
Address c062.6b35.2c80
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 15 sec

Uplinkfast enabled

Interface Role Sts Cost Prio.Nbr Type

Fa0/20 Root FWD 3019 128.22 P2p

Fa0/22 Altn BLK 3019 128.24 P2p

Fa0/24 Desg FWD 3019 128.26 P2p
2.7. STP Toolkit (4)

- Thyc hién cu hinh d& SW2 loc bo toan bo BPDU giri dén SW3.



CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET

TRUNG TAM TIN HQC VNPRO

mj P'J'J@ PC: 276 - 278 Ung Vin Khiém, P.25, Q.Binh Thanh, Tp H6 Chi Minh
PT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@ynpro.org

- Quan sat hién twong va cho biét vai trd STP cua cong F0/22 caa SW3 trén céc
VLAN sau khi STP héi tu.

Cdu hinh:
Thyec hién cdu hinh tinh ning BPDU Filter trén cong F0/22 dé thyc hién yéu cau nay:

SW2 (config) #interface £0/22

SW2 (config-if) #spanning-tree bpdufilter enable

SW2 (config-if) #exit

Luc nay, SW3 khong con nhan dugc BPDU trén cong F0/22 duge forward xubng
tir SW2 nita, SW3 gia thiét rang SW2 bi mat két ndi vé root switch nén né mé cong F0/22,
chuyén cong nay ra khoi trang thai khoa:

SW3#debug spanning-tree events

Spanning Tree event debugging is on

SW3#

*Mar 1 01:26:10.536: STP: VLANOOOl Fa0/22 -> listening
*Mar 1 01:26:10.536: STP: VLANO0010 Fa0/22 -> listening
*Mar 1 01:26:10.536: STP: VLAN0020 Fa0/22 -> listening
SW34#

*Mar 1 01:26:25.543: STP: VLANO0OO1l Fa0/22 -> learning
*Mar 1 01:26:25.543: STP: VLANO0010 Fa0/22 -> learning

*Mar 1 01:26:25.543: STP: VLAN0020 Fa0/22 -> learning

SW34#
*Mar 1 01:26:40.550: STP[1]: Generating TC trap for port
FastEthernet0/22

*Mar 1 01:26:40.550: STP: VLANOOOl sent Topology Change Notice on
Fa0/20

*Mar 1 01:26:40.550: STP: VLANO0OOl Fa0/22 -> forwarding

*Mar 1 01:26:40.550: STP[10]: Generating TC trap for port
FastEthernet0/22

*Mar 1 01:26:40.550: STP: VLANOO10 sent Topology Change Notice on
Fa0/20

*Mar 1 01:26:40.550: STP: VLANO0010 Fa0/22 -> forwarding

*Mar 1 01:26:40.550: STP[20]: Generating TC trap for port
FastEthernet0/22
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*Mar 1 01:26

SW3#:40.550: STP: VLAN0020 sent Topology Change Notice on Fa0/20

*Mar 1 01:26:40.550: STP: VLANOO20 Fa0/22 -> forwarding

Chii y: Trude d6 cac switch dd duge céu hinh Backbonefast nén SW3 khong can
phai chd khoang thoi gian Max Age 20s ma tién hanh phan tng ngay voi viéc mat BPDU
dén tir SW2.

Sau khi cong F0/22 trén SW3 dugc mo ra, trén cac VLAN 1, 10, 20 khong con cong
nao duoc khoa nira:

SWl#show spanning-tree vlan 10
VLANOQO10
Spanning tree enabled protocol ieee
Root ID Priority 24586
Address c062.6b69.8280
This bridge is the root

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 24586 (priority 24576 sys-id-ext 10)
Address c062.6b69.8280
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Aging Time 300 sec

Interface Role Sts Cost Prio.Nbr Type
Fa0/20 Desg FWD 19 128.22 P2p
Fa0/24 Desg FWD 19 128.26 P2p

SW2#show spanning-tree vlan 10
VLANOO10
Spanning tree enabled protocol ieee
Root ID Priority 24586
Address c062.6b69.8280

Cost 19
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Port 26 (FastEthernet0/24)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 28682 (priority 28672 sys-id-ext 10)
Address fdac.clc9.a600
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Aging Time 300 sec

Interface Role Sts Cost Prio.Nbr Type
Fa0/22 Desg FWD 19 128.24 P2p
Fa0/24 Root FWD 19 128.26 P2p

SW3#show spanning-tree vlan 10

VLANOO10

Spanning tree enabled protocol ieee

Root ID Priority 24586
Address c062.6b69.8280
Cost 3019
Port 22 (FastEthernet0/20)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 49162 (priority 49152 sys-id-ext 10)
Address c062.6b35.2c80
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300 sec

Uplinkfast enabled

Interface Role Sts Cost Prio.Nbr Type
Fa0/13 Desg FWD 3019 128.15 P2p Edge
Fa0/20 Root FWD 3019 128.22 P2p

Fa0/22 Desg FWD 3019 128.24 P2p
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Néu c6 dit liéu broadcast di vao hé thdng switch, loop s& xay ra. Cac thong diép log
vé MAC flapping xuét hién trén cac switch thé hién diéu nay:

SW1#

*Mar 1 01:29:25.093: $SW_MATM-4-MACFLAP NOTIF: Host 0024.14d5.2a68
in vlan 10 is flapping between port Fa0/24 and port Fa0/20

SW1#

SW2#

*Mar 1 01:35:15.301: $SW MATM-4-MACFLAP NOTIF: Host 0024.14d5.2a68
in vlan 10 is flapping between port Fa0/24 and port Fa0/22

SW2#

SW3#

*Mar 1 01:37:25.584: $SW _MATM-4-MACFLAP NOTIF: Host 0024.14d5.2a68
in vlan 10 is flapping between port Fa0/22 and port Fa0/20

SW3#




