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Lab 20: Str dung NETCONF két noi dén thiét bi I0S XE
So do

PC with CCNP VM
Bang dia chi
Thiét bj Céng IP Address Subnet Mask
R1 G0/0/1 192.168.1.1 255.255.255.0
PC NIC DHCP DHCP

Muc tiéu
Part 1: Xay dwng mang va kiém tra két n6i
Part 2: Str dung NETCONF Session dé thu thap théng tin
Part 3: Str dung ncclient dé két n6i NETCONF
Part 4: Str dung ncclient dé lay ciu hinh
Part 5: Str dung ncclient dé cau hinh
Part 6: Stra d6i chwong trinh dwec sir dung trong lab nay
Boi canh/ Kich ban

Giao thtre ciu hinh mang (NETCONF), dwoc xac dinh trong RFC 4741 va 6241, st dung cac mo hinh di liéu
YANG dé lién lac v&i cac thiét bi khac nhau trén mang. YANG (mot thé hé tiép theo khac) 1a mét ngdn ngte
mo hinh hoéa di¥ liéu. Ngon nglr nay xac dinh di liéu dwoc glvi qua cac giao thirc quan ly mang, nhw
NETCONF. Khi s&r dung NETCONF dé truy cap thiét bi IOS XE, di liéu dwoc trd vé & dinh dang XML.

Trong lab nay, ching ta sé str dung NETCONF client, ncclient, 1a mé-dun Python dé tao kich ban (scrlpt) phia
client. Dung ncclient dé xac minh NETCONF da dwoc cau hinh, truy xuét cdu hinh thiét bi va stra do6i cu
hinh thiét bi.

Cac tai nguyén can thiét
e 1 Router (Cisco 4221 with Cisco I0S XE Release 16.9.4 universal image or comparable)
e 1 Switch

e 1 PC (Choice of operating system with Cisco Networking Academy CCNP VM running in a virtual
machine client and terminal emulation program)

e Cap Ethernet
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Hwéng dan

Part 1: Xay dwng mang va kiém tra két n6i
Ghi cha: Bb qua Phan 1 néu ban da hoan thanh né trong lab trwéc d6. Tuy nhién, hdy chac chan may ao
CCNP cla ban c6 thé ping R1.

Trong Phan 1, ban s& r)c‘)i cap cac thiét bi, khéi dong CCNP VM, cau hinh R1 dé truy cap NETCONF va ]
RESTCONF qua két nbi SSH. Sau d6, ban s& xac minh két néi gita CCNP VM va R1 ciing nhw kiém tra két
nbi SSH v&i R1.

Step 1: Cap mang nhw dworc hién thij trong cau trac lién két.

Két ndi cac thiét bj nhw so' dd cau tric lién két va cap néu can..

Step 2: M& may ao CCNP VM.
Lwu y: Néu ban chwa hoan thanh Lab - Cai dit May ao CCNP, hay thwc hién ngay trweéc khi tiép tuc
véi lab nay.
a. M& VirtualBox. Kh&i dong may do CCNP VM.
b. Nhap mat khdu StudentPass dé dang nhap VM néu can.

Step 3: Cau hinh R1.

Di vao R1 va dan ciu hinh sau vao CLI dé ciu hinh cac cai dat co ban va bat NETCONF, RESTCONF va
SSH.
enable
configure terminal
hostname R1
no ip domain lookup
line con 0
logging synchronous
exec-timeout 0 O
logging synchronous
line vty 0 15
exec-t 0 O
logg sync
login local
transport input ssh
ip domain name example.netacad.com
crypto key generate rsa modulus 2048
username cisco priv 15 password ciscol23!
interface GigabitEthernet0/0/1
description Link to PC
ip address 192.168.1.1 255.255.255.0
no shutdown
ip dhcp excluded-address 192.168.1.1 192.168.1.10
!Configure a DHCP server to assign IPv4 addressing to the CCNP VM
ip dhcp pool LAN
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network 192.168.1.0 /24
default-router 192.168.1.1
domain-name example.netacad.com
end

copy run start

Step 4: Xac minh CCNP VM c6 thé ping default gateway.
a. Trong CCNP VM, mé& clra sb terminal

b. Xac minh CCNP VM duoc két ndi véi R1 bang cach nhap dia chi IP dé xac minh rang CCNP VM da nhan
dia chi IP tir may chi DHCP, hodc don gian bang cach ping R1 & 192.168.1.1. Nhap Ctrl + C dé thoat ra
khéi ping, nhw thé hién trong vi du bén dwdi.

student@CCNP:~$ ip address

1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 gdisc noqueue state UNKNOWN group default glen
1000

link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo

valid 1ft forever preferred 1ft forever
inet6 ::1/128 scope host

valid 1ft forever preferred 1ft forever

2: ensl1l60: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc fq codel state UP group
default glen 1000

link/ether 00:50:56:b3:72:3b brd ff:ff:ff:ff:ff:ff

inet 192.168.1.15/24 brd 192.168.1.255 scope global dynamic noprefixroute ensl60
valid 1ft 79564sec preferred 1ft 79564sec

inet6 fe80::1aed4:952f:402d:6bl/64 scope link noprefixroute
valid 1ft forever preferred 1ft forever

3: ensl192: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc fg codel state UP group
default glen 1000

link/ether 00:50:56:b3:26:b6 brd ff:ff:ff:ff:ff:ff

inet 192.168.50.183/24 brd 192.168.50.255 scope global dynamic noprefixroute
ensl92

valid 1ft 70687sec preferred 1ft 70687sec
inet6 fe80::4c87:a2b3:a4a9:5470/64 scope link noprefixroute

valid 1ft forever preferred 1ft forever

student@CCNP:~$ ping 192.168.1.1

PING 192.168.1.1 (192.168.1.1) 56(84) bytes of data.

64 bytes from 192.168.1.1: icmp seg=1 ttl=255 time=0.703 ms

64 bytes from 192.168.1.1: icmp seqg=2 ttl=255 time=0.748 ms

64 bytes from 192.168.1.1: icmp seg=3 ttl=255 time=0.757 ms

~C

---192.168.1.1 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2033ms
rtt min/avg/max/mdev = 0.703/0.736/0.757/0.023 ms

c. Néu may do CCNP chua nhan dwoc dia chi IPv4, hay kiém tra cac két ni vat Iy ctia ban gitba PC chu va
R1. Ngoai ra, xac minh rang R1 dwgc cau hinh dang theo bwéc truéce.
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Step 5: Thiét lap két n6i SSH trén R1.
a. M& PuTTY SSH Client.
b. NHap dia chi IP cho default gateway, 192.168.1.1, va nhan Open.

c. Chung ta co thé dang nhap v&i username cisco va password cisco123!. Néu khong kiém tra lai phan
cau hinh SSH trén R1.

d. Gilr phién PUTTY mé.

Part 2: Str dung NETCONF Session dé thu thap thong tin

Trong Phan 2, ban sé& kiém tra xem NETCONF da chay chwa, bat NETCONF néu khong va xac minh rang
NETCONF da san sang cho két n6i SSH. Sau do, ban sé két noi quy trinh NETCONF, bat dau phién
NETCONF, thu thap thong tin giao dién va dong phién.

Step 1: Kiém tra NETCONF dang chay trén R1.

a. NETCONF co thé da chay néu‘mét nguwoi khac kich hoat nd hoac néu phién ban iOS m&i hon kich hoat
no6 theo mac dinh. Tt thiét bi dau cudi PuTTY, st dung 1énh quy trinh quan ly yang phan mem néen tang
chwong trinh dé xem daemon NETCONF SSH (ncsshd) c6 dang chay khong.

R1# show platform software yang-management process

confd : Not Running
nesd : Not Running
syncfd : Not Running
ncsshd : Not Running
dmiauthd : Not Running
nginx : Running

ndbmand : Not Running
pubd : Not Running

b. Néu NETCONF khéng chay nhw hién thj trong dau ra & trén, hdy nhap lénh ciu hinh netconf-yang.

R1# config t
Rl (config) # netconf-yang

c. Bay gi¢ kiém tra lai NETCONF dang chay chua.

R1# show platform software yang-management process

confd : Running
nesd : Running
syncfd : Running
ncsshd : Running
dmiauthd : Running
nginx : Running
ndbmand : Running
pubd : Running

Step 2: Truy nhap tién trinh NETCONF qua SSH terminal.
Ban c6 thé thiét 1ap phién SSH v&i R1 bdng PuTTY. Tuy nhién, chirc ndng sao chép va dan trong clra sb
thiét bi dau cudi PuTTY bén trong CCNP VM c6 thé gap van dé. Do do, st dung clra s6 dong 1énh dé bat dau
phién SSH véi R1.
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a. Nhap Iénh sau trong clra sb terminal. Sau d6 nhap cisco123! 1am mat khau. Néu ban nhap I&énh khdong
chinh xac, hay s dung phim mi t&én I&én dé goi lai Iénh ban nhap, sau dé tim va chinh stva 16i cGa ban.
student@CCNP:~$ ssh -oHostKeyAlgorithms=+ssh-dss cisco@192.168.1.1 -p 830 -s
netconf
cisco@192.168.1.1"'s password:
ssh vnpro@10.215.28.132 -p 830 -s netconf

b. R1 sé tra I6i bang mot tin nhan xin chao bao gom tat ca cac capabilities ctia no. Phan cubi clia tin nhan
dwgc xac dinh bang 11>11>.
<?xml version="1.0" encoding="UTF-8"?>
<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<capabilities>
<capability>urn:ietf:params:netconf:base:1.0</capability>
<capability>urn:ietf:params:netconf:base:1.1</capability>
<capability>urn:ietf:params:netconf:capability:writable-running:1.0</capability>
<capability>urn:ietf:params:netconf:capability:xpath:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.1</capability>
<capability>urn:ietf:params:netconf:capability:rollback-on-error:1.0</capability>
<capability>urn:ietf:params:netconf:capability:notification:1.0</capability>
<capability>urn:ietf:params:netconf:capability:interleave:1.0</capability>

<capability>urn:ietf:params:netconf:capability:with-defaults:1.0?basic-
mode=explicit&amp;also-supported=report-all-tagged</capability>

<capability>urn:ietf:params:netconf:capability:yang-library:1.0?revision=2016-06-
21&amp;module-set-id=d26d4d9ff23c0afcad7994ca2b832a9%b</capability>

<capability>http://tail-f.com/ns/netconf/actions/1.0</capability>
<capability>http://tail-f.com/ns/netconf/extensions</capability>
(output omitted)

<capability>urn:ietf:params:xml:ns:yang:ietf-netconf-with-defaults?module=ietf-
netconf-with-defaults&amp; revision=2011-06-01</capability>

<capability>
urn:ietf:params:netconf:capability:notification:1.1
<output omitted>
</capability>
</capabilities>
<session-id>20</session-id></hello>]1>]11>

Step 3: Bat dau phién NETCONF bang cach gtri tin nhan xin chao tir client.
Dé bat dau mot phién NETCONF, khach hang can giri tin nhan xin chao clia riéng minh. Thong bao xin chao
phai bao gom phién ban capabilities co ban cia NETCONF ma khach hang muon st dung.
a. Sao chép va dan ma XML sau vao phién SSH. Luu y rang phan cudi ciia théng diép xin chao cua client
dwoc xac dinh bang 11>]11>.
<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<capabilities>
<capability>urn:ietf:params:netconf:base:1.0</capability>
</capabilities>
</hello>
11>11>
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b. Trén R1, st dung Iénh show netconf-yang sessions dé kiém tra phien NETCONF da dwoc bat dau.

R1# show netconf-yang sessions
R: Global-lock on running datastore
C: Global-lock on candidate datastore

S: Global-lock on startup datastore

Number of sessions : 1
session-id transport username source-host global-lock
20 netconf-ssh cisco 192.168.1.12 None

Step 4: Gwi tin nhan RPC dén thiét bj 10S XE.

Trong phién SSH, NETCONF client c6 thé diing tin nhan Remote Procedure Call (RPC) dé giri NETCONF
operations dén thiét bi IOS XE. Bang sau sé liét ké nhirng NETCONF operations thuwdng dwgc sir dung.

Operation Description
<get> Truy xuét cdu hinh dang chay va théng tin trang thai thiét bi
<get-config> Truy xuét tat cd hodc mét phan lwu triv ctia div liéu ciu hinh da chi dinh
<edit-config> Tai tt c& hodc mot phan cAu hinh vao kho di liéu ciu hinh d& chi dinh
<copy-config> Thay thé toan bd kho di liéu ciu hinh bang mét kho khac
<delete-config> Xéa kho di liéu cu hinh
<commit> Sao chép kho di liéu rng vién dén kho dir liéu dang chay
<lock> / <unlock> Khoa hodc mé khda toan bod hé théng lwu trik div liéu cau hinh
<close-session> Két thuc phien NETCONF
<kill-session> Budc chdm dut phien NETCONF

a. Sao chép va dan RPC sau nhan ma XML thdng bao vao phién SSH cubi cung dé truy xuat théng tin vé
cac giao dién trén R1.
<rpc message-id="103" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get>
<filter>
<interfaces xmlns="urn:ietf:params:xml:ns:yang:ietf-interfaces"/>
</filter>
</get>
</rpc>
11>11>
b. Hay nhé lai rdng XML khéng yéu cau thut 1& ho&c khoang tréng. Do d6, R1 sé tra vé mét chudi dir liéu
XML dai.
<?xml version="1.0" encoding="UTF-8"?>

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-
id="103"><data><interfaces xmlns="urn:ietf:params:xml:ns:yang:ietf-
interfaces"><interface><name>GigabitEthernet0</name><type
xmlns:ianaift="urn:ietf:params:xml:ns:yang:iana-if-

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149




CONG TY TNHH TU VAN VA D|CH VU CHUYEN VIET
TRUNG TAM TIN HQC VNPRO

ijf’@ PC: 276 - 278 Ung Vian Khiém, P.25, Q.Binh Thanh, Tp H6 Chi Minh
A

PT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

type">ianaift:ethernetCsmacd</type><enabled>true</enabled><ipvi
xmlns="urn:ietf:params:xml:ns:yang:ietf-ip"></ipv4d><ipv6
xmlns="urn:ietf:params:xml:ns:yang:ietf-
ip"></ipve></interface><interface><name>GigabitEthernet0/0/0</name><type
xmlns:ianaift="urn:ietf:params:xml:ns:yang:iana-if-
type">ianaift:ethernetCsmacd</type><enabled>true</enabled><ipvi
xmlns="urn:ietf:params:xml:ns:yang:ietf-ip"></ipvid><ipv6
xmlns="urn:ietf:params:xml:ns:yang:ietf-
ip"></ipvée></interface><interface><name>GigabitEthernet0/0/1</name><description>Link
to PC</description><type xmlns:ianaift="urn:ietf:params:xml:ns:yang:iana-if-
type">ianaift:ethernetCsmacd</type><enabled>true</enabled><ipvi
xmlns="urn:ietf:params:xml:ns:yang:ietf-
ip"><address><ip>192.168.1.1</ip><netmask>255.255.255.0</netmask></address></ipv4><ipv
6 xmlns="urn:ietf:params:xml:ns:yang:ietf-
ip"></ipv6></interface></interfaces></data></rpc-reply>11>]1>

c. Sao chép XML da duoc trd vé, nhung khong bao gém cac ky tw cudi cung]]>]]>. Cac ky tw nay khong

phai la mét phan cta XML dwoc bd dinh tuyén tra ve.
d. Tim kiém,trén irlternsat dé cai thien XML dé nr]‘m hon. Tim rchf)t trang web phu hgp va st dung céng cu

clia n6 dé chuyén doi XML sang dinh dang dé doc hon, chang han nhuw sau:

<?xml version="1.0" encoding="UTF-8"?>

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="103">

<data>
<interfaces xmlns="urn:ietf:params:xml:ns:yang:ietf-interfaces">
<interface>
<name>GigabitEthernet0</name>

<type xmlns:ianaift="urn:ietf:params:xml:ns:yang:iana-if-
type">ianaift:ethernetCsmacd</type>

<enabled>true</enabled>
<ipv4 xmlns="urn:ietf:params:xml:ns:yang:ietf-ip" />
<ipv6 xmlns="urn:ietf:params:xml:ns:yang:ietf-ip" />
</interface>
<interface>
<name>GigabitEthernet0/0/0</name>

<type xmlns:ianaift="urn:ietf:params:xml:ns:yang:iana-if-
type">ianaift:ethernetCsmacd</type>

<enabled>true</enabled>
<ipv4 xmlns="urn:ietf:params:xml:ns:yang:ietf-ip" />
<ipv6 xmlns="urn:ietf:params:xml:ns:yang:ietf-ip" />
</interface>
<interface>
<name>GigabitEthernet0/0/1</name>
<description>Link to PC</description>

<type xmlns:ianaift="urn:ietf:params:xml:ns:yang:iana-if-
type">ianaift:ethernetCsmacd</type>

<enabled>true</enabled>
<ipv4 xmlns="urn:ietf:params:xml:ns:yang:ietf-ip">
<address>
<ip>192.168.1.1</ip>
<netmask>255.255.255.0</netmask>
</address>
</ipv4d>
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<ipv6 xmlns="urn:ietf:params:xml:ns:yang:ietf-ip" />
</interface>
</interfaces>
</data>
</rpc-reply>

Step 5: Dong phién NETCONF.
Dé déng phién NETCONF, client can gi tin nhan RPC nhw sau:
<rpc message-id="9999999" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<close-session />
</rpc>

Ching ta sé& dwoc dua trd lai dau nhac terminal. Quay trd lai ddu nhac cua router va hién thi cac phién
netconf dang mé&. Chung ta sé thay rang phién da dwgc dong lai.

Part 3: Str dung ncclient dé két n6i NETCONF

Lam viéc véi NETCONF khéng yéu cau lam viéc véi cac thdng diép RPC va XML thé ciia NETCONF. Trong
Phan 3, ban sé& tim hiéu cach s dung mé-dun Python ncclient dé dé dang twong tac véi cac thiét bi mang
bang NETCONF. Ngoai ra, ban sé tim hiéu cach xac dinh mé hinh YANG nao dwoc thiét bi hd tro. Thong tin
nay hivu ich khi xay dwng hé thdng tw dong héa mang sén xuét yéu ciu cac md hinh YANG cu thé dwoc hé
tro' bai thiét bi mang da cho.

Step 1: Kiém tra thw vién nccleint da dwoc cai dit va san sang dé sir dung.

Nhap Iénh danh sach pip3, --format = cot dé xem tat ca cac mo-dun Python hién dwoc cai dat trong QCNP
VM. Dau ra clia ban co thé khac véi sau day. Nhu’ng’ban sé thay ncclient dwoc liét ké, nhw dwoc hién thi.
Néu khong, st dung Iénh sudo pip3 install ncclient dé cai dat no.

student@CCNP:~$ pip3 list --format=columns

Package Version
apturl 0.5.2
asnlcrypto 0.24.0

(output omitted)

ncclient 0.6.7

netifaces 0.10.4
netmiko 3.0.0

oauth 1.0.1

olefile 0.45.1
paramiko 2.7.1

pexpect 4.2.1

Pillow 5.1.0

pip 9.0.1

(output omitted)

requests 2.22.0
requests-unixsocket 0.1.5

scp 0.13.2
(output omitted)

xmltodict 0.12.0
zope.interface 4.3.2
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Step 2: Tao script str dung ncclient dé két néi dén dich vu NETCONF.

M6 dun ncclient cung cap mét I6p trinh quan Iy voi phuong thire connect () dé thiét I1ap cac két nbi
NETCONF ttr xa. Sau khi két ndi thanh céng, doi twgng dwgc tra vé biéu thi két n6i NETCONF cho thiét bj ttr
xa.

a. Trong Python IDLE, tao mét tép script Python mé&i dwoc goi la ncclient-netconf.py.

Trong trinh soan thao script Python méi, nhap I&p quan ly t& m6 dun ncclient. Sau do6 tao mét bién,m d:é
biéu dién phwong thirc connection (). connection() bao gom tat ca cac thong tin dwgc yéu cau dé két nbi
véi dich vu NETCONF chay trén R1. Lwu y rang cong 1a 830 cho NETCONF.

from ncclient import manager

m = manager.connect (
host="192.168.1.1",
port=830,
username="cisco",
password="ciscol23!",
hostkey verify=False
)

Néu hostkey_verify dwoc d&t thanh True, R1 s& yéu ciu ban xac minh d4u van tay SSH. Trong lab nay,
chlng ta sé dat gia tri nay thanh False, nhw da thwc hién & trén.

c. Luwu va chay chwong trinh dé xac minh rang khong c6 16i. Ban sé& khong thay bt ky dau ra nao. Nhung
ban c6 thé xac minh rdng phién NETCONF dang hoat dong trén R1 bang cach nhap I&énh hién thi phién
netconf-yang.

RESTART: /home/student/ncclient-netconf.py

>>>

Step 3: Thém chirc nang in vao script dé capabilities NETCONF cho R1 dworc liét ké..

DPéi twong m duoc tréNVé b&i ham manager.connect () dai dién cho phién tir xa NETCONF. Nhw ban da thay
trong Phan 2, trong moi phién NETCONF, trwdc tién may chi sé guri danh sach capabilities cua n6 la mot
danh sach, & dinh dang XML clia cac moé hinh YANG dwoc ho trg. V&i mé dun ncclient, danh sach
capabilities nhan dwgc dwoc Iwu trir trong danh sach m.server_capabilities.
a. Su dung vong lap for va chirc néng in dé hién thi capabilities cta thiét bj:

print ("#Supported Capabilities (YANG models) :")

for capability in m.server capabilities:

print (capability)

b. Lwu va chay chuong trinh. Paurala cung mot dau ra ma ban nhan duorc tir viéc gtri tin ghén xin chao
phtrc tap trong Part 2, Step 3, nhwng khong c6 thé XML mé va dong <capability> trén moi dong.

RESTART: /home/student/ncclient-netconf.py
#Supported Capabilities (YANG models) :

urn:ietf:params:netconf:base:1.0
urn:ietf:params:netconf:base:1.1
urn:ietf:params:netconf:capability:writable-running:1.0
urn:ietf:params:netconf:capability:xpath:1.0
urn:ietf:params:netconf:capability:validate:1.0
urn:ietf:params:netconf:capability:validate:1.1
urn:ietf:params:netconf:capability:rollback-on-error:1.0
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urn:ietf:params:netconf:capability:notification:1.0
Urn:ietf:params:netconf:capability:interleave:1.0
<output omitted>

Part 4: Str dung ncclient dé lay ciu hinh

Trong Phén 4, si dung NETCONF ncclient dé truy xuét ciu hinh ctia R1, cap nhat cau hinh va tao giao dién
m¢&i. Chung ta cling sé tim hiéu ly do tai sao hé tro’ giao dich cia NETCONF lai quan trong d& nhan duoc cac
thay dbi mang nhét quan.

Step 1: Str dung ham get_config () dé truy xuat cau hinh dang chay cho R1.

a. Chung ta c6 thé sir dung phwong thirc get_config () cua déi twong phién m NETCONF dé truy xuét cau
hinh cho R1. Phuong thirc get_ conflg () can chubi nguon théng sé chi dinh ngudn kho di liéu
NETCONF . S dung chirc nang in dé hién thi két qua]. Kho d¥ liéu NETCONF duy nhét hién cé trén R1
la kho di¥ liéu dang chay. Co thé xac minh diéu nay bang Iénh show netconf-yang datastores. Néu
muon bc’g qua viéc hién‘thi dau ra tr Phan 3, hay danh dau comment khoi cau Iénh in capabilities, nhw
dwoc hién thj trong phan sau:
print ("#Supported Capabilities (YANG models) :")
for capability in m.server capabilities:

print (capability)

netconf reply = m.get config(source="running")
print (netconf reply)

b. Lwu va chay chwong trinh clia ban. Paura sé c6 hon 100 dong, vi vay IDLE c6 thé nén chiing. BAm dup
vao Squeezed text trong clra sO IDLE shell dé mé réng dau ra.

RESTART: /home/student/ncclient-netconf.py
<?xml version="1.0" encoding="UTF-8"?>

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-
id="urn:uuid:b146b877-ba%a-45bc-8219-31732d1708dd"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"><data><native
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native"><version>16.9</version><boot-
start-marker/><boot-end-
marker/><service><timestamps><debug><datetime><msec></msec></datetime></debug><log><da
tetime><msec/></datetime></log></timestamps></service><hostname>R1</hostname>

<output omitted>

C. Luiu y réng XML tra yé kh(‘)pg dwoc dinh dang. Ban cé thé sao chép né ra cung mot trang ma ban da tim
thay trong Phan 2 dé cai tien XML.
<?xml version="1.0" encoding="UTF-8"?>

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="urn:uuid:bl46b877-ba%a-
45bc-8219-31732d1708dd">

<data>
<native xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native">
<version>16.9</version>
<boot-start-marker />
<boot-end-marker />

<service>
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<timestamps>
<debug>
<datetime>
<msec />
</datetime>
</debug>
<log>
<datetime>
<msec />
</datetime>
</log>
</timestamps>
</service>
<hostname>R1</hostname>
<output omitted>

Step 2: Sir dung Python dé dinh dang XML dé nhin hon.

Python d4 tich hop hé tre Gé lam viéc vai cac tép XML. M6-dun xml.dom.minidom c6 thé dwoc st dung dé
lam dep dau ra vé&i ham toprettyxml().

a. Khj bat dau tap lénh cda ban, hay thém mét cau [énh dé nhap mc‘>-dpn xml.dom.minidom. Sau do, thay
thé chlrc nang in don gian print(netconf_reply) bang phién ban in dau ra XML dwgc chinh slra.

import xml.dom.minidom

print (xml.dom.minidom.parseString (netconf reply.xml) .toprettyxml ())

b. Lwu va chay chwong trinh. M& réng dau ra d& xem XML dwoc hién thi & dinh dang dé doc hon.

RESTART: /home/student/ncclient-netconf.py
<?xml version="1.0" 2>

<rpc-reply message-id="urn:uuid:0£fc605b5-bf01-44c2-9830-1c092db3afa7"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">

<data>
<native xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native">
<version>16.9</version>
<boot-start-marker/>
<boot-end-marker/>
<service>
<timestamps>
<debug>
<datetime>
<msec/>
</datetime>
</debug>
<log>
<datetime>
<msec/>
</datetime>
</log>
</timestamps>
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</service>

<hostname>R1</hostname>

Step 3: Str dung b loc filter v&i get_config() dé chi lay mé hinh YANG chi dinh.

Quan tri vién mang chi c6 thé mudn truy xuat mét phan cau hinh dang chay trén thiét bi. NETCONF chi h tro
tra vé di¥ lieu dwge xac dinh trong tham s6 b loc clia ham get_conf().

a. Tao mdt bién cé tén Ia netconf_filter chi lay di¥ liéu dwoc xac dinh b&i mé hinh Cisco I0S XE Native
YANG.
netconf filter = """
<filter xmlns="urn:ietf:params:xml:ns:netconf:base:1.0>
<native xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native" />
</filter>

netconf reply = m.get config(source="running", filter=netconf filter)

b. Luwu va chay chwong trinh ctia ban. MG rong dau ra dé xem XML duoc hién thi & dinh dang dé doc hon.
Sy bé‘t dau cla dau ra la nhw nhau, nhw dugc hién thi duwéi day. Tuy nhién, phan con lai cta dau ra chi
bao gdom cac mé hinh YANG dwoc chi dinh.

RESTART: /home/student/ncclient-netconf.py
<?xml version="1.0" 2>

<rpc-reply message-id="urn:uuid:a3e46a28-07b4-4e8d-964c-647cb565e7al"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">

<data>
<native xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native">
<version>16.9</version>
<boot-start-marker/>
<boot-end-marker/>
<service>
<timestamps>
<debug>
<datetime>
<msec/>
</datetime>
</debug>
<log>
<datetime>
<msec/>
</datetime>
</log>
</timestamps>
</service>
<hostname>R1</hostname>
(output omitted)

c. Loc di liéu dworc truy xuét dé chi hlen thi mé-dun YANG goc lam glam dang ké dau ra cla ban. Didu nay
la do md-dun YANG riéng chi bao gdm mét tap hop con cla tat ca cac mé hinh Cisco I0X XE YANG.
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Part 5: Str dung ncclient dé cau hinh thiét bj
Trong Phan 5, ban sé sir dung ncclient d& cau hinh R1 bang phwong thirc edit_config() cia mé dun quan
1y.

Step 1: Str dung ncclient dé chinh stra hostname cho R1.

Ghi chu: S& 6n néu nhiéu hoc vién truy cap cung mét ltc va thay déi tén may chi. Ban sé tim kiém phan hoi
<ok /> tr NETCONF dé xac nhan cau hinh ctia ban da dwoc givi va ap dung thanh cong. Tén may cha hién
tai khéng quan trong.

a. bé cap nhat cai dat hién cé trong c4u hinh cho R1, ban ¢6 thé trich xuét vi tri cai dat tr ciu hinh dwoc
truy xuat trong Phan 4. Boi véi bwédc nay, ban sé dat mét bien dé thay doi gia tri <hostname>.

RESTART: /home/student/ncclient-netconf.py
<?xml version="1.0" 2>

<rpc-reply message-id="urn:uuid:a3e46a28-07b4-4e8d-964c-647cb565e7al"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">

<data>
<native xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native">
(output omitted)
<hostname>R1</hostname>
(output omitted)

b. Trwéc day, ban da xac dinh bién <filter>. Dé stra ddi ciu hinh thiét bi, ban sé& xac dinh bién <config>.
Thém bién sau vao tap 1énh ncclient_netconf.py cdia ban. Ban c6 thé st dung NEWHOSTNAME hoac bét
ky tén may chd nao ban mudn.
netconf hostname = """
<config xmlns="urn:ietf:params:xml:ns:netconf:base:1.0”>

<native xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native">
<hostname>NEWHOSTNAME</hostname>
</native>
</config>

c. St dung ham edit_config() clia d6i twong phién m NETCONF dé gl cau hinh va lwu triv cac két qua
trong bién netconf_reply dé chung cé thé dwoc in. Cac tham s6 cho ham edit_config() nhw sau:

e target — dbi twong kho lwu trir NETCONF can duoc cap nhat.
e config — cAu hinh chinh stra can dwoc g
netconf reply = m.edit config(target="running", config=netconf hostname)

d. Ham edit_config () tra vé thong bao tra 16i RPC XML véi <ok /> cho biét thay déi d& dwoc ap dung thanh
cong. Lap lai cau lénh in trwéc dé hién thi két qua.

print (xml.dom.minidom.parseString(netconf reply.xml) .toprettyxml ())

e. Luwu va chay chwong trinh ctia ban. Ban sé& nhan dwoc dau ra twong ty nhw dau ra dwoc hién thi duoi
day. Ban ciing c6 thé xac minh rng t&n may chd cho R1 da thay déi bang cach truy cap R1 CLI.

RESTART: /home/student/ncclient-netconf.py

<?xml version="1.0" ?>

<rpc-reply message-id="urn:uuid:8d8elf04-1aa4-47c9-92d5-2a8981322£8f"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
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<ok/>
</rpc-reply>

>>>

f.  Thay d6i hostname tr& vé lai R1.

Step 2: Str dung ncclient dé tao loopback interface méi trén R1.
a. Danh dau commnet code tlr buéc trwdc néu ban muébn tranh thay dbi hostname mét 1an niva.

b. Tao mét bién <config> moi @€ gitr cu hinh cho giao dién loopback mai. Thém phan sau vao tap Iénh
ncclient_netconf.py clia ban. Néu nhiéu hoc vién dang truy cap R1 cung mét luc, hay st dung loopback
dwoc chi dinh b&i ngwoi hwdng dan. Néu khéng, ban coé thé st dung loopback 1, nhw hién thi bén dwéi.
Ghi chi: Thay thé [Tén sinh vién] bang tén clia ban. Dé lai ddu gach chéo ngwoc (\) trong Iénh mé ta. Ky
tw thoat, dau gach chéo nguwoc (\), cho phép giai thich thay the cho trich dan don (') 1a dau nhay don.
Cac ky tw thoat cho phép cac ky tw dac biét dwoc sir dung bén trong khai bao chuéi. Trich dan duy nhat
thwdng dwoc st dung dé ghi cha bat dau hodc két thuc khai bao chubi.
netconf loopback = """
<config xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<native xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native">
<interface>
<Loopback>
<name>1</name>
<description>[Student Name]\'s loopback</description>
<ip>
<address>
<primary>
<address>10.1.1.1</address>
<mask>255.255.255.0</mask>
</primary>
</address>
</ip>
</Loopback>
</interface>
</native>
</config>

c. Nhan xét bién netconf_repply trwéc dé néu ban mubn tranh thay déi tén may chi mét 1an niva. Thém
chirc nang edit_config() sau vao ncclient_netconf.py clia ban dé gtri cau hinh loopback m¢gi t&éi R1 va sau
do in ra két qua.
netconf reply = m.edit config(target="running", config=netconf loopback)
print (xml.dom.minidom.parseString(netconf reply.xml) .toprettyxml ())

d. Lwu va chay chwong trinh. Ching ta cé thé lay dwoc két qua ddu ra nhw bén duéi:

RESTART: /home/student/ncclient-netconf.py

<?xml version="1.0" ?>
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<rpc-reply message-id="urn:uuid:6407b416-2851-4eca-bbfa-7afbc6e8fbct"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">

<ok/>
</rpc-reply>

>>>

e. Trén R1, kiém tra loopback interface da dworc tao.

R1# show ip interface brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernet0/0/0 unassigned YES unset down down
GigabitEthernet0/0/1 192.168.1.1 YES manual up up
Serial0/1/0 unassigned YES unset up up
Serial0/1/1 unassigned YES unset up up
GigabitEthernetO unassigned YES unset down down
Loopbackl 10.1.1.1 YES other up up

Step 3: C6 gang tao giao dién loopback méi cé cung dia chi IPv4.

a. Tao mot bién moi goi la netconf_newloop. N6 sé gilr mét c4u hinh tao gi?o dién Ioopback? maoi r;hu;ng
c6 cung dia chi IPv4 nhw trén loopback 1: 10.1.1.1./24. Tai router CLI, diéu nay sé tao ra 16i do co gang
gan dia chi IP trung Iap cho cong.

Ghi cha: Néu nhiéu sinh vién dang truy cap cung moét lc, hay tang sé hiéu cla loopback thém 1 gia tri
dworc chi dinh b&i nguwdi hwéng dan cia ban. Néu khong, ban cé thé siv dung loopback 2, nhw hién thi
bén dudi.
netconf newloop = """
<config xmlns="urn:ietf:params:xml:ns:netconf:base:1.0>
<native xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native">
<interface>
<Loopback>
<name>2</name>
<description>[Student Name]’s loopback</description>
<ip>
<address>
<primary>
<address>10.1.1.1</address>
<mask>255.255.255.0</mask>
</primary>
</address>
</ip>
</Loopback>
</interface>
</native>
</config>

mwrwn
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b. Thém chirc nang edit_config () sau vao ncclient_netconf.py ctia ban dé g cAu hinh loopback m&i t&i
R1. Ban khéng can mét cau Iénh in cho budc nay.

netconf reply = m.edit config(target="running", config=netconf newloop)

c. Lwu va chay chwong trinh. Ban sé nhan duwgc dau ra 16i twong ty nhw sau:

============ RESTART: /home/student/Documents/ncclient-netconf.py ============
Traceback (most recent call last):
File "/home/student/Documents/ncclient-netconf.py", line 71, in <module>
netconf reply2=m.edit config(target='running', config = netconf newloop)

File "/home/student/.local/lib/python3.6/site-packages/ncclient/manager.py", line
236, in execute

huge tree=self. huge tree).request(*args, **kwds)

File "/home/student/.local/lib/python3.6/site-packages/ncclient/operations/edit.py",
line 69, in request

return self. request (node)

ncclient.operations.rpc.RPCError: inconsistent value: Device refused one or more
commands

>>>

d. Khong giong nhw st dung netmiko hogc sao chép va dan script, NETCONF sé& khong ap dung bat ky cau
hinh nao dwgc glri néu ‘mc}t ho&c nhiéu lénh bj tir chéi. D& xac minh diéu nay, hay nhap Iénh show giao
dién ip trén R1. Lwu y rang giao dién m&i cla ban chwa dwoc tao.

R1# show ip interface brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernet0/0/0 unassigned YES unset down down
GigabitEthernet0/0/1 192.168.1.1 YES manual up up
Serial0/1/0 unassigned YES unset up up
Serial0/1/1 unassigned YES unset up up
GigabitEthernetO unassigned YES unset down down
Loopbackl 10.1.1.1 YES other up up

Part 6: Chwong trinh dwoc str dung trong lab nay

Sau day la chwong trinh hoan chinh dwoc tao ra trong lab nay. Code ti Part 5, Step 3 dwoc danh dau

comment dé ban c6 thé chay script ma khong gap 16i. Script ctia ban c6 thé tréng khac nhau. Thuc hanh cac

k§ nang Python clia ban bang cach stra d6i chwong trinh dé gl cac 1énh xac minh va cau hinh khac nhau.
from ncclient import manager

import xml.dom.minidom

m = manager.connect (
host="192.168.1.1",
port=830,
username="cisco",
password="ciscol23!",
hostkey verify=False
)

print ("#Supported Capabilities (YANG models) :")
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for capability in m.server capabilities:

print (capability)

netconf reply = m.get config(source="running")

print (xml.dom.minidom.parseString (netconf reply.xml) .toprettyxml())

netconf filter = """
<filter xmlns="urn:ietf:params:xml:ns:netconf:base:1.0”>

<native xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native" />
</filter>
netconf reply = m.get config(source="running", filter=netconf filter)
print (xml.dom.minidom.parseString (netconf reply.xml) .toprettyxml())

netconf hostname = """
<config xmlns="urn:ietf:params:xml:ns:netconf:base:1.0”>
<native xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native">
<hostname>NEWHOSTNAME</hostname>
</native>
</config>

W

netconf reply = m.edit config(target="running", config=netconf hostname)
print (xml.dom.minidom.parseString (netconf reply.xml) .toprettyxml())

netconf loopack = """
<config xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<native xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native">
<interface>
<Loopback>
<name>1</name>
<description>[Student Name]'s loopback</description>
<ip>
<address>
<primary>
<address>10.1.1.1</address>
<mask>255.255.255.0</mask>
</primary>
</address>
</ip>
</Loopback>
</interface>

</native>
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</config>

wuan

netconf reply = m.edit config(target="running",

config=netconf loopack)

print (xml.dom.minidom.parseString (netconf reply.xml) .toprettyxml())

netconf newloop = """

<config xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<native xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native">

<interface>
<Loopback>

<name>2</name>

<description>[Student Name]’s loopback</description>

<ip>

<address>

<primary>

<address>10.1.1.1</address>
<mask>255.255.255.0</mask>

</primary>
</address>

</ip>
</Loopback>
</interface>

</native>

</config>

wuan

netconf reply = m.edit config(target="running", config=netconf newloop)

Bang téong hop céng Router

Router Model | Ethernet Interface #1 | Ethernet Interface #2 | Serial Interface #1 Serial Interface #2
Fast Ethernet 0/0 Fast Ethernet 0/1

1800 (FO/0) (FO/1) Serial 0/0/0 (S0/0/0) | Serial 0/0/1 (S0/0/1)
Gigabit Ethernet 0/0 Gigabit Ethernet 0/1

1900 (G0/0) (G0/1) Serial 0/0/0 (S0/0/0) | Serial 0/0/1 (S0/0/1)
Fast Ethernet 0/0 Fast Ethernet 0/1

2801 (FO/0) (FO/1) Serial 0/1/0 (S0/1/0) | Serial 0/1/1 (S0/1/1)
Fast Ethernet 0/0 Fast Ethernet 0/1

2811 (FO/0) (FO/1) Serial 0/0/0 (S0/0/0) | Serial 0/0/1 (S0/0/1)
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Router Model

Ethernet Interface #1

Ethernet Interface #2

Serial Interface #1

Serial Interface #2

2900

Gigabit Ethernet 0/0
(G0/0)

Gigabit Ethernet 0/1
(G0/M)

Serial 0/0/0 (S0/0/0)

Serial 0/0/1 (S0/0/1)

4221

Gigabit Ethernet 0/0/0
(G0/0/0)

Gigabit Ethernet 0/0/1
(G0/0/1)

Serial 0/1/0 (S0/1/0)

Serial 0/1/1 (S0/1/1)

4300

Gigabit Ethernet 0/0/0
(G0/0/0)

Gigabit Ethernet 0/0/1
(G0/0/1)

Serial 0/1/0 (S0/1/0)

Serial 0/1/1 (S0/1/1)

Note: D& tim hiéu cach c4u hinh router, hay xem céac interface dé xac dinh loai router va sé lwgng cong cla
router. Khéng cé cach nao dé liét ké hiéu qua tat ca cac két hop ciu hinh cho tirng I1&p router. Bang nay bao gém
cac ma dinh danh cho cac két hop cdng Ethernet va Serial ¢ thé cé trong thiét bi. BAng khéng bao gdm béat ky
loai giao dién nao khac, méc du mot router cu thé cé thé chira mot loai interface. Mot vi du vé& didu nay co thé 1a
céng ISDN BRI. Chuéi trong ngoac don |a tén viét tat hop phap cé thé dwoc st dung trong cac Iénh Cisco I0S dé

thé hién cong.
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