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LAB - DHCP SNOOPING, DAI

I. So do

Sw1

FO/0 FO/11 '%P. FO/12 FO/0
R1 J192.168.10.1/24 192.168.10.2/2\_ R2

Interface VLAN 10
192.168.10.251/24

Hinh 1: So d6 bai Lab
I1. Yéu ciu
2.1. Ciu hinh ban diu

- Trén SW1 tao VLAN 10 va thyc hién gan tat ca cac céng Fast Ethernet cua
switch vao VLAN 10 vtra tao.

- Thue hién cau hinh cac dia chi IP trén cac interface cua cac thiét bi nhu dugce chi

ra trén hinh 1.
Cdu hinh:
Trén SWI:

SW1 (config)#vlan 10

SW1 (config-vlan) #exit

SW1 (config) #interface range f0/1 - 24
SW1 (config-if-range) #switchport mode access
SW1 (config-if-range) #switchport access vlan 10

SW1 (config-if-range) #exit

SW1 (config) #interface vlan 10
SW1 (config-if) #ip address 192.168.10.251 255.255.255.0

SW1 (config-if) #exit
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Trén R1:

Rl (config) #interface £0/0
Rl (config-if) #no shutdown

Rl (config-if) #ip address 192.168.10.1 255.255.255.0

Rl (config-if) #exit

Trén R2:

R2 (config) #interface £0/0

R2 (config-if) #no shutdown

R2 (config-if) #ip address 192.168.10.2 255.255.255.0

R2 (config-if) #exit

Kiéem tra:

Trén SW1, VLAN 10 da duoc tao ra va cac cong Fast Ethernet déu da duoc gan
vao VLAN 10 (bai Lab duoc thuc hién trén switch 3560 c6 24 cong Fast Ethernet):

SWl#show vlan brief

VLAN Name Status Ports
1 default active Gi0/1, Gi0/2
10 VLANOO10 active Fa0/1, Fa0/2, Fa0/3, Fa0/4

Fa0/5, FaO/6, FaO/7, Fa0/8
Fa0/9, Fa0/10, Fa0/11, Fa0/12
Fa0/13, Fa0/14, Fa0/15, Fa0/16
Fa0/17, Fa0/18, Fa0/19, Fa0/20
Fa0/21, Fa0/22, Fa0/23, Fa0/24

1002 fddi-default act/unsup

1003 token-ring-default act/unsup

1004 fddinet-default act/unsup

1005 trnet-default act/unsup

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: htt youtube.com/@vnprol49



CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET
: TRUNG TAM TIN HQC VNPRO
/”P‘T‘@ PC: 276 - 278 Ung Vian Khiém, P.25, Q.Binh Thanh, Tp H6 Chi Minh
A DT (028) 35124257

Hotline: 0933427079 Email: vopro@vnpro.org
Interface VLAN 10 cua SW1 da active (up/up):
SWl#show ip interface brief vlan 10
Interface IP-Address OK? Method Status Protocol

VlanlO 192.168.10.251 YES manual upup

Céac dia chi IP cta cac host trén VLAN 10 d3 c6 thé di dén nhau duoc:

Rl#ping 192.168.10.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.10.2, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms
Rl#ping 192.168.10.251

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.10.251, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms
R2#ping 192.168.10.251

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.10.251, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms

2.2. DHCP snooping

- C4u hinh dé R1 déng vai tro DHCP server cap phat IP cho tat ca cac host thudc
VLAN 10 (VLAN 10 dugc quy hoach subnet IP 192.168.10.0/24).

- C4u hinh tinh ning DHCP snooping trén VLAN 10 ctia SW1 dam bao ngan chin
tat ca cac hoat dong tin cong gia mao DHCP server dién ra trén VLAN nay.

Cdu hinh:
Thuyc hién cau hinh R1 thanh DHCP server cép phat IP cho VLAN 10:

Rl (config) #ip dhcp excluded-address 192.168.10.1

Rl (config) #ip dhcp excluded-address 192.168.10.251
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Rl (config) #ip dhcp pool VLAN1O
Rl (dhcp-config) fnetwork 192.168.10.0 /24
R1 (dhcp-config) #default-router 192.168.10.1

R1 (dhcp-config) #exit

CAu hinh tinh ning DHCP snooping cho VLAN 10 trén SW1:

SW1l (config) #ip dhcp snooping

SW1 (config) #ip dhcp snooping vlan 10

SW1 (config)#interface f0/11
SW1 (config-if) #ip dhcp snooping trust

SW1 (config-if) #exit

SW1l (config) #no ip dhcp snooping information option

Ghi chu:

Céu hinh DHCP snooping da thyc hién & trén c6 thé dugc giai thich ngin gon
nhu sau:

- Tinh ning DHCP Snooping dugc str dung dé ngan chin phwong thire tan cong gia
mao DHCP (DHCP Spoofing) trén mot VLAN. V&i phuong thirc tan cong nay, ké tin cong
dung 1én mot DHCP server gia dé rot thong tin IP sai 1éch xudng cho nguoi dung cing
VLAN tir 46 gay anh hudng dén viéc truy nhap mang hodc danh cip thong tin tir ngudi
dung. Tinh nang nay dugc bat trén mdt VLAN cua mot switch bing cac 1énh:

SW1 (config) #ip dhcp snooping — Bat DHCP snooping trén SWl

SW1 (config) #ip dhcp snooping vlan 10 — Ap dung cho VLAN 10

- Khi tinh nang DHCP snooping dugc bat trén VLAN, cac céng thudéc VLAN duoc
chia thanh hai loai: trusted port va untrusted port.

+ Trén trusted port, thiét bi két nbi dugc quyén giri vao port tit ca cac loai goi tin
DHCP. Cic trusted port la cac port két ndi dén DHCP server hodc céc port uplink.

+ Trén untrusted port, thiét bi chi duoc phép giri vao port cac loai gbi tin DHCP do
client gui 1én server va khong dugc gui vao port cac loai goi tin ma DHCP server guri
xudng cho client. Cac untrusted port dugc dung dé két ndi dén cac end - user trong VLAN.
Khi duoc két ndi vao untrusted port, end - user khong thé dung DHCP server gia vi moi
goi tin cp phat IP dén tir DHCP server gia mao cua end - user s& bi chin khi di dén
untrusted port.
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+ Maic dinh, cac céng thudéc VLAN duoc ap DHCP snooping s€ hoat dong & ché 46
untrusted. Nguoi quan tri phai chi dinh tudng minh cac cdng trusted bang 1énh “ip dhcp
snooping trust” trén cac céng két ndi dén DHCP server hoic uplink.

Trong cau lab nay, cong F0/11 két ndi dén DHCP server R1 duoc chi dinh 1a trusted
port:

SW1 (config) #interface £f0/11
SW1 (config-if) #ip dhcp snooping trust

SW1 (config-if) #exit

Khi tinh nang DHCP snooping dugc bat trén switch, switch tu dong thuc hién cheén
thém option - 82 cho cac goi tin DHCP di dén DHCP server.

Option 82 1a mét loai option dugc str dung dé cung cap thém thong tin vé Agent
dén cho DHCP server. Céc géi tin DHCP ma c6 chén thém option 82 thudng cé truong
“giaddr” nhén gié tri khac 0 vi trudng nay dugc st dung dé mang theo dia chi cia DHCP
relay agent.

+ Tuy nhién, trong tinh hudng sir dung DHCP snooping, switch thyuc hién chén vao
option 82 nhung no6 lai khong phai la DHCP relay agent nén truong “giaddr” phai nhan
gia tri 1a 0. Picu nay din dén DHCP server sé& coi goi DHCP nhan duoc 1a bi 16i (xuat
hién option 82 nhung lai ¢6 giaddr = 0) va loai bo goéi nay khién cho céc client s& khong
nhan duogc c4u hinh IP.

+ Dé khic phuc van dé vira néu, khi cau hinh DHCP snooping trén switch, can phai
thyc hién tit thao tac chén option 82 hodc cu hinh DHCP server chap nhan cac goi tin
c6 option 82 nhung truong giaddr lai bang 0.

+ Dé tit option 82 v&i DHCP snooping trén switch, st dung 1é€nh:

|SW(config)#no ip dhcp snooping information option |

+ Dé DHCP server chdp nhan cac goi tin DHCP véi option 82 nhung lai ¢6
giaddr = 0, st dung I¢énh:

|R(config)#ip dhcp relay information trust-all

+ Hoac cau 1énh & mode interface:

|R(config—if)#ip dhcp relay information trusted

+ Trong cau lab nay, cach tat option 82 trén switch dugc lya chon dé thuc hién:

|SW1(config)#no ip dhcp snooping information option |
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Kiéem tra:

Thuec hién kiém tra cac thong s6 cia DHCP snooping trén switch:

SWl#show ip dhcp snooping

Switch DHCP snooping is enabled

DHCP snooping is configured on following VLANSs:
10

DHCP snooping is operational on following VLANs:
10

Smartlog is configured on following VLANs:

none

Smartlog is operational on following VLANs:

none

DHCP snooping is configured on the following L3 Interfaces:

Insertion of option 82 is disabled
circuit-id default format: vlan-mod-port
remote-id: a40c.c304.9d00 (MAC)

Option 82 on untrusted port is not allowed

Verification of hwaddr field is enabled

Verification of giaddr field is enabled

DHCP snooping trust/rate is configured on the following Interfaces:

Interface Trusted Allow option Rate limit (pps)

FastEthernet0/1lyes yes unlimited

Custom circuit-ids:

Thuc hién chuyén R2 thanh mot client xin cp phat IP tir DHCP server R1:

R2 (config) #interface £0/0

R2 (config-if) #no ip address
R2 (config-if) #ip address dhcp
R2 (config-if) #end

R24#
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*May 13 07:27:30.763: %DHCP-6-ADDRESS ASSIGN: Interface
FastEthernet0/0 assigned DHCP address 192.168.10.2, mask
255.255.255.0, hostname R2

C6 thé thiy rang R2 di duoc cip phat dong dia chi IP 192.168.10.2/24.

Tinh ning DHCP snooping bén canh chdng gia mao DHCP con tién hanh theo doi
moi goi tin DHCP di ngang qua switch dé xay dung bang DHCP snooping dung cho cac
tinh ning DAI va IP sourceguard. Thuc hién kiém tra bang DHCP snooping binding trén
switch:

SWl#show ip dhcp snooping binding

MacAddress IpAddress Lease (sec) Type VLAN
Interface

00:00:11:11:22:22 192.168.10.2 86382 dhcp-snooping 10
FastEthernet0/12

Total number of bindings: 1

Tir két qua show c6 thé thay, switch da giam sat dugc hoat dong cap phat IP bang
DHCP cho cac client. Vi mdi client, switch biét duge rang client ¢6 dia chi MAC 1a gi,
dugc DHCP server cap phat cho dia chi IP nao va dang duoc két ndi vao interface nao
ctia VLAN 10. Vi du: Hién nay client véi MAC 0000.1111.2222 két ndi vao cong F0/12
thuoc VLAN 10 da duoc cép dia chi IP 1a 192.168.10.2.

Tiép theo, thuc hién kiém tra hoat dong chéng tan cong gia mao DHCP server cua
DHCP snooping bang cach chuyén cong FO/11 ndi dén R1 thanh untrusted port. Liic nay
R1 sé& bi coi 1a DHCP gia mao va khong thé cip phat IP cho céc end - user thudc VLAN
10 duoc nira.

Chuyén cong F0/11 thanh untrusted port:

SW1 (config)#interface f0/11

SW1 (config-if) #no ip dhcp snooping trust

R2 thyc hién xin cip phat lai IP nhung khong con xin duoc IP tir R1:

R2 (config) #interface f0/0

R2 (config-if) #no ip address

R2 (config-if)#ip address dhcp

R2 (config-if) #end

R2#show ip interface brief £0/0

Interface IP-Address OK? Method Status Protocol

FastEthernet0/0 unassigned YES DHCP up up
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Chuyén lai FO/11 thanh trusted port, R2 lai nhan dugc IP cép phat ty dong tir R1:

SW1 (config)#interface £f0/11

SW1 (config-if) #ip dhcp snooping trust

R2#

*May 13 07:56:29.207: $DHCP-6-ADDRESS ASSIGN: Interface
FastEthernet0/0 assigned DHCP address 192.168.10.2, mask
255.255.255.0, hostname R2

2.3. IP Source - guard

- Cu hinh tinh ning IP source guard trén cac cong thudéc VLAN 10 dam bao cac
user két noi vao cac cong thuoc VLAN 10 phai sir dung dia chi IP dugc cap phat boi
DHCP.

- Néu str dung IP c4u hinh tinh, user s& khong thé trao ddi dir liéu.
Cadu hinh:
Bat IP source — guard trén tat ca cac cong thudoc VLAN 10 ctia SW1:

SW1 (config) #interface range f0/1 - 24

SW1 (config-if-range) #ip verify source

Kiem tra:

Hién nay R2 dang str dung IP dong 192.168.10.2 duogc cap phat boi DHCP:

R2#show ip interface brief £0/0

Interface IP-Address OK? Method Status Protocol

FastEthernet0/0 192.168.10.2 YES DHCP up up

Diéu nay dugc SW1 ghi nhén trong bang DHCP snooping binding;

SWl#show ip dhcp snooping binding
MacAddress IpAddress Lease Type VLAN Interface
(sec)

00:00:11:11:22:22 192.168.10.2 86233 dhcp-snooping 10 FastEthernet0/12

Total number of bindings: 1

Néu tiép tuc sir dung IP cip phat dong nay, R2 duoc phép giri dit liéu vao cong
F0/12 (cot “IpAddress” hién thi dia chi dugc phép “192.168.10.2”):

SWl#show ip verify source interface £0/12

Interface Filter-type Filter-mode IP-address Mac-address Vlan Log

Fa0/12 ip active 192.168.10.2 10 disabled
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R2 c6 thé di dén duoc cac host khéc:

R2#ping 192.168.10.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.10.1, timeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms

Tiép theo, thuc hién cdu hinh tinh mot IP nao d6 trén cong FO/0 cia R2 (vi du:
192.168.10.22) thay cho IP dong da nhan ttr DHCP:

R2 (config) #interface f0/0

R2 (config-if) #ip address 192.168.10.22 255.255.255.0

R2 (config-if) #exit

Khi R2 c4u hinh tinh dia chi méi thay thé cho IP cii nhan tir DHCP, tién trinh DHCP
trén R2 giri cap nhat vé diéu nay 1én DHCP server R1 dé tir bo dia chi IP da duoc cap
phat. SW1 theo ddi cac goi tin DHCP dén tir R2, biét duoc diéu nay va xda bo thong tin
tuong tng ra khoi bang DHCP snooping binding:

SWl#show ip dhcp snooping binding

MacAddress IpAddress Lease(sec) Type VLAN Interface

Total number of bindings: 0

Tiép d6, SW1 ciing déng thoi ngan chan moi IP trén cong FO/12 két ndi dén R2 (cot
“IPAddress”lﬁénthi“deny—all”)

SWl#show ip verify source interface £f0/12

Interface Filter-type Filter-mode IP-address Mac-address Vlan

Fa0/12 ip active deny-all 10

R2 khong thé guri dit liéu di tiép dugc nira:

R2#ping 192.168.10.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.10.1, timeout is 2
seconds:
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Success rate is 0 percent (0/5)

Tiép theo, cau hinh dé R2 st dung trd lai IP nhan tir DHCP thay cho IP tinh:

R2 (config) #interface £0/0

R2 (config-if)#no ip address
R2 (config-if) #ip address dhcp
R2 (config-if) #end

R2#

*Jan 1 01:01:27.039: 5DHCP-6-ADDRESS ASSIGN: Interface
FastEthernet0/0 assigned DHCP address 192.168.10.3, mask
255.255.255.0, hostname R2

Thong tin nay dugc SW1 cap nhat vao bang DHCP snooping binding:

SWl#show ip dhcp snooping binding

MacAddressIpAddress Lease Type VLAN Interface
(sec)

00:00:11:11:22:22192.168.10.3 86286 dhcp-snooping 10 FastEthernet0/12

Total number of bindings: 1

Tinh ning IP source - guard cho phép IP 192.168.10.3 duogc di vao cong F0/12:

SWl#show ip verify source interface £0/12

Interface Filter-type Filter-mode IP-address Mac-address Vlan Log

Fa0/12 ip active 192.168.10.3 10 disabled

R2 di c6 thé giao tiép tro lai vi cac host khéc:

R2#ping 192.168.10.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.10.1, timeout is 2
seconds:

Success rate is 80 percent (4/5), round-trip min/avg/max = 1/1/4 ms

Nhu vy, mdt host két ndi vao VLAN 10 chi c6 thé giao tiép véi cac host khac néu
n6 sir dung IP dong duoc cip phat boi DHCP.
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2.4. DAI - Dynamic ARP Inspection

- Tiép tuc cu hinh bd sung thém tinh ning DAI trén VLAN 10 dé ngan chin hoat
dong tan cong gia mao ARP trén VLAN nay.

Cdu hinh:
Thuc hién bat tinh nang DAI cho VLAN 10 trén SW1:

SW1 (config)#ip arp inspection vlan 10

Khi tinh nang DAI dugc bat 1én, switch sé€ chia cac céng thudéc VLAN 10 thanh hai
loai trusted port va untrusted port (twong tw nhu DHCP snooping ¢ trén). Moi goi tin ARP
Reply do céac host két ndi trén cac untrusted port giri vao switch s& déu duogc kiém tra.
Néu két qua phan giai IP - MAC ghi trén cac goi nay khong khép vai thong tin IP - MAC
tuong ung trong bang DHCP snooping binding da xay dung trudc do, goéi ARP Reply sé
bi loai bo, khong dugc chuyén di tiép. Piéu nay s& gitip ngin chan moi cudc tan cong gia
mao ARP xudt phat tir cac end - user.

Mic dinh, tat ca céac céng thudc VLAN bat DAI sé& duge dé & ché do untrusted. Véi
cac céng két ndi dén céc thiét bi ¢6 dd tin cdy cao (nhu cac server hay céac thiét bi uplink),
c6 thé chuyén cong vé ché do trusted:

SW1 (config) #interface £0/11
SW1 (config-if) #ip arp inspection trust

SW1 (config-if) #exit

Céc go6i tin ARP dén tir cac cong trusted s& khong bi kiém tra khi di vao switch.
Kiém tra:

Béang DHCP snooping binding da xay dung trudc do cua SW1:

SWli#show ip dhcp snooping binding

MacAddressIpAddress Lease Type VLAN Interface
(sec)

00:00:11:11:22:22192.168.10.3 86286 dhcp-snooping 10 FastEthernet0/12

Total number of bindings: 1

Bang nay chi rd rang IP 192.168.10.3 di dugc cép phéat cho host c6 MAC
0000.1111.2222 trén cong F0/12. Do d6, két qua phan giai ARP tra vé tir host nay bat
budc phai 1a mot sy twong quan gitta [P 192.168.10.3 va MAC 0000.1111.2222; néu su
phan giai khéng khép véi sy tuong quan nay goi tin ARP Reply tra vé tir host s& bi SW1
drop bo. Piéu nay ngin chin viéc gia mao két qua phan giai ARP.
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Tiép theo, thuc hién kiém tra hoat dong cua DAI béng cach khao sat img xtr cua
switch khi két qua phan giai ARP duoc tra vé khi ding va khi sai voi thong tin trong bang
DHCP snooping binding.

X6a ARP cache hién tai trén R1 bang cach shutdown rdi no shutdown cong F0/0
cua R1:

Rl (config) #interface £0/0
Rl (config-if) #shutdown
Rl (config-if)#

*May 13 09:03:25.891: SLINK-5-CHANGED: Interface FastEthernet0/0,
changed state to administratively down

*May 13 09:03:26.891: SLINEPROTO-5-UPDOWN: Line protocol on
Interface FastEthernet0/0, changed state to down

Rl (config-if) #no shutdown
Rl (config-if) #

*May 13 09:03:32.539: SLINK-3-UPDOWN: Interface FastEthernet0/0,
changed state to up

*May 13 09:03:33.539: SLINEPROTO-5-UPDOWN: Line protocol on
Interface FastEthernet0/0, changed state to up

Tu R1 thyc hi¢n ping dia chi 192.168.10.3 cua R2:
Rl#ping 192.168.10.3

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.10.3, timeout is 2 seconds:
Success rate is 80 percent (4/5), round-trip min/avg/max = 1/1/4 ms

Rl#show ip arp

Protocol Address Age (min) Hardware Addr Type Interface
Internet 192.168.10.1 - 0000.1111.1111 ARPA FastEthernet0/0
Internet 192.168.10.3 0 0000.1111.2222 ARPA FastEthernet0/0

ARP cache da bi x6a nén R1 phai thuc hién lai thao tac gui di ARP request dé tim
ra dia chi MAC twong g véi dia chi IP 192.168.10.3 ctia R2. Vi ARP Reply tra vé tir
R2 ¢6 IP va MAC ding véi thong tin da luu trén bang DHCP snooping binding nén thong
tin ndy dugc cdp nhat vao bang ARP cua R1. Phan giai ARP da dugc thyc hi¢n thanh
cong nén ping thanh cong.
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Tiép theo, thuc hién lai viéc x6a ARP cache trén R1:

Rl (config) #interface £0/0
Rl (config-if) #shutdown
Rl (config-if)#

*May 14 03:42:27.411: SLINK-5-CHANGED: Interface FastEthernet0/0,
changed state to administratively down

*May 14 03:42:28.411: SLINEPROTO-5-UPDOWN: Line protocol on
Interface FastEthernet0/0, changed state to down

Rl (config-if) #no shutdown
Rl (config-if) #

*May 14 03:42:33.123: $SLINK-3-UPDOWN: Interface FastEthernet0/0,
changed state to up

*May 14 03:42:34.123: SLINEPROTO-5-UPDOWN: Line protocol on
Interface FastEthernet0/0, changed state to up

Rl#show ip arp
Protocol Address Age (min) Hardware Addr Type Interface

Internet 192.168.10.1- 0000.1111.1111 ARPA FastEthernet0/0

Do6i lai dia chi MAC trén cong FO/0 ciia R2 dé gia lap hoat dong phén gidi sai dia
chi MAC cho IP 192.168.10.3:

R2 (config) #interface £0/0

R2 (config-if) #mac-address 0000.1111.3333 - Trubc dé la
0000.1111.2222

SW1 (config) #int £0/12

SW1 (config-if) #no switchport port-security mac-address
0000.1111.2222 ~ G& bdé port-security cho dia chi 0000.1111.2222 da
cdu hinh trudéc dé dé cbéng F0/12 cia SW1l chdp nhan dia chi MAC méi
thay déi cta R2

Tur R1 thyuc hién ping lai dia chi 192.168.10.3:

Rl#ping 192.168.10.3
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.10.3, timeout is 2
seconds:

Success rate is 0 percent (0/5)
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Hoat dong ping dién ra khong thanh céng. Diéu nay xay ra do phan giai ARP da
khong thé hoan tat:

Rl#show ip arp

Protocol Address Age (min) Hardware Addr Type Interface
Internet 192.168.10.1 - 0000.1111.1111 ARPA FastEthernet0/0
Internet 192.168.10.3 0 Incomplete ARPA

SW1 da chan lai cdc g6i ARP Reply dén tir R2 vi thong tin phan giai khong dung
v61 ndi dung da luu trong bang DHCP snooping binding: dia chi 192.168.10.3 dang 1&
phai dugc phan giai thanh MAC 0000.1111.2222 thi lai dugc phan giai thanh MAC
0000.1111.3333. Piéu nay dugc thé hién qua cac thong diép syslog do SW1 phat ra:

SW1#

*Mar 1 01:13:18.096: %$SW_DAI-4-DHCP_SNOOPING DENY: 1 Invalid ARPs
(Res) on Fa0/12, vlan
10.([0000.1111.3333/192.168.10.3/0000.1111.1111/192.168.10.1/01:1
3:17 UTC Mon Mar 1 1993])

SW1#

*Mar 1 01:13:20.109: %SW_DAI-4-DHCP SNOOPING DENY: 1 Invalid ARPs
(Res) on Fa0/12, vlan
10.([0000.1111.3333/192.168.10.3/0000.1111.1111/192.168.10.1/01:1
3:19 UTC Mon Mar 1 1993])

SW1#

*Mar 1 01:13:22.123: %SW_DAI—4—DHCP_SNOOPING_DENY: 1 Invalid ARPs
(Res) on Fa0/12, vlan
10.([0000.1111.3333/192.168.10.3/0000.1111.1111/192.168.10.1/01:1
3:21 UTC Mon Mar 1 1993])

Thuc hién d6i lai dia chi MAC trén cong F0/0 vé lai thanh dia chi 0000.1111.2222
dlang nhu thong tin trong bang DHCP snooping binding:

R2 (config) #interface f0/0

R2 (config-if) #mac-address 0000.1111.2222

Luc nay R1 d4 ping duoc dén R2 vi hoat dong phan giai ARP da dién ra thanh cong;

Rl#ping 192.168.10.3
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.10.3, timeout is 2 seconds:
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Success rate is 80 percent (4/5), round-trip min/avg/max = 1/1/4 ms
Rl#show ip arp

Protocol Address Age (min) Hardware Addr Type Interface
Internet 192.168.10.1 - 0000.1111.1111 ARPA
FastEthernet0/0

Internet 192.168.10.3 0 0000.1111.2222 ARPA
FastEthernet0/0
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