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LAB 1: GIOI THIEU GIAO DIEN CISCO ISE

Trong nhiém vu nay, ban s& thuc hién dang nhap ban dau vao Cisco ISE. Trong qua
trinh dang nhap ban dau, mot sd tin nhan bat 1én nhat dinh dugc trinh bay cho ngudi
dung.

Budc 1: Truy cap PC quan tri vién cua ban. St dung Administrator / Test123

Bwéc 2: Mo trinh duyét web Firefox va diéu hudng dén https://ise.eve.lab

Bude 3: Dang nhap véi thong tin dang nhap Administrator / Test123.
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Buéc 4: Diéu huéng cac tiy chon menu phu khac nhau 6 sin trong tab Man hinh

chinh. Trong phén, ban s& dinh cAu hinh céac khia canh khac cua ISE va céc bang

diéu khién nay s& duoc dién va cap nhat twong Gmg. Vi chung t6i khong co thiét bi

hodc nguoi dung chua dugc xac dinh, nén nhiéu bang di€u khién trong.
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Buéc 5: Diéu hudéng dén Context Visibility — Endpoint. M6t lan nita, kham pha

cac menu con khéac nhau c6 san ¢ day. Lam tuong tu vdi menu Network Device co

san dudi Context Visibility
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Luwu y: Context Visibility cung cip cho quan tri vién mot cai nhin toan dién hon vé
mang. N6 cho phép sap xép nhanh va loc thong tin ngit canh. Quén tri vién cé thé

xem cac Dashlet dé c6 duoc dit liéu thong tin chi tiét.

Buéc 6: Cac bang Dashboards va Dashlets ndy c6 thé duoc tiy chinh dé dap tng
nhu cau cta ban. Bang cach nhap vao biéu tuong "Gear" ¢ bén phai, ban s& tim thay

mot s tuy chon c6 san cho ban va céc tuy chon ¢6 the tuy chinh.

Céc tiy chon nay sé thay doi tily thudc vao tiéu dé menu chinh cta ban.Xem Home
hodc Context Visibility. Hiy danh mot chit thoi gian dé kham phé céac tiiy chon

nay.
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Buwéc 7: Quay trd lai dudi tab Home, ban c6 thé thém bang diéu khién bd sung theo
hai cach. Nhip vao biéu tuong "Gear" ¢ phia bén phai cia trang. Biéu tuong banh

rang cung cap cho ban nhi€u tuy chon hon ngoai diéu nay, chang han nhu thém cac
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Dashboards vao ché do xem hi¢n tai. Ban cling c6 thé thay d61 b6 cuc ciia man hinh

va quan 1y bang diéu khién.

Manage

DASHBOARD SETTINGS

alous Be
Add New Dashboard

O Add Dashlet(s)
Export

Layout Template

JPOINTS
Manage Dashboards

Logicai P

Buéc 8: Thém mot Dashboard méi bang cach sir dung mot trong hai phuong thirc
dugc dé cap o trén. Dat tén cho n6 MYTEST va nhap vao Apply khi hoan thanh.
Sau d6 chon 2 hodc 3 tham s Dashlet ma ban chon dé duogc bao gém trong bang
diéu khién d6. Sau d6 nhip vao Save. Sau d0, ban c6 thé xem bang diéu khién mai

nay sau khi hoan thanh va n6 sé xuat hién duéi dang tuy chon menu phu.
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= Cisco ISE Dashboard
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Buée 9: Bﬁng cach nhip vao biéu tuong banh rang ¢ bén phdi, luu y rang ban co
thé d6i tén bang diéu khién nay va thém cac ddu gach ngang b sung. Néu ban nhip
vao Add Dashlets, ban sé théy réng ban ¢ thé dinh cdu hinh bang diéu khién dé
hién thi nhiing gi quan trong d6i véi ban, cho méi trudng ciia ban. Nhip vao Close

dé thoat.

Add Dashlet(s)

Alarms Add Top Threats Add Location Add
Authentications Add Top Vulnerability Add Guest Status Add
Compliance Add Total Compromised Endpoints Add Guest Type Add
Compromised Endpoints Over Time Add Total Vulnerable Endpoints Add Identity Group Add
Device Type Add Vulnerability Watchlist Add Policy Service Node Add
OS Types Add Vulnerable Endpoints Over Time Add
Endpoints Add Status Add
System Summary Add Network Devices Add
Threats Watchlist Add Endpoint Categories Add
BYOD Endpoints Add Failure Reason Add

Buwéc 10: Bay gio, hiy tiép tuc va x6a Dashboard nay bang cach nhap vao X bén
canh tén MYTEST va nhép vao OK trén cira s6 Canh bao bat 1én dé xo6a bang
Dashboard. Ban s€ thém bang dashboards trong cac bai lab sau nay s€ phu hop hon

v61 nhiém vu duoc thuc hién.
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Bwéc 11: Tuong tu, bang cach diéu hudng dén trang Context Visibility ngit canh
va nhap vao biéu tuong banh ring ¢ bén phai, ban duoc trinh bay véi cac tity chon
dé tao ché do new view hoic truc tiép nhdy vao bang dashboard co6 tir trude. Mot

1an nita, ban sé& tiy chinh cac trang ndy trong cac bai lab.

= Cisco ISE Context Visibility - Endpoints (1)
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Budre 12: Tiép theo, diéu hudng dén cac tiy chon menu khac c6 san chi dé 1am quen

v6i diéu huéng GUI. Ban sé& truy cap hau hét cac tiy chon cau hinh

Tab Operation s& cho phép ban xem nhat ky truc tiép va cac phién truc tiép cho
nhitng thr nhu RADIUS va TACACS+ sessions.

1. Tab Policy 14 noi ban sé& thyc hién cac ciu hinh x4c thyc va iy quyén,
cling nhu Profiling, cung cap va tu thé. Danh thoi gian dé xem céc chinh
sach mic dinh di kém voi ISE dé xéc thuc, uy quyén, ho so va cung cép.
Ban s& stra d6i mot s6 trong s6 ndy va thém céac cdu hinh chinh sach méi

sau nay.

2. Tab Administrator 13 noi ban s€ thuc hi¢n cac chic nang hé théng,
Quan ly danh tinh, thém tai nguyén mang, cong thiét bi va cac tai nguyén

khac dich vu ¢6 san trén Cisco ISE.

3. C6 tuy chon menu moéi cé san v6i ISE duoc goi 12 Word Centers.

Cac Word Centers cung cap quy trinh quy trinh cong viéc ¢6 huéng din
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dé dinh cAu hinh céc dich vu ISE khéac nhau. Cac Word Centers cling
cung cép cac lién két truc tiép dén cac trang cu hinh cu thé. Danh mot
chut thoi gian dé nhap vao céc tiiy chon menu phu khac nhau va tra thong
béo cu thé cho cac trang téng quan. Nhitng tro giup nay hudng dan ban
trong qua trinh quy trinh lam viéc cta ISE. Vi du: chon tiy chon "Tong
quan" dudi tiéu dé cho BYOD hoic Guest Access hoic Network

Access.

v Céc menu tiép theo: Operation, Policy, Administration, Work Center.
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= Cisco ISE
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v Tatruy cap vao Audit/ Administrator logins: giam sat xem cac user da

dang nhap vao ISE.

v Cung nhi€u chirc nang giam sat khac.

= Cisco ISE

Export Summary
My Reports >

Reports v

v

Adaptive Network Contr
Change Configuration A.
Cisco Support Diagnosti..
Data Purging Audit
Endpoints Purge Activiti...
Internal Administrator S

OpenAP| Operations

Operations - Reports ® Q ® @ &
Administrator LOginS Add to My Reports  Export To Schedule
From 2022-11-22 00:00:00.0 To 2022-11-22 16:43:50.0

Reports exported in last 7 days 0

Filter Y Refresh
Logged At Administr... IP Address Server Event Event Details
Today vox Administrato IP Address v Server
11-22 16:00:21.271 admin ISE Administrator authentication suc Administrator authenti
Rows/Page 1 v 1 1 Total Rows

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149




¥nPro

CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET
TRUNG TAM TIN HQC VNPRO
DC: 276 - 278 Ung Van Khiém, P.25, Q.Binh Thanh, Tp Ho Chi Minh

PT: (028) 35124257

Hotline: 0933427079 Email: vnpro@vnpro.org

= Cisco ISE
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. Trong muyc nay ta s€ c6 Policy Set, Policy

Administration Work Ceni

Ban d4 hoan thanh nhiém vu nay khi ban dat duoc nhimg két qua sau:

1. Ban d4 dang nhap thanh cong vao Cisco ISE bang cach sir dung thong tin dang

nhap duoc cung cép.

2. Ban d4 xir Iy cAc tin nhan ban dau duogc hién thi cho ngudi dung khi dang nhap

3. Lam quen v&i

giao di¢n ngudi dung Cisco ISE
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