CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET
TRUNG TAM TIN HQC VNPRO

fn‘r‘i]'j@ PC: 276 - 278 Ung Van Khiém, P25, Q.Binh Thanh, Tp Ho Chi Minh

DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

Lab Scanning with OpenVas
Chuan bi
e May Kali c6 sin tool GVM-OpenVAS
e May metasploitable2
Muc tiéu

e Hicu va van hanh dugc cong cu OpenVas.
e Quét, doc va hi€u céac 16 hong dugc phat hién

e Phan tich két qua quét, dién giai cac 16 héng bao mét thuc té.

Cinh bao: Tét ca cac bai lab tan cong chi dugc thuc hién trong méi truwdng do, cach ly
va hop phap. Tuyét d6i khong ap dung trén hé théng thit hoic mang khong dwoc
phép, moi vi pham s€ bi xur Iy theo quy dinh va phap luat hién hanh.

Bai tap thwc hanh

Mo ta: md hinh gom 2 dbi tuong, OpenVAS 12 may st dung dé quét cac 16 hong va
Metasploitable 12 myc tiéu can quét cho bai lab nay.

OpenVAS ‘ Metasploitable ’

O trong kali linux dung cau 1énh gvm-check-setup. Néu bi béo 10, chay 1énh gvm-setup,

10i chay 1énh gvm-start.
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[ root @kali: ~

File Actions Edit View Help

[>] You can now run gvm-check-setup to make sure ¢ /thing is correctly conf
ed

files in
on in b/openvas/plugins contains 94095 NVTs.
OK: The notus dire \ ar/lib/notus/products contains 581 NVTs.
Checking that the obsol i ibase has been
Could not a i edis-openvas/redi : r.sock: No su
ch file or

Chay 1énh gvm-start

=) root@kali: ~
File Actions Edit View Help

Starting gvmd service

Waiting for gvmd service

OK: gvmd service is active.

Starting gsad service

Waiting for gsad service

OK: gsad service is active.
Step 8: Checking few other requirements ...

OK: nmap is present.

OK: ssh-keygen found, LSC credential generation for GNU/Linux targets

is likely to work.

OK: nsis found, LSC credential package generation for Microsoft Windo
ws targets is likely to work.

OK: xsltproc found.

WARNING: Your password policy is empty.

SUGGEST: Edit the /etc/gvm/pwpolicy.conf file to set a password polic
y.
Step 9: Checking greenbone-security-assistant ...

OK: greenbone-security-assistant is installed

It seems like your GVM-25.04.0 installation is OK.

[i] GVM services are already running
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Sau d6 s& c6 mot trang web xuét hién, sir dung tai khoan admin dé dang nhap. ay 1a giao
dién cua cong cu st dung cho bai thuc hanh nay.

é Greenbone

Sign in to your account

Usemame
admin

Password

Khi dang nhap thanh cong, vao tab administrator, feed status, khi tit ca déu dang & trang
thai current, cong cu da sin sang.

®

Scan Configs

Alerts

h\ Feed Status

Schedules

Report Configs Type Content Origin Version Status

Report Formats NVT ‘Qﬁ NVE Greenbone Community Feed 20250703T0642| Current
Scanners s o

Scap 95 CVEs -y CPEs Greenbone SCAP Data Feed  20250703T0509| Current
Filters

CERT as 1 CERT-Bund Advisories **"; DFN-CERT Advisorles Greenbone CERT Data Feed 2025070370417 Current
Tags

3= Administration v GVMD DATA &) Compliance _Epoﬁ

= Report ~ Scan Greenbone Data Objects
Policies Lists @Cofmgs

Formats Feed 2025070370508 | Current

Users
Groups
Roles
Permissions
Performance

Trashcan

Feed Status

LDAP
RADIUS

() Help >
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Trén may metasploitable2, dung tai khoan mat khau msfadmin/msfadmin dé ding nhap,

sau d6 chay 1énh ifconfig dé kiém tra ip.

5.255.254.0

) dropped:
100

inetb add
UP LOOPBA
) frame:0
carrier:0

colli
09 (912.0 KB)

fasfadmin@metasploitable:™$

Trén browser cua kali, vao dia chi IP cua metasploitable2, sau d6 web s€ c6 giao di¢n

nhu anh & dudi, nhu vdy phan chudn bi lab di xong.

&« > C A\ Notsecure  http://10.215.26.236

oB @ Lich Hoc = Home - Microsoft 3... I YouTube @ M Gmail [ Code 24h, cd

- |
A N A
HIIII_T\(_I\_\I_)

Warning: Never expose this VM to an untrusted network!

Contact: msfdev[at]metasploit.com

Login with msfadmin/msfadmin to get started

o TWiki

¢ phpMyAdmin
+ Mutillidae

¢« DVWA

» WebDAV
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1. Tao muc tiéu dé quét.
O thanh bén trai, Chon Configuration—> Targets, sau do 4n vao biéu tuong file co diu

cong.

al & Greenbone Security Ass|: % ¢ Greenbone Security Assi- X = & New Tab

« C @ O G 127.0.0.1 0% TY ® & =

OffSec Kali Linux g8 Kali Tools # Kali Docs Kali Forums o\ Kali NetHunter Exploit-DB Google Hacking DB

. Greenbone utc @ ‘ L] ‘ - |l—l 58 ¥

o
Vulnerabilities 0 O Fllter _
' metasploitable2 deleted successfully.

Notes
Overrides @T‘arge“ o0of 0 0 Target for New Quick Task - 2025-07-03 15:41:45
deleted successfully.
=) Assets v
No targets available
Hosts

Operating Systems

TLS Certificates

Y

<] Resilience >

o) Security X

= Information

22 Configuration v
Targets

Sau do, mdt cura s6 s€ xuat hién, chung ta s€ can dién vao thong tin Name( tén ctia muc

ti€u) va host( dia chi ip ciia muyc tiéu), sau do nhan Save dé luu.

New Target X

Name

Metaspleitable

Comment

Hosts

© mManual | 1021526236

From file

Exclude Hosts
O Manual

From file

Allow simultaneous scanning via multiple IPs

O ves No
Port List

All IANA assigned TCP § [
Alive Test

Bean Confia Defaul

‘ Cancel ‘ Save

L
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= Nhu vdy, ching ta di thanh cong tao mot muc tiéu dé quét.

@Thrgets lofl

M 1-10f1
MName T Hosts T| IPs T  Port List T] Credentials Actions
All |ANA assi d
Metasploitable 10.215.26.236 o Oz =S
Apply to page contents - T @' a

2. Tao task dé quét.

O muc Scans chon Task, an vao biéu tugng thu muc ¢6 dau cong, sau d6 chon New
Task.

enbone Security Ass X % Greenbone Security As

Q & 2 : 70%

OffSec Kali Linux g8 Kali Tools + Kali Docs Kali Forums ¢ Kali NetHunter Exploit-DB Google Hacking DB

dy Groenbane uTC | & | ¢ 14:27 3

|:li  Dashboards @*\H 4] @ VOF -

Mew Contadnes Task
(<) Scans o H—r
= 1=/ Tasks 0 of O HES)
Tasks
- Tasks by Severity Class (Total: 0} ® Tasks with most High Results per Host = Tasks by Status (Total: 0) *
ports
Results

Vulnerabilities
Motes
Ovemides
=
= Assets
m -
Resilience ]
! N Tasks available

= Security
=" Information

&= Configuration -
Targets
Port Lists
Credentlals
Scan Configs
Alerts

Schedules

Luc nay s€ c6 mot ctra s6 hi¢n 1én, dat tén va target dé scan.
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Nt
Edit Task metasploitable-base-scan X
Name
mHa!plmnbl&bnse-!cen
Comment
Scan Targets
Metasploable + U
Alerts
[
Schedule
< Once D
Add results to Assets
o Yes Nao
Apply Overrides
O ves No
Min QoD
70 -

Cancel m

Cudn chudt xudng dudi ¢ tab scan-config, click vao dé xem céc ki€u scan hién co.

Edit Task metasploitable-base-scan X
70

w

Alterable Task
Yes @ No
Auto Delete Reports
© Do not automatically delete reports

Automatically delete oldest

reports but always keep newest reports

Scanner

OpenVAS Default

Scan Config

Basal

Base

Discovery

empty
Full and fast
Host Discovery
Log4Shell

System Discovery

s
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Nhu hinh d3 thiy gém c6 7 kiéu scan, dudi dy 13 bang chirc ning cta timg kiéu scan.

Chu thich: NVT la Network Vulnerability Test

Scan Config | Muc dich chinh | Pham vi kiém tra Pic diém
Khoi tao cdu hinh | Khong ¢6 NVT nao Dung dé tu xdy dung
tréng, chi chtra dugc chay kich ban quét tuy chinh
Empty 5 Y Sy
phan khung co tor dau, khong ton tai
ban nguyén ban dau
Co s& dé mé rong, | Mot tap nho cac NVT Nhanbh, it tiéu thu tai
Base chay céc bai test co ban (khong ddy di) | nguyén, thuong chi
nén tang dung lam tham khao
Kham pha host, Thuyc hién ping/TCP Khong kiém thtr 15
Discovery port, dich vu dang | connect dén port phd héng sau, dung dé map
mo bién, banner grab so bo ha tang
Host Chi xac dinh xem | ICMP ping, TCP/UDP | Rét nhanh, khong phat
0s . . x . 2
. host con song va | ping dén cac port xac hién 16 hong, chi “danh
Discovery . , ) 4
port nao m& dinh dau” host/port
Svst Tham do chi tiét OS fingerprinting, Giup ndm OS, dich vu,
stem .
).7 thong tin h¢ thong | banner grab, version version, khong khai
Discovery ) L 1X LA
detection thac 10 hong
Quét toan dién voi | Toan bd NVT “Full and | Cén bang giita phii
Full and fast | tbc do twong dbi fast” feed (hon 50.000 | rong va thoi gian quét
nhanh test) Thuong dung chinh
Chuyén biét phat | Chay cac NVT lién Rét nhanh, tip trung
hién 16 hong quan dén Log4j 2 (RCE | duy nhét vao mot CVE
Log4Shell . IS e
Log4Shell (CVE- | qua JNDI lookup) Dung dé validate géi va
2021-44228)
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Vi lan scan nay chung ta s€ bat dau véi Base-scan, chon Base, sau d6 nhan save

Edit Task metasploitable-base-scan X

70

Alterable Task
Yes @ No

Auto Delete Reports

° Do not automatically delete reports

Automatically delete oldest
reports but always keep newest

Scanner

OpenVAS Default

reports

Scan Config

Base

Order for target hosts

Sequential

Maximum concurrently executed NVTs per host

4

Maximum concurrently scanned hosts

20

Cancel |

~

W

— 3
:

Task dugc tao s& gidng hinh bén dudi. Sau d6, nhin bicu twong tam giac dé bat dau quét.

(ORI Filter SE®DOF -
=/ Tasks 2 of 2 0o
Tasks by Severity Class (Total: 2) x Tasks with most High Results per Host  x Tasks by Status (Total: 2) x
Low
N/A
Results per Host
O 1-20f2
Name - Status T) Reports 17| Last Report 1] Severity T| Trend T Actions
Fri, Jul 4, 2025
. 3:28 AM
m I -full-and- [ _oone
metasploitabe-full-and-fast 1 conrdinated 2.1 (Low) [ BZZ98
Universal Time
metasploitable-base-scan T » > B9

Sau khi scan xong
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Pé xem két qua sau khi scan, chiing ta s& truy cap vao Scans—=>Results, & ddy chira toan
b0 thong tin da scan dugc tur tat ca cac task.

4. Greenbone

|t Dashboards ® Filter SOLOS -
[©) scans v @ 22 of 32 oo
Tasks
Results by Severity Class (Total: 32) x Results by CVSS (Total: 32)
Reports
L
Results o9
Vulnerabilities i =-
Notes -
Overrides i T T
5 Assets v
Hosts
Qperating Systems (] 1-100f32 > I
TLS Certificates - Host EPSS
Vulnerability T 27 Severity - QoD T Location T, Created T1
\ 1P 1L Name 1| Score 1| Percentage 1|
Resilience >
) Fri, Jul 4,
B ormation ’ Obtain st of al 2025339
port mapper 80% 1021526236 11 A N/A AN
£ Configuration ) registered Coordinated
programs via RPC Universal
5T Administration » Time
2) Help > Fri, Jul 4,
® 2025 3:39
- AM
Services 80% ~ 10.215.26.236 21 NA L NA e

Pé dé dang phan tich két qua dat dugc, chung ta c6 thé xuét két qua ra file XML, sau do
nhd Al phén tich cac két qua thu duoc, nhan vao biéu twong bén dudi.
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5]

T0%
OffSec Kali Linux & Kali * Kali Docs Kali Forums ¢ Kali MetHunter Exploit-DB
4. Greenbone uTC
Fri, Jul 4,
|1 Dashboards 2025 3:39
Services 80 % 10.215.26.236 5432/ NFA A A
ervices .4 [Log] % 10.215.26.23 ftep I I Coordinated
() Scans w Universal
Time
Tasks
Fri, Jul 4,
Reports
o 2025 3:39
Results P 36 SIE i AM
Results Services BO % 10.215.26.236 23ftcp N/A NiA .
Coordinated
Vilnerabilities Uniwversal
Time
Notes
) Fri, Jul 4,
Overrides 2025 3:40
=2 Assets v Services 80 % 10.215.26.236 3306/tep /A /A An
= SIS : preRseRes Coordinated
Hasts Uniwersal
Time
Operating Systems
Fri, Jul 4,
TLS Certificates '
RPC Portmapper ii‘zs HED
[3 Resilience » ‘:[e(r: ice Detection B0 % 10.215.26.236 11lfcp NI /A Coordinated
S ) { Universal
= ecuricy Time
* Information
4% Configuration v Apply 1o page contents
Targets
1-100f32 >
Port Lists
Credentials

File két qua s& dugc tai vé nhu hinh bén dudi.

. 20250704 xml

b KB

w all downloads

Nhén vao s€ cé dang nhu sau.
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This XML file does not appear to have any style information associated with it. The document tree is shown below.

id="4062

—< =

Obtain list of all port mapper registered programs via RPC

<f >

—< >

< >admin</ >

=
>2025-07-04T03:
/=
>2025-07-04T03:

Coppy toan bd ndi dung (hodc gui file) 1én con chatboxAl bat ki, Al s& hd tro chung ta

phan tich két qua thu dugc. Gitp ching ta d& dang nim dugc thong tin va khong bo xot

bat ki 16 héng ndo. Vi du ¢ ddy chung ta sir dung chatGPT.

abec.xml
Tép

qua thu dugc.

Bay la két qua scan ctia openVAS, ban hay giap to6i phan tich cac két

ChatGPT dé dang phan tich va tong két tir két qua nhu hinh bén dudi.
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Céng Dich vu Théng tin chi tist @)

21/tep FTP (vsFTPd 2.3.4) Dich vu FTP cé thé dé bj tdn céng, dic biét néu khang ciu hinh
gidi han quyén ngudi dang.

22/tcp S5H Dich vu cho phép két ndi tif xa; ¢an chi y d&n chinh sach xac thuc

va cu hinh bao mat.

23/tcp Telnet Dich vu nay truyén dif liéu dudi dang cleartext, tiém &n rdi ro cag

néu dudc sif dung trén mang md.

25/tcp SMTP (Postfix - ESMTP) May chli gifi email; cin ki€m tra cdu hinh relay va xac thuc d&
tranh bi Igi dung spam.

80/tcp Web Server Cé dich vu HTTP dang hoat déng. Khdng rd 13 Apache hay loai

nao. cin quét sdu han.

M/tep RPC Portmapper Dich vu quan Iy dnh xa RPC; thudng thdy trong hé théng

UNIX/Linux, nhung néu 16 ra mang cong cong thi rat nguy hiém.

2121/tcp FTP (ProFTPD 1.3.1) Dich vu FTP thit hai; c¢6 thé dang diing cho muc dich khéc biét,

nhung nén cdu hinh ré rang phan quyén.

3306/tcp MySQL (khéng xac dinh ré C8ng mic dinh clia MySQL. Néu khéng bio vé bang mat khiu
banner) manh hodc tudng Iia, dé bi dé quét brute-force.

5432/tcp PostgreSQL (khéng xac dinh Cdéng mac dinh clia PostgreSQL: néu khang bao vé k§i, co thé din
ré) dén ro ri dif liéu. .l

Day 1a link ciia chatGPT chira dap 4n cho ban dé dang tham khao: giir ctrl va an vao day!

Nhu vay chung ta da thuc hién xong base-scan. Dé thuc hanh thém, cic ban hay thuc

hién trén cac ki€u scan khac nhé!!!

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/c/VnProTrungTamTinHoc



https://chatgpt.com/share/68677bae-b57c-8005-9fe1-079c0f47b2ac

