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Part 1: Xay dwng mang va kiém tra két n6i
Part 2: Cau hinh thiét bi 10S XE cho két n6i RESTCONF
Part 3: M& va ciu hinh Postman
Part 4: S&r dung Postman dé gtri yéu cdu GET
Part 5: Str dung Postman dé gtri yéu cau PUT
Part 6: Dung Python Script dé gtvi yéu cau GET
Part 7: Dung Python Script dé gtvi yéu cau PUT

Béi canh/ Téng quan

Giao thtrc RESTCONF la moét tap hop con ciia NETCONF. RESTCONF cho phép thwc hién cac cude goi API
RESTful dén thiét bj IOS XE. D liéu dwoc API tré vé cé thé Ia XML hodc JSON. Trong nira dau cla lab nay,
chuing ta sé s dung chwong trinh Postman dé xay duwng va gtvi cac yéu cau API dén dich vu RESTCONF
dang chay trén R1. Trong nlra sau cUa lab, ching ta sé tao cac script Python dé thuc hién cac tac vu gibng
nhw Postman.

Cac tai nguyén can thiét
e 1 Router (Cisco 4221 with Cisco I0S XE Release 16.9.4 universal image or comparable)

e 1 Switch

e 1 PC (Choice of operating system with Cisco Networking Academy CCNP VM running in a virtual
machine client and terminal emulation program)

e Cap Ethernet
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Hwéng dan

Part 1: Xay dwng mang va kiém tra két noi
Trong Phan 1, ban sé& ndi cap cac thiét bi, khai dong Python VM va c&u hinh R1 dé truy cap NETCONF va
RESTCONF qua két n6i SSH. Sau d6, ban sé& xac minh két ndi gitra Python VM va R1, kiém tra két néi SSH
vOi R1.

Step 1: Cam day cho mang nhw trén so’ do.

Két ndi cac thiét bj nhw thé hién trong so' d6 cAu truc lién két va cap néu can.

Step 2: M& CCNP VM.

Ghi chu: Néu ban chua hoan thanh Lab - Cai dat May 4o CCNP, hay thwc hién ngay truéc khi tiép tuc voi
lab nay.

a. M& VirtualBox. Bat ddu may do CCNP VM.

b. Nhap mat khau StudentPass dé dang nhap vao may ao néu can.

Step 3: Cau hinh R1.
Két ndi v&i man hinh diéu khién ctia R1 va ciu hinh cac cai dit co ban cho lab nhw sau:

enable
configure terminal
hostname R1
no ip domain lookup
line con 0
logging synchronous
exec-timeout 0 O
line vty 0 15
exec-t 0 O
logg sync
login local
transport input ssh
!Configure SSH which is required for NETCONF and RESTCONF access
ip domain name example.netacad.com
crypto key generate rsa modulus 2048
username cisco privilege 15 password ciscol23!
interface GigabitEthernet0/0/1
description Link to PC
ip address 192.168.1.1 255.255.255.0
no shutdown
!Configure a DHCP server to assign IPv4 addressing to the CCNP VM
ip dhcp excluded-address 192.168.1.1 192.168.1.10
ip dhcp pool LAN
network 192.168.1.0 /24
default-router 192.168.1.1
domain-name example.netacad.com
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end

copy run start

Step 4: Kiém tra CCNP VM c6 thé ping default gateway.
a. Trong CCNP VM, mé& clra sb terminal.

b. Kiém tra CCNP VM duoc két n6i véi R1 bang cach nhap dia chi IP dé xac minh rang CCNP VM @& nhan
dia chi IP tr may chu DHCP hoéc bang cach ping R1 & 192.168.1.1. Nhap Ctrl + C dé thoat ra khai ping,
nhw thé hién trong vi du dau ra bén dwai.
student@Ubuntu-Master:~$ ip address

1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 gdisc noqueue state UNKNOWN group default glen
1000

link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo

valid 1ft forever preferred 1ft forever
inet6 ::1/128 scope host

valid 1ft forever preferred 1ft forever

2: ensl60: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc fg codel state UP group
default glen 1000

link/ether 00:50:56:03:72:3b brd ff:ff:ff:ff:ff:ff

inet 192.168.1.15/24 brd 192.168.1.255 scope global dynamic noprefixroute ensl160
valid 1ft 79564sec preferred 1ft 79564sec

inet6 fe80::1aed4:952f:402d:6bl1/64 scope link noprefixroute
valid 1ft forever preferred 1ft forever

3: ensl192: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc fg codel state UP group
default glen 1000

link/ether 00:50:56:b3:26:b6 brd ff:ff:ff:ff:ff:ff

inet 192.168.50.183/24 brd 192.168.50.255 scope global dynamic noprefixroute
ensl92

valid 1ft 70687sec preferred 1ft 70687sec
inet6 fe80::4c87:a2b3:2a9:5470/64 scope link noprefixroute

valid 1ft forever preferred 1ft forever

student@Ubuntu-Master:~$ ping 192.168.1.1

PING 192.168.1.1 (192.168.1.1) 56(84) bytes of data.

64 bytes from 192.168.1.1: icmp seg=1 ttl=255 time=0.703 ms

64 bytes from 192.168.1.1: icmp seqg=2 ttl=255 time=0.748 ms

64 bytes from 192.168.1.1: icmp seqg=3 ttl=255 time=0.757 ms

~C

---192.168.1.1 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2033ms
rtt min/avg/max/mdev = 0.703/0.736/0.757/0.023 ms

c. Néu may do CCNP chua nhan dwoc dia chi IPv4, hay kiém tra cac két ni vat Iy ctia ban gitba PC va R1.
Ngoai ra, xac minh rang R1 dwgc cau hinh dung theo bwéc treée doé.
Step 5: Thiét lap két n6i SSH dén R1.
a. M& PuTTY SSH Client.
b. Nhap dia chi IPv4 cho default gateway, 192.168.1.1, va nhan Open.
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c. Ban sé co thé dang nhap vao R1 béng tén nguoi dung cisco va mat khau cisco123!. Néu khong, hay xac
minh rang cau hinh SSH cua ban la chinh xac trén R1.

Part 2: Cau hinh thiét bi 10S XE dé truy cap RESTCONF
Trong Phan 2, ban sé& ciu hinh R1 dé chap nhan cac théng bao RESTCONF. Ban ciing sé& bat d3u dich vu
HTTPS trén R1.

Step 1: Xac minh RESTCONF dang chay trén R1.

RESTCONF co6 thé dé} chay‘néu mc}t hoc vién khac kich hoat né hodc néu phién ban iOS mai hon kich hoat
theo mac dinh. T thiét bi dau cudi PyTTY, ban c6 thé sir dung I&énh shpw platform software yang-
management process dé xem liéu tat ca cac trinh tién ich duoc lién két véi dich vu RESTCONF ¢6 dang
chay khéng.

R1# show platform software yang-management process

confd : Not Running
nesd : Not Running
syncfd : Not Running
ncsshd : Not Running
dmiauthd : Not Running
nginx : Not Running
ndbmand : Not Running
pubd : Not Running

Ghi cha: Muc dich va chirc nang cua tat ca cac trinh tién ich nam ngoai pham vi ctia khéa hoc nay.

Step 2: Bat va kiém tra dich vu RESTCONF.
a. Nhap lénh c4u hinh restconf dé kich hoat dich vu RESTCONF trén R1.
Rl (config) # restconf

b.  Xac minh rang cac trinh tién ich RESTCONF can thiét hién dang chay. Hay nhé rang ncsshd 1a dich vy
NETCONF, co6 thé dang chay trén thiét bi cua ban. Chung t6i khéng can n6 cho lab nay. Tuy nhién, ban
can nginx, d6 la may chi HTTPS. biéu nay sé cho phép thwc hién cac cudc goi REST API dén dich vu
RESTCONF.

Rl (config)# exit
R1# show platform software yang-management process

confd : Running
nesd : Running
syncfd : Running
ncsshd : Not Running
dmiauthd : Running
nginx : Not Running
ndbmand : Running
pubd : Running

Step 3: Bat va kiém tra dich vu HTTPS .

a. Nhap cac 1énh cAu hinh toan ciu sau dé kich hoat server HTTPS va chi dinh réng xac thwc may chi nén
st dung co s& di¥ liéu cuc bd.
R1# configure terminal
Rl (config)# ip http secure-server
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Rl (config)# ip http authentication local

b. Kiém tra server HTTPS (nginx) dang chay.

Rl (config) # exit
R1# show platform software yang-management process

confd : Running
nesd : Running
syncfd : Running
ncsshd : Not Running
dmiauthd : Running
nginx : Running
ndbmand : Running
pubd : Running

Part 3: M& va cau hinh Postman

Trong Phan 3, ban sé m& Postman, v6 hiéu hda chirng chi SSL va kham pha giao dién ngwdi dung.

Step 1: Mé& Postman.

a. Trong may a0 CCNP VM, mé& (rng dung Postman.

b. Khi m¢i m& Postman Ian dau, n6 sé yéu cau ban tao mét tai khoan hoac dang nhap. O' dwdi cing cla
ctra s6, ban ciing c6 thé nhap vao dong Skip dé bé qua d&ng nhap. Khéng can déng nhap dé s dung
trng dung nay.

Step 2: V6 hiéu héa chirc nang xac thwc chirng chi SSL.

Theo méq din’h, Postman da bat xac minh chirng nhan SSL. Ban sé khoéng st dung chirng chi SSL véi R1; do
do, ban can tat tinh nang nay.

a. Nhén File > Settings.
b. Duwditab General, chinh SSL certificate verification thanh OFF.
c. Dong Settings dialog box.

Part 4: Sir dung Postman dé gtvi yéu cau GET
Trong Phan 4, ban sé& str dung Postman dé givi yéu cAu GET dén R1 dé xac minh réng ban cé thé két ndi voi
dich vu RESTCONF.
Step 1: Khai thac giao dién ngw®i dung.
a. O trung tam, chang ta sé thay Launchpad. Ban c6 thé kham pha khu vwc nay néu mudn.
b. Nhap vao dau cong (+) bén canh tab Launchpad dé mé yéu cau GET . Giao dién nay la noi ban sé thuc
hién tat ca cong viéc ctia minh trong lab nay.
Step 2: Nhap URL cho R1.
a. Loaiyéu ciu da dwoc dat thanh GET.

b. Trong trwdng request URL, nhap vao URL sé duoc str dung dé truy cap dich vu RESTCONF dang chay
trén R1:

https://192.168.1.1/restconf/
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Step 3: Nhap thong tin xac thuec.

Bén du¢i tredng URL, sé cé cac tab nhw Params, Authorization, Headers, Body, Pre-request Script, and
Test. Trong bai lab nay, ching ta sé sir dung Authorization, Headers, va Body.

a. Nhén tab Authorization.

b. Trong Type, nhan d4u mii t&n xudng ké bén “Inherit auth from parent” va chon Basic Auth.

c. Phan Username va Password, nhap théng tin xac thwc da dwoc cau hinh trén R1 & Part 1:
Username: cisco

Password: cisco123!

Step 4: Thém théng tin xac thwc vao request headers.
a. Nhan nut Preview Request. Diéu nay sé thém théng tin xac thuc vao tiéu dé yéu cau.
b. Nhén Headers. Sau d6 m& rong trwong Temporary Headers. Ching ta co thé xac minh rang
Authorization key c6 gia tri Basic sé dwoc st dung dé xac thuc yéu cau khi dwoc gt téi R1.
Step 5: Dat JSON lam kiéu dir liéu dé gri va nhan trén R1.

Chung ta c6 thé gvi va nhan di¥ liéu tv R1 & dinh dang JSON hodc XML. Trong bai lab nay, chiing ta sé ding
JSON.

a. Phia trén khu vuc Temporary Headers la khu vuc Headers. Nhap vao treong Key va nhéap Content-Type
cho loai khoa. Trong truwdng Value, nhap application/ yang-data+json. Dieu nay bdo Postman gtri di liéu
JSON dén R1.

b. Bén du¢i Content-Type, thém cap key/value. Tredng Key la Accept va tredng Value la
application/yang-data+json.

Ghi chi: Chung ta c6 thé thay déi application/yang-data+json thanh application/yang-data+xml dé gii va

nhan d¥ liéu XML thay cho di¥ liéu JSON néu can thiét.

Step 6: Glri APl request dén R1.
Postman bay gi’ co tat ca thong tin can thiét dé gl yéu cau GET. Nhap vao Send. Bén dwai Temporary
Headers, chung ta sé thay p‘hén hoi JSON sau day tir R1. Néu khong, hay xac minh rang ban da hoan thanh
cac budc trwde d6 trong phan nay clia lab va cau hinh chinh xac SSH trong Phan 1 va RESTCONF trong
Part 2.

{

"ietf-restconf:restconf": {

"data": {},
"operations": {},
"yang-library-version": "2016-06-21"

}
JSON response nay xac minh rang Postman hién c6 thé glvi cac yéu ciu REST API khac téi R1.

Step 7: Str dung GET request dé thu thap thong tin cta tat ca cac cong trén R1.

a. Bay gIO' chung ta da co GET request thanh cong, ban cd thé st dung né 1am mau (template) cho cac yeu
cau bé sung. O’ d4u Postman, bén canh tab Launchpad, nh&p chudt phai vao tab GET ma ban vira st
dung va chon Duplicate Current Tab.
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b. St dung ietf-interfaces mo6 hinh YANG dé thu thap théng tin cdng. Trong URL, thém datalietf-
interfaces:interfaces:

https://192.168.1.1/restconf/data/ietf-interfaces:interfaces

c. Nhén Send. Chiing ta s& thay JSON response tir R1 twong tw nhw dau ra duoc hién thi bén dudi. Dau ra
c6 the khac nhau tuy thuéc vao router cu thé.

{
"ietf-interfaces:interfaces": {
"interface": [
{
"name": "GigabitEthernetO",
"type": "iana-if-type:ethernetCsmacd",
"enabled": false,
"ietf-ip:ipv4": {1},
"ietf-ip:ipve": {}

"name": "GigabitEthernet0/0/0",
"type": "iana-if-type:ethernetCsmacd",
"enabled": false,

"ietf-ip:ipv4": {1},

"ietf-ip:ipve": {}

"name": "GigabitEthernet0/0/1",
"description": "Link to PC",
"type": "iana-if-type:ethernetCsmacd",

"enabled": true,
"ietf-ip:ipv4": {
"address": [

{
"ip": "192.168.1.1",
"netmask": "255.255.255.0"

]
by
"ietf-ip:ipve": {}

}

Step 8: Sir dung GET request cho céng chi dinh trén R1.

Trong lab nay, chi cong GigabitEthernet 0/0/0 la dwoc cau hinh. D& chi dinh cng nay, mé rong URL dé chi
nhan thong tin cong.

a. Ghilai GET request buéc trude.
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b. Thém interface= tham sb dé chi dinh mot cong va nhap tén cda cong. Tuy nhién, Iwu y rang ban can st
dung ma HTML% 2F cho cac dau gach chéo vé phia trwéc trong tén giao dién. Vi vay, 0/0/1 tré thanh
0%2F0%2F1.

https://192.168.1.1/restconf/data/ietf-interfaces:interfaces/interface=GigabitEthernet0%2F0%2F1

Ghi chu: URL trén nén dwgc ghi chung trén mot dong.

c. Nhén Send. Chung ta sé thay phan hdi JSON t&» R1 twong tw nhw dau ra bén dwdi. Pau ra co thé khac
nhau tly thudc vao router cu thé.

{

"ietf-interfaces:interface": {
"name": "GigabitEthernet0/0/1",
"description": "Link to PC",
"type": "iana-if-type:ethernetCsmacd",
"enabled": true,
"ietf-ip:ipv4": {

"address": [

{
"ip": "192.168.1.1",
"netmask": "255.255.255.0"

]
by
"ietf-ip:ipve": {}

}

Part 5: Sir dung Postman dé gtri PUT Request

Trong Part 5, chung ta sé& cdu hinh Postman dé gri PUT request dén R1 dé tao interface loopback mai.

Step 1: Sao y va stra doi yéu cau GET cudi cung.

Ghi cha: Cho buéc nay, st dung thdng tin interface loopback dwoc chi dinh béi giang vién. Néu ban khong
dwoc chi dinh thong tin loopback va khong cé hoc vién nao khac truy cap vao router R1 cung luc véi ban, thi
ban c6 thé s&r dung théng tin loopback dwoc chi dinh bén duéi.

a. Saoy yéu cau GET cubi cung.

b. Phan Type cla request, nhan nat mii tén xuéng ké bén GET va chon PUT.

c. Phan tham sé interface=, thay déi n6 thanh =Loopback1 dé chi dinh céng mai.
https://192.168.1.1/restconf/data/ietf-interfaces:interfaces/interface=Loopbackl

Step 2: Pinh cau hinh phan than cua yéu cau chi dinh théng tin cho loopback méi.

a. Dé glvi yéu cau PUT, chung ta can cung cp thdng tin phan than cla yéu cau. Ké bén Headers tab, nhan
Body. Sau d6 nhan nut tron Raw. Trwdng thong tin hién tai dang trong Néu nhan Send ngay, ching ta
sé nhan dwoc status code 400 Bad Request bi vi Loopback1 chwa ton tai va chung ta chwa cung cép
da théng tin dé tao interface.

b. Thay thé van ban trong ngoac trong trvong description bang tén cla ban. Xéa dau ngo&c. Diéu nay sé
thém tén clia ban vao mé ta cong.
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c. Dién vao phan Body v&i di¥ liéu JSON can thiét dé tao giao dién Loopback1 méi. Chung ta co thé sao
chép phan Body cua yéu cau GET trwdc do va stra ddi né. Hodc ban co thé sao chép phan sau vao phan
Body cla yéu cau PUT cua ban. Lwu y rang loai cdng phai dwoc dat thanh softwareLoopback.

{
"ietf-interfaces:interface": {
"name": "Loopbackl",
"description": "[Student Name]'s Loopback",
"type": "iana-if-type:softwarelLoopback",
"enabled": true,
"ietf-ip:ipv4": {
"address": [
{
"ip": "10.1.1.1",
"netmask": "255.255.255.0"

]
Yo
"ietf-ip:ipve": {}

}

d. Nhép vao Send dé giri yéu cau PUT dén R1. Trong trivd'ng phan hdi, ban sé& nhan dwgc ma phan hoi
HTTP dwoc tao 201. Biéu nay chi ra rang tai nguyén da dwoc tao thanh cong.

e. Ban co thé xac minh rang cong da dwoc tao bang cach nhap show ip int brief trén R1. Ban cling c6 thé
chay tab Postman cé chira yéu cau nhan théng tin vé cac cdng trén R1 da dwoc tao trong Part 4 cla lab
nay.

R1# show ip interface brief

Any interface listed with OK? wvalue "NO" does not have a valid configuration

Interface IP-Address OK? Method Status Protocol
GigabitEthernet0/0/0 unassigned YES unset administratively down down
GigabitEthernet0/0/1 192.168.1.1 YES manual up up
Serial0/1/0 unassigned NO wunset down down
Serial0/1/1 unassigned NO wunset down down
GigabitEthernetO unassigned YES unset administratively down down
Loopbackl 10.1.1.1 YES other up up

Part 6: Str dung script Python dé giri GET Requests
Trong Part 6, Chuing ta sé viét script Python dé gtri yéu ciu GET dén R1.

Step 1: Nhap mé-dun va tat canh bao SSL.
a. M& IDLE. Sau d6 nhan File > New File d& mé IDLE Editor.
b. Luwu file tén restconf-get.py.
c. Nhap céac Iénh sau dé nhap cac mo-dun dwoc yéu cau va tat canh bao chirng chi SSL:
import Jjson

import requests

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149




CONG TY TNHH TU VAN VA DICH VY CHUYEN VIET
" TRUNG TAM TIN HQC VNPRO
!'{‘J P_J /@ PC: 276 - 278 Ung Vian Khiém, P.25, Q.Binh Thanh, Tp H6 Chi Minh

PT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

requests.packages.urllib3.disable warnings ()

M&-dun json bao gém cac phuong thirc dé chuyén dbi dir liéu JSON thanh cac di twgng Python va

ngwoc lai. Mo-dun yéu cau cé cac phwong thirc cho phép chung ta glvi cac yéu cau REST dén mét URI.
Step 2: Tao cac bién sé la thanh phan cua yéu cau.

Tao mét bién chudi dé git URI diém cudi API va hai tr dién, mét cho cac tiéu dé yéu cau va mét cho phan
than JSON. Lwu y rang day la tat ca cac nhiém vu gidong nhw ban da hoan thanh trong (rng dung Postman.

a. Tao bién api_url va dang ky URL sé& két néi thong tin cdng R1.
api url = "https://192.168.1.1/restconf/data/ietf-interfaces:interfaces"

b. Tao bién tir dién tén headers c6 keys la Accept va Content-type va dang ky gia tri ctia keys Ia
application/yang-data+json.

headers = { "Accept": "application/yang-data+json",

"Content-type":"application/yang-data+json"
}

c. Tao moét bién tuple Python c6 tén basicauth c6 hai khéa can thiét dé xac thuc, username va password.

basicauth = ("cisco", "ciscol23!"M)

Step 3: Tao moét bién dé gtri yéu cau va lwu trir phan hoi JSON.

Sk dung cac bién dwoc tao & budc trwdc lam tham sb cho phuo’ng thire request.get (). Phuwong thiee nay gm
yéu cau HTTP GET dén APl RESTCONF trén R1. Gan két qua clia yéu cau cho mot bién co tén Ia resp. Bién
do sé gilr phan hoi JSON tir API. Néu yéu cau thanh cong, JSON sé& chira mé hinh di liéu YANG dwoc tra
ve.

a. Nhap cau lénh sau:

resp = requests.get(api url, auth=basicauth, headers=headers, verify=False)

Bang dudi day liét ké cac yéu td khac nhau cla cau Iénh nay:

Thudc tinh Giai thich
resp Bién gitr phan hdi tv API.
requests.get () Phwong thirc dé glvi yéu ciu GET.
api url Bién gil chudi dia chi URL
auth Bién tuple dwoc tao dé gitr théng tin xac thuc.
headers=headers Mét tham sé dwoc gan bién headers
verify=False T4t xac thue chirng chi SSL

b. Dé xem HTTP response , thém print.

print (resp)

c. Luwu va chay script. Ban sé& nhan duoc dau ra hién thi dudi day. Néu khong, hay kiém tra tat ca cac budc
triede trong phan nay cling nhw cau hinh SSH va RESTCONF cho R1.

RESTART: /home/student/restconf-script.py
<Response [200]>
>>>
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Step 4: Pinh dang va hién thij dir liéu JSON nhan tir R1.
Bay gior cac gia tri phan héi ciia md hinh YANG c6 thé dworc trich xuét tir response JSON.

a. JSON phan hbi khong tuong thich voi tir dién Python va danh sach cac doi twong, vi vay n6 phai duoc
chuyén déi sang dinh dang Python. Tao mét bién méi goi 1a answer_json va gan bién twong &ng cho né.
Thém phwong thirc json () dé chuyén dbi JSON. Khai bao nhu sau:

response_json = resp.json()
b. Thém lIénh print dé hién thj di liéu JSON.
print (response json)

c. Lwu va chay script. Chung ta sé cé thong tin dau ra nhw sau:

RESTART: /home/student/restconf-script.py
<Response [200]>

{'ietf-interfaces:interfaces': {'interface': [{'name': 'GigabitEthernetQ0', 'type':
'iana-if-type:ethernetCsmacd', 'enabled': False, 'ietf-ip:ipv4': {}, 'ietf-ip:ipvé6':
{}}, {'name': 'GigabitEthernet0/0/0', 'type': 'iana-if-type:ethernetCsmacd',
'enabled': False, 'ietf-ip:ipv4d': {}, 'ietf-ip:ipv6': {}}, {'name':
'GigabitEthernet0/0/1', 'description': 'Link to PC', 'type': 'iana-if-
type:ethernetCsmacd', 'enabled': True, 'ietf-ip:ipv4': {'address': [{'ip':
'192.168.1.1', 'netmask': '255.255.255.0'}]}, 'ietf-ip:ipvée': {}}, {'name':
'Loopbackl', 'description': "[Student's Name] Loopback", 'type': 'iana-if-
type:softwareLoopback', 'enabled': True, 'ietf-ip:ipv4': {'address': [{'ip':
'10.1.1.1", 'netmask': '255.255.255.0'}]}, 'ietf-ip:ipvée': {}}1}}

>>>

d. Dé chinh stra dau ra, hay chinh stra cau I&nh in ctia ban dé s&r dung ham json.dumps () véi tham sé
indent:

print (json.dumps (response json, indent=4))

e. Luwu va chay script. Ching ta s& nhan dwoc dau ra hién thi dwoi day. Dau ra nay gan nhw giéng hét voi
dau ra clia yéu cau GET Postman dau tién cta ban.

Ghi cha: Dau ra sau day bj cat ngén dé chi hién thi cac cdng cé céu hinh.

RESTART: /home/student/restconf-script.py

<Response [200]>
{
"ietf-interfaces:interfaces": {
"interface": [

(output omitted)

"name": "GigabitEthernet0/0/1",
"description": "Link to PC",
"type": "iana-if-type:ethernetCsmacd",

"enabled": true,
"ietf-ip:ipv4": {
"address": [
{
"ip": "192.168.1.1",
"netmask": "255.255.255.0"

b
"ietf-ip:ipve": {}
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"name": "Loopbackl",
"description": "[Student's Name] Loopback",
"type": "iana-if-type:softwareLoopback",

"enabled": true,
"ietf-ip:ipv4": {
"address": [

{
"ip": "10.1.1.1",
"netmask": "255.255.255.0"

Yo
"ietf-ip:ipve": {}

}

Part 7: Str dung Python Script dé gtri PUT Request
Trong Phén 7, ban sé& tao mét script Python dé giri yéu cau PUT dén R1. Nhw da dwoc thuc hién trong
Postman, ban sé tao cong loopback mai.

Step 1: Nhap mé-dun va tat canh bao SSL.

Ghi cha: Béi véi buwéc nay, hay su dung théng tin cong loopback dwoc chi dinh béi nguwdi huwéng dan cla
ban. Tang gia tri thém 1 vao so cbng va octet thir 2 cta dia chi IP. Vi du: néu ban dwoc chi dinh Loopback
200 va 10.200.1.1/24 dé c4u hinh dia chi loopback trong Postman, hay s dung Loopback 201 va
10.201.1.1/24 cho buwéc nay. Néu ban khéng dwoc chi dinh théng tin loopback va khéng ¢é hoc vién nao
khac truy cap vao router R1 cuing ltic v&i ban, thi c6 thé sir dung théng tin loopback dwoc chi dinh bén duéi.

a. M@& IDLE. Sau dé nhén File > New File dé mé IDLE Editor.

b. Luwu file tén restconf-put.py.

c. Nhap céac Iénh sau d& nhap mé-dun va tat cdnh bao chirng chi SSL:
import json
import requests

requests.packages.urllib3.disable warnings ()

Step 2: Tao cac bién sé la thanh phan cua yéu ciu.

Tao mot bién string dé gite URI diém cudi API va hai tir dién, mét cho cac tiéu dé yéu cau va mét cho phan
than JSON. Lwu y rang day la tat ca cac nhiém vu gidong nhw ban da hoan thanh trong (rng dung Postman.

a. Tao mot bién cé tén api_url va gan cho né URL véi muc tiéu tao cdng Loopback2 méi.
Ghi cha: Bién chi dinh nay phai nam trén mot dong trong script.
api url = "https://192.168.1.1/restconf/data/ietf-interfaces:interfaces/interface=Loopback2"

b. Tao mét bién tir dién cé tén & cac header cé cac khoa cho Accecpt va Content-Type va gan gia tri cho
cac khoa la application/yang-data+json.
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headers = { "Accept": "application/yang-data+json",
"Content-type":"application/yang-data+json"
}

c. Tao mét bién tuple Python cé tén basicauth cé hai gia tri can thiét dé xac thuwc, tén ngwdi dung va mat
khau.
basicauth = ("cisco", "ciscol23!"M)

d. Tao mét bién tir dién Python yangConfig sé& gitr di¥ liéu YANG dwoc yéu cau dé tao céng maoi
Loopback2. Ban co6 thé st dung cung mot tir dién ma ban da st dung trong Part 5 cho Postman. Tuy
nhién, thay déi s6 cong va dia chi. Ngoai ra, hay lwu y rang cac gia tri Boolean phai dwoc viet hoa trong
Python. Do d6, ddm bao rang chir T dwoc viét hoa trong cap khoéa / gia tri cho “enabled”: True.

yangConfig = {

"ietf-interfaces:interface": {
"name": "Loopback2",
"description": "[Student\’s Name] loopback interface",
"type": "iana-if-type:softwareLoopback",

"enabled": True,
"ietf-ip:ipv4": |
"address": [
{

ip": "10.2.1.1",
"netmask": "255.255.255.0"

I
"ietf-ip:ipve": {}

}

Ghi cha: Néu st dung dau nhay don trong chudi van ban mé ta, thi ban phai thoat né bang d4u gach
chéo ngwoc, nhw dwoc hién thi & trén.

Step 3: Tao bién dé gwri yéu cau va lwu trir JSON response.

St dung cac bién dwoc tao & bwdc trwdc lam tham sé cho phwong thirc request.put(). Phwong thirc nay g
yéu cdu PUT HTTP dén RESTCONF API. Gan két qua ctia yéu cau cho mot bién cé tén la resp. Bién do sé
gilr phan hdi JSON tir APIL. Néu yéu cau thanh cong, JSON sé chtra mo hinh di¥ liéu YANG duoc tra ve.

a. Trwdc khi nhap cac cau lénh, xin lwu y rdng dac ta bién nay chi nén ghi mot dong trong script. Nhap cac

Iénh sau:

Ghi cha: Gia tri clia bién nay phai ndm trén mét dong trong script ctia ban.

resp = requests.put(api url, data=json.dumps (yangConfig), auth=basicauth,
headers=headers, verify=False)

b. Nhap ma dwéi day dé xi ly phan hdi. Néu phan hdi Ia mét trong nhitng théng bao HTTP thanh cong,
thong bao dau tién sé dwoc in. Bat ky gia tri ma khac dwoc coi la mét 16i. Ma phan hoi va théng bao 16i sé
dwoc in trong treong hop phat hién 16i.

if (resp.status _code >= 200 and resp.status code <= 299):
print ("STATUS OK: {}".format (resp.status code))
else:
print ("Error. Status Code: {} \nError message: {}'.format (resp.status code,resp.json()))
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Bang duwdi day liét ké cac thudc tinh khac nhau clia cac trang thai nay

Thuoc tinh Giai thich
resp Bién dé git¥ phan hdi tir API.
requests.put () Phwong thirc thwe sy tao ra yéu cau PUT.
api_url Bién gil chubi dia chi URL.
data D liéu sé dwoc giri dén diém cubi API, dwoc dinh dang JSON.
auth Bién tuple gitr thong tin xac thuc
headers=headers TH6ng sé dwoc gan dé biéu hién théng tin header.
verify=False Théng sb tat xac thwe SSL khi yéu cau dwoc givi.
resp.status_code Ma trang thai HTTP trong tré |oi yéu ciu API PUT.

c. Chay tap lénh dé glri yéu ciu PUT t&i R1. Ban s& nhan dwoc mot thong bao 201 Status Created. Néu

khdng, hay kiém tra ma cuta ban va cau hinh cho R1.

d. Chung ta co thé kiém tra cdng da tao béng Iénh show ip interface brief trén R1.

R1# show ip interface brief

Any interface listed with OK? value "NO" does not have a valid configuration

Interface IP-Address OK? Method Status Protocol
GigabitEthernet0/0/0 unassigned YES unset administratively down down
GigabitEthernet0/0/1 192.168.1.1 YES manual up up
Serial0/1/0 unassigned NO wunset down down
Serial0/1/1 unassigned NO wunset down down
GigabitEthernetO unassigned YES unset administratively down down
Loopbackl 10.1.1.1 YES other up up
Loopback?2 10.2.1.1 YES other up up
Chwong trinh dworc str dung trong Lab
Scripts Python dw¢i day dwoc str dung trong lab nay:
resconf-get.py
import Jjson
import requests
requests.packages.urllib3.disable warnings ()
api url = "https://192.168.1.1/restconf/data/ietf-interfaces:interfaces"
headers = { "Accept": "application/yang-data+json",
"Content-type":"application/yang-data+json"
}
basicauth = ("cisco", "ciscol23!"M)
resp = requests.get(api url, auth=basicauth, headers=headers, verify=False)
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print (resp)

response json = resp.json()

print (json.dumps (response json, indent=4))

resconf-put.py
import Jjson
import requests

requests.packages.urllib3.disable warnings ()

api url = "https://192.168.1.1/restconf/data/ietf-
interfaces:interfaces/interface=Loopback2"

headers = { "Accept": "application/yang-data+json",
"Content-type":"application/yang-data+json"
}

basicauth = ("cisco", "ciscol23!"™)

yangConfig = {

"jetf-interfaces:interface": {
"name": "Loopback2",
"description": "[Student\'s Name] loopback interface",
"type": "iana-if-type:softwareLoopback",

"enabled": True,
"ietf-ip:ipv4": {
"address": [
{

ip": "10.2.1.1",
"netmask": "255.255.255.0"

b
"ietf-ip:ipv6e": {}

resp = requests.put(api url, data=json.dumps (yangConfig), auth=basicauth,
headers=headers, verify=False)

if (resp.status code >= 200 and resp.status code <= 299):
print ("STATUS OK: {}".format (resp.status_ code))
else:

print ("Error. Status Code: {} \nError message: {}'.format (resp.status code,
resp.json()))
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Bang téng hop cong cta Router

Router Model | Ethernet Interface #1 | Ethernet Interface #2 | Serial Interface #1 Serial Interface #2
Fast Ethernet 0/0 Fast Ethernet 0/1

1800 (FO/0) (FO/1) Serial 0/0/0 (S0/0/0) | Serial 0/0/1 (S0/0/1)
Gigabit Ethernet 0/0 Gigabit Ethernet 0/1

1900 (G0/0) (G0/1) Serial 0/0/0 (S0/0/0) | Serial 0/0/1 (S0/0/1)
Fast Ethernet 0/0 Fast Ethernet 0/1

2801 (FO/0) (FO/1) Serial 0/1/0 (S0/1/0) | Serial 0/1/1 (S0/1/1)
Fast Ethernet 0/0 Fast Ethernet 0/1

2811 (FO/0) (FO/1) Serial 0/0/0 (S0/0/0) | Serial 0/0/1 (S0/0/1)
Gigabit Ethernet 0/0 Gigabit Ethernet 0/1

2900 (G0/0) (G0/1) Serial 0/0/0 (S0/0/0) | Serial 0/0/1 (S0/0/1)
Gigabit Ethernet 0/0/0 | Gigabit Ethernet 0/0/1

4221 (G0/0/0) (G0/0/1) Serial 0/1/0 (S0/1/0) | Serial 0/1/1 (S0/1/1)
Gigabit Ethernet 0/0/0 | Gigabit Ethernet 0/0/1

4300 (G0/0/0) (G0/0/1) Serial 0/1/0 (S0/1/0) | Serial 0/1/1 (S0/1/1)

Ghi chu: D& tim hiéu cach cau hinh router, hdy xem cac cdng dé xac dinh loai router va sb lwong cbng cla
router. Khdng cé cach nao dé liét ké hiéu qua tt ca cac két hop ciu hinh cho tirng I16p router. Bang nay bao gdm
cac ma dinh danh cho cac két hop giao dién Ethernet va serial c6 thé co trong thiét bi. Bang khéng bao gdm bét
ky loai cdng ndo khac, mac du mot router cu thé cé thé chira mét loai céng. Mét vi du vé diéu nay co thé 1a cdng
ISDN BRI. Chudi trong ngodc don |a tén viét tat hop phap c6 thé dwoc siv dung trong céc lénh Cisco 10S dé thé

hién cong.
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