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E0/1 Network ;" !
L3 Switch — Cisco ISE
Authenticator 10.215.26.250

e &
PC Client
Supplicant

Hinh 1: So d6 bai Lab
I1. Yéu ciu
2.1. Ciu hinh trén Switch

D061 voi cac sw hoat dong Version 12.2 ta cau hinh nhu sau:

Switch (config) #aaa new-model

Switch (config) #aaa authentication dotlx default group radius

Switch (config) #dotlx system-auth-control

// cau hinh 802.1X trén cong Switch

Switch (config) #interface fastEthernet 0/1

Switch (config-if) #switchport mode access

Switch (config-if) #authentication port-control auto
Switch (config-if) #dotlx pae authenticator

Switch(config-if) #spanning-tree portfast

- Khai bao Radius Server

Switch (config) #radius-server host 10.215.26.50 // tao shared key
trén Switch

Switch (config) #radius-server key VnProl23

Trén Windows 10
Cé4u hinh bat x4c thuc 802.1x trén Window 10 nhu sa
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Tim Services:
=B 0D @ Filters \v/
Best match
Services
Desktop app
Apps »
» Component Services
Search suggestions »
L services - See web results
Settings (1) »
Documents (4+) »
£ services
\ \ . \ .
Tim va double click vao Wired AutoConfig:
5 Services - O X
File Action View Help
e EECE Am > e uw
2 Services (Local) . Services (Local)
~
Wired AutoConfig Name Description Status Startup Type Log ™
. Q;Windows Perception Service  Enables spa... Manual (Trig... Loci
%;faﬁihs:?::ﬁce Q;Windows Perception Simul..  Enables spa.. Manual Loci
Q;Windows Presentation Fou... Optimizes p.. Running  Manual Loci
Q;Windows Push Motification... Thisservice .. Running  Automatic Loci
_E:Smpt';rj& Confia (DOTSVC {6} Windows Push Notification... Thisservice.. Running Automatic Loci
& Wired AuteCon ig ( J Q;Windows PushTolnstall Serv... Provides inf.., Manual (Trig...  Loci
service is responsible for performing .
|EEE 202.1¥ authentication on 5 Windows Remote Manage...  Windows R... Manual Met
Ethernet interfaces, If your current Q;Windows Search Provides co..  Running  Automatic (.. Loci
wired network FIep_onment enforces -.Q-.Windows Security Service Windows 5e..  Running  Manual Loci
2021 authentication, the DOT3SVC "o L. .
service should be configured to run EhWindows Time Maintains d... Disabled Loci
for establishing Layer 2 connectivity G Windows Update Enablesthe.. Running Manual (Tig... Lec
andfor providing access to network  C). Windows Update Medic Ser... Enables rem... Manual Loci
resources, Wired networks that do L WinHTTP Web P Auto-.. WinHTTR i Runni M | Loci
not enforce 802.1X authentication are ey n - oxy Lo . L unnng anua . oC
unaffected by the DOT3SVC service. Wired AuteConfig The Wired A... Running  Automatic
Q;WLAN AuteConfig The WLANS.. Running  Automatic Loci
Q;WMI Performance Adapter Provides pe... Manual Loci
Q;Work Folders This service ... Manual Loci
Q;Workstation Creates and.. Running  Automatic Met
Q;WWAN AutoConfig This service ... Manual Loci
Q;Xbox Accessory Manageme... This service .. Manual (Trig... Lec
Q;Xbox Live Auth Manager Provides au... Manual Loci v
< >
b




CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET
. TRUNG TAM TIN HQC VNPRO
”Pr6 DC: 276 - 278 Ung Vin Khiém, P.25, Q.Binh Thanh, Tp H Chi Minh

DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

- Khéi dong dich vu
Wired AutoConfig Properties (Local Computer) X
General LogOn Recovery Dependencies

Service name: dot3sve

Display name: Wired AutoConfig

Description: Wired AutoCo (DOT3SVC) service -~
responsible for ing IEEE 802 .1X

Path to executable:
CAWINDOWS\system32\svch xe -k LocalSystemNetworkRestricted

Startup type: Automatic bk

Service status: Running

Stant Stop Pause Resume

You can specify the start parameters that apply when you start the service
from here.

Start parameters

oK . Canoel Apply

Tiép theo, md CMD gé ncpa.cpl dé vao Network Connections, click chudt phai vao
Card mang Ethernet — chon Properties:
& Network Connections
4 % > Control Panel > All Control Panel Items > Network Connections
Organize *  Disable this network device ~ Diagnose this connection  Rename this connection  Change settings of this connection
Ethernet | n Junos Pulse Wi-Fi

Network cable unplugged J i plymouth.edu
X @ Intel(R) Ethemet Connection 1219- @ Disable apter Intel(R) Dual Band Wireless-AC 82...
Status

Diagnose
Q Bridge Connections

Create Shortcut

0 Delete

ORename

& Properties
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Tai tab Authentication, tich Enable IEEE 802.1X authentication (1):

@ Ethernet Properties >

Networking Authentication  Sharing

Sglect this option to provide authenticated network access for

] Enable |IEEE 802.1X authentication 1

Choose a network authentication method:
[ Microsoft: Protected EAP (PEAP) ~| | setings |

Remember my credentials for this connection each
time I'm logged on

[ Fallback to unauthorized network access

| Additional Settings... 2

[ ok ] | cancel |

Tiép tuc chon Additional Settings (2) chon xac thuc béng user authentication va
chon ok dé luu lai:

Advanced settings X

802. 1X settings

[ spedfy authentication mode

|Userau|henticaﬁon V|| Save aredentials |

Delete credentials for all users

[CJenable single sign on for this network

Perform immediately before user logon

Perform immediately after user logon

Maximurm delay (seconds); 10 ZI
[/ Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication
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Céu hinh Radius trén Cisco ISE
- Khai béo thiét bi dé két ndi voi Radius Server nhu sau:

bau tién & muc Administration chonNetwork Devices:

@ I|dentity Services Engine X+

& > C A Notsecurs \ 10.215.26.49/admin/#home

Identity Services Engine dVisbiity ~ » Operations  » Policy [ERESULEIETLNE  + Work Centers License Waming &
Summary Endpoints Guests Vulnerability Threat + System Network Resources pxGrid Services L,
g gl L |
Profiler
METRICS Certificates Network Device Profiles
- : > Logging External RADIUS Servers Threat Centric NAC
Total Endpoints @ Active Endpoints & Maintenance RADIUS Server Sequences Third Party Vendors

Upgrade NAC Managers
L4 Backup & Restore External MOM |
5 ' Admin Access Localion Services 0
- o

Settings Device Portal Management
Identity Management Blacklist
Identities BYOD
Groups Cerificate Provisioning |
Extemnal Identity Sources Client Provisioning |
NETWORK DEVICES [i] g 0 X ENDPOINTS Identity Source Sequences Mobile Device Management p
Settings My Devices
DeviceNeme  Type  Locaion Type  Profle Custom Portal Files i
Settings

J
cpu Memory Authenticat

y B e e = B Y ———

Thuc hién thém vao thiét bi. Cac thiét bi duge thém vao 1a radius client:

@ Identity Services Engine x4+ =}

& > C A Notsecure | 10.215.26.49/admin/# i dministration_networkresources/administration_networkrasources_devices/networkdevices b+ d '

Identity Services Engine Home » Context Visibility » Operations + Policy » Work Centers License Waming &

» System  » Identity Management = ~Network Resources [ Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC = .
Click here o do wireless sefup and visibility setup Do not show this again

wNetwork Devices  Network Device Groups ~ Network Device Profiles  Exiemnal RADIUS Servers  RADIUS Server Sequences  NAC Managers  ExieMarmun — r cucauun usivices

L]
Network Devices ! Network Devices a

s Seacsd0 [Tl t @ i,

ety Swings Jedn dadd (Qyowleste | @oimpot @Egot v | @Generaterac K Delete v Show | 3
Name & IP/Mask Profile Name Location Type Description
O swrest 192.168.3.149.. &% Cisco & Al Locations All Device Types
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Tién hanh khai bao thong tin nhu sau:

@ Identity Servicas Engine X +

€ > C A Notsecure | 10.215.26.49/admin/#administration/administration_networkresources/administration_networkresources_devices/networkdevices

» Operation: + Policy

License Waming &

» System b Identity Management |~ Network Resources | » Device Portal Management  pxGrid Services  » Feed Service b Threat Centric NAC
Click here to do wireless setup and visibility setup Do not s
+ Network Devices Network Device Groups Network Device Profiles External RADIUS Servers

—_—

RADIUS Server Sequences  NAC Managers  ExtemMar e

[} Tt s

3 Pit tén cho thiét bi

Mok Devicas: Network Devices List > Sw-Test
Network Devices

Default Device
Device Security Seftings

Description l 1

[PAddress  «| 1P [192.168.3.149 | /[32 ] Khaibdo dia chi IP cia thiét bi 8.

@ IPv6 is supported only for TACACS, At least one IPv4 must be defined when RADIUS is selecied
* Device Profile [&& Cisco| v| &

Software Version |:|

* Network Device Group

Location |ll Locations © | [.set To Default |
IFSEC [No © ] ((setToDefault |

Device Type [al Device Types  © | [.SetTo Default |

Tiép theo chon Radius Authentication Settings dé ciu hinh Radius Server, tiép theo
khai bao Shared Secret cho Radius Server (Luu ¥ share key phai giéng nhau trén Switch
va Radius) sau d6 chon Submit dé luu cau hinh:

HUR IGIT W UL TEGIGSS ST QI TIoRLY ST

= Network Devices ~ Network Device Groups ~ Nebwork Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers
—

ExtemMar muw —— r cucanan vervives
L]
Network Devices = RADLISWM Settings
Default Device
Device Security Settings RADIUS UDP Settings

Protocol RADIUS

* Shared Secret

CoAPort [ 1700 | [Cset To.Defauit ]

RADIUS DTLS Settings &

DTLS Required []
Shared Secret | radiusidtls i

CoAPort [ 2083 ] [ set To Defauit |
Issuer CA of ISE Certificates for CoA | Select if required (optional) > |d

General Settings
Enable Keywrap  [J &
* Key Encryption Key | [“show

* Message Authenticator Code Key ] Show

Key Input Format ‘& ASCIl HEXADECIMAL
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- Tao policy:
Chon Policy Sets:

@ Identity Services Engine x | 4+

€& > C A Notsecure | 10.215.26.49/admin/#administration/administration_networkresources/administration_networkresources_devices/networkdevices

» System b Identity Management  ~Network Resources | Device Portal Mmmm* In
Profling Jere 1o do wireless setup and visibility se!

= Network Devices  Network Device Groups ~ Network Device Profiles  External RADIU  Posture Client Provisioning v wocauun sevices

[ | !
o Policy Elements
Dictionaries

Network Devices Conditions
Default Device Restilts
Device Security Settings RADIUS DTLS Settings (i

DTLS Required [ i)

Shared Secret |radius/diis | &

CoAPort [2083 | [ Set To Defauk |
Issuer CA of ISE Ceriificates for CoA [Select if required (optional] w | i

e —

General Settings
Enable KeyWrap ]
* Key Encryption Key ] ("Show
= Message Authenticator Code Key | [ Show

Key Input Format (s ASCII | HEXADECIMAL

O [+ TACACS Authentication Settings |

O s s v |

O [+ Advanced TrustSec Settings |

Click vao biéu tuong ciy but dé ciu hinh xac thuc mang c6 day véi 802.1x:

& Identity Sarnces Engine K e — a k)

& 3 C A Notsecurs | 10.21526.49/admin/#palicy/palicy_grouping_now @

Policy Sets  Profiing Posture  Chenl Provisioning  » Policy Elements

Clck Mre 10 30 wrekess S6TUD ANd viSRRy S0P Do Ot Show I3 agawn

Policy Sets <D D

+  Saws  Polcy Set Name Descriplion Conations Alicjved Prolocols | Server Sequence  Hits  Actions  View
@ Osfaut Dstauil poticy sst D Actans —~Hl P ’
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Tai myc Library tim wired 802.1X va kéo vao muc editor bam Use:

@ Identity Services Engine x +

« C A Notsecure | 10.215.26.49/admin/#po

Conditions Studio

Library 1 Editor
wire ‘ '.;_:U. :
DEVICE-Device Type
¢E0seRRFORECLOL ® E
~ Equals . All Device Types M |
‘ & wired_802.1X ol @
2
— : i 8 Wired_802 1X 2
B wired_maB @
B wirel 1
B Wireless 802 New || AND I OR
B wireless_Access U
Set 1o '1s not' Dupiicate (@i

Wiraless_MAB Q

Sau khi xong tién hanh luu lai va tiép tuc cau hinh cho Policy nay nhu sau:

@ Identity Services Engine x  + - o

€ > C A Notsecure | 10.215.26.49/admin/#policy/policy_grouping_new * @

ik Identity Services Engine Home  » ContextVishity  » Operations + Administration  » Work Centars Licensa Waming &

Policy Sets | Profiing  Posture  Client Provisioning  » Policy Elements 7
Click here o do wireless setup and visibility setup Do not show fhis again

Policy Sets @ m

+ Status  Policy Set Name Description Conditions Allowed Prolocols / Server Sequence Hits  Actions View
Search
2
E DEVICE Device Type EQUALS All Device <
@  Raduss021x AND Types Default Network Access »
B wired g02.1x
©@  Defaut Default policy set Delaull Netviork Access = = i [ & >

oves

Identity Services Engine ortex Vestity b Opetatins

Polcy Sets | Profiing  Postre  Chent Provisioning  » Poiicy Elements

Policy Sets

+ Status Policy Set Name Description Conditions Allowed Protocols / Server Sequence Hits  Actions

ired 802.1X polic
®  wReppONX <5 i o [=] | E Device Type EQUALS All Device Types#Switch I | EAP_PEAP_HOST «~ B

G DEVICE Dewce Type EQUALS All Device TypessFrewal
© VPN TestPoky AND Default Network Access » v [ 2 o
B Radus NAS-Port-Type EQUALS Vinual

RAD S5ID B Radius Called-StatonD ENDS_WITH RAD Default Network Access w v B 0 &
1SE 802 1x Test SSID Policy & Radus Called-Station10 ENDS_WITH ISETest Apple_authen » v 0 o
ACSWLAN SSID Radus-Called-Stabor- 1D ENDS_WITH ACSWLAN Defaul Network Access = v B 15873 &
Detaut Detaut poscy set Detaul Network Access x v 4 114 L
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Tai muc authentication policy, ta lam nhu sau:

@@ Identity Services Engine x |+ = =]

€ - C A Notsecure | 10.215.26.49/admin/#policy/policy_grouping_new * @

Tore T R Home  »ContextVisibiity  » Operations » Administration  » Work Centers License Waming &

Poiicy Sets | Profiing  Posture  Client Provisioning  » Policy Elements
! Click here to do wireless setup and visibility setup Do not show this again

T
4 Status  Rule Name Conditions Use Hits  Actions
Search

Internal Endpoints v

® wmaB B wied_mag . &
¥ Options
Internal Users xv

@  Dotix B wired_so2.1x 1 o
¥ Options
All_User_ID_Stores xv

@  Defaut 0 0
¥ Options

2 Authorization Policy - Local Exceptions

A 1 Policy - Global E

¥ Authorization Policy (4)

Ti€p tuc tao Policy nhu sau, day 1a noi dua ra cac authorization (tham quyén) cho
nguoi dung sau qua trinh xac thyc:
@ Identity Services Engine x  + = =} 1

€ - C A Notsecure | 10.215.26.49/admin/#policy/policy_grouping_new w .

dentity Services Engine Home » Confext Visibility » Operations » Administration » Work Centers License Waming &

Poiicy Sets | Profiing Posture  Client Provisioning  » Policy Elements
Click here to do wireless setup and visibility setup Do not show this again

¥ Authorization Policy - Local Exceptions

¥ Authorization Policy - Global Exceptions

’ W Authorization Policy (4) \

Status  Rule Name Conditions Profiles Secunty Groups Hits  Actions

Search

E | wred_s021x * PermitAccess | Y | Select from list d 1 &

IntemnalUser-IdentityGroup EQUALS User
- Identity Groups:GroupAdmin 9 g
©®  Grouwpts OR = ParmitAccess | B | select from list i 0 &
|dentityGroup-Name EQUALS User identity —
& Groups:ADmin7

@  AuthenticationPass B Network_Access_Authentication_Passed [ ParmitAccess | BB | Select from list v+ 0 &

s ©®  Defautt *DenyAccess | B | selectfom ist - g &

DD

Chon Save d¢ luu lai chinh sach sau khi thay d6i xong.
- Tao username va password trén Radius Server dé xac thuc trong mang c6 day:

Tai muc Administrator chon Identities:



CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET
® TRUNG TAM TIN HQC VNPRO
”P'!D DC: 276 - 278 Ung Viin Khiém, P.25, Q.Binh Thanh, Tp Hb Chi Minh

DT (028) 35124257 | Hotline: 0933427079 Email: vnpro@ynpro.org

@ Identity Services Engine X+

& 9 C A Notsecure | 10.215.26.49/admin/#policy/policy_grouping_new

' Identity Services Engine  ome tVisibity  » Operations SIS ML LECIUN  » Work Centers License Waming A

Policy Sets | Profiing  Posture  Client Provisioning ¥ Policy Elements System Network Resources prGrid Services
Deployment Network Devices :

) Authorization P0||C)‘ - Local Exceplmns Licensing Network Device Groups F:e:ﬁisemce
Certificates Network Device Profiles o

¥ Autnorizaton Poiicy - Gobal Exceptions Logging Exemal RADIUS Servers - Thrad Canrc NAC
Maintenance RADIUS Server Sequences Third Party Vendors

o Upgrade NAC Managers

v Authorization Poliy (4) Backup & Restore Extemal MDM
Admin Access Location Services
Seftngs Device Portal Management

£ Identity Management Blackit
Status Rule Name Condtions BYOD
Groups Cerfificate Provisioning
. Extemal Identity Sources Client Provisioning
Identity Source Sequences Mobile Device Management
/s @ Do B wied s021x Seitngs My Devices
Custom Portal Files
Settings
" InternalUser-IdentityGroup EC

Chon ADD dé tao User:

@ |dentity Services Engine X 4+ - 0

€« > C A Nolsecure|10.215.26.49fadm|nf*adml. dministration_identitymanagement/administration_identitymanagement identities/users b+ d .

iy |dentiy ServiceSENGINE  ome ) Conted Visbily  » Operations  + Poliey » Work Centers License Waming 4

} System v Identiy Management b Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC ) N ¥
Click here to do wireless setup and visibility sefup Do not show this again.

~|dentifies Groups  Exiernal Identity Sources  Identity Source Sequences  » Seftings
—

Network Access Users
Users

seced0 | T2 @
Latest Manual Network Scan Results
,’ Edit %}Mﬂ @{Imge status v | @oImpot @ Bgot v X Delete v %ﬂuphcate Show ‘ %

SIS [ petwork Access Users . Description First Name Last Name Email Address User Identity Groups Admin
O gEnabled mvipra Group_Admin
O pemabed & guest Group._Guest

[ @Enabled g Loi

Dién thong tin username va Password:

Luu y: Password phai du manh: bao gdm cac ki tu chir hoa, chit thuong va ki tu
dac biét.

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnprol149




