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LAB - Cach Cai bat Va Sir Dung cURL Trén Windows

1) ¢URL la gi?

curl:y//

cURL viét tit cua Client URL. Pay 1a mot cong cu dong 1énh (command line tool)
va thu vién dung dé kiém tra két ndi tir URL va cho phép truyén dir liéu thong qua nhiéu

giao thirc khac nhau.

HTTP, HTTPS, FTP, FTPS, SCP, SFTP, FILE, IMAP, SMTP, POP3, ... la nhitng

giao thuc cURL dugc st dung thuong xuyén.
Chtrc ndng cua cURL:

e Giao thuc HTTP gitip cURL hd tro viéc glri di mot request voi tat ca cac phuong
thure hién ¢c6 nhu GET, POST, PUT, DELETE, ...

e HOJ tro ngudi dung tai xudng may mot trang web trén mang Internet. Day 1a mot
trong nhing chirc niang co ban nhat ctia cURL.

e Vian chuyén cac tap tin, hinh anh, dir li€u,... tr noi khac dén may chu hodc tir may
chu dén noi khac.

e Kiém tra cookies nao di dugc tai trén URL.

2) Cich cai dit

Dé kiém tra may tinh cta ban di c¢6 cURL hay chua ban c6 thé kiém tra bang cach
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nhén t6 hop phim Windows + R sau d6 nhap cmd va g& 1énh sau dé kiém tra: curl - -version

C:\Users\huynh>curl --version

curl 7.79.1 (Windows) libcurl/7.79.1 Schannel
Release-Date: 20621-69-22

Protocols: dict file ftp ftps http https imap i
Features: AsynchDNS HSTS IPv6é Kerberos Largefil

Thong thuong, néu may tinh ban chay hé diéu hanh Windows 10 ban méi nhat hozc
da thyuc hién tai Git thi mic dinh cURL d3 c6. Néu chua c6 thé thuc hién tai tai :

https://curl.se/download.html va cai dit sau d6 thuc hién path duong dan thich hop.

3) Cac lénh sir dung
- C6 thé nhéan 1énh: curl - - help dé xem cac 1énh hodc curl - - help all dé xem tat ca.

C:\Users\huynh>curl --help
Usage: curl [options...] <url>
-d, --data <data> HTTP POST data

--fail Fail silently (no output at all) on HTTP errors
--help <category> Get help for commands
--include Include protocol response headers in the output
--output <file> Write to file instead of stdout
--remote-name Write output to a file named as the remote file
--silent Silent mode
--upload-file <file> Transfer local FILE to destination
--user <user:password> Server user and password
--user-agent <name> Send User-Agent <name> to server
--verbose Make the operation more talkative
--version Show version number and quit

This is not the full help, this menu is stripped into categories.
Use "--help category" to get an overview of all categories.
For all options use the manual or "--help all".

- O day minh s& gidi thiéu mot vai 1énh co ban:

curl <url> #url ¢ day 1a duong dan dén trang web mang

Vi du: curl www.google.com sé& cho két qua trang HTML nhu hinh bén dudi:
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<!doctype html><html itemscope itemtype="http://schema.org/WebPage" lang="vi"><head><meta content="text/html; charset
=UTF-8" http-equiv="Content-Type"><meta conten mages/branding/googleg/1x/googleg_standard_color_128dp.png" itemprop=
"image"><title>Google</title><script nonce="JQ7HHAUI7hXirMGO@iHTig==">(function(){window.google={kEI: 'ajU_YuH1NPrE4-EP3

Kp-A8',kEXPI:'@,1302536,56873,1710,4348,287,2415,2389,925,1391,383,246,5,1354,4013,1237,1122516,1197696,726,16, 3808053, 16|
111,17447,1124@,17572,4858,1362,9290,3029,17588,4998,13226, 3849,4192,6430,22741,5081,1593,1279,2742,149,1163,840,6297, 16|
3,3485,606,2023,1777,520,14670,3227,2845,7,17450,16320,1858,2615,13142,3,576,6459,149,13975,4,1528,656,1648,1237,5226,57,

6,20309,4764,2658,7355,32,13628,4437,9358,7428,5770,2587,4097,14,4035,3,3541,1,16807, 38,10338,14971,2,14022,1931,5589, 74
3,5853,10463,1160,4192,1487,1021,2380,2719,18233,9,2,6,7773,2123,2444,6259,6717,14083,2618,1252,5835,11862,3106,1550, 278§
2,24,6866,1394,445,2,2,1,1509,4886,6689,18442,223,877,153,1438,10,1,412,8049,106,113, 2453 ,3871,945,98,780,1,462,2,1016,9
68,318,276,3528,23,4299,2852,936,3816,3525,3286,135,2,6,874,318,1450,2,1, 2747,889,2190,75,13,140,2,1144,1411,291, 2,620, 4
15,371,1878,112,2780,839,97,481,436,843,739,219,127,621,18,36,553,54,748,34,2218,255,969,4,747,90,2,187,382,1987,76,232,
6,104,87,968,390,647,375,709,19,7,108,484,124,94,552,1227,5454784, 953,246,118, 8796694, 882,444,3,1877,1,2562,1, 748,141, 79
5,563,1,4265,1,1,2,1331,4142,2609,155,17,13,72,139,4,2,208,2,169,13,19,46,5,39,96,548,29,2,2,1,2,1,2,2,7,4,1,2,2,2,2,2,2,
353,513,186,1,1,158,3,2,2,2,2,2,4,2,3,3,269,1601,141,1002,167,18,16,72,7,2,24,2,4,24,23951643,4038574,3,3112, 3,450, 1964,

- Hién thi request header, response header va response:

curl —v <url>

Vi du: curl -v google.com

C:\Users\huynh>curl -v google.com
= Trying 2404:6800:4003:c0f::8a:80...
* Connected to google.com (2404:6800:4003:cef::8a) port 8@
GET / HTTP/1.1
Host: google.com
User-Agent: curl/7.79.1
Accept: */*

i

Mark bundle as not supporting multiuse
HTTP/1.1 381 Moved Permanently
Location: http://www.google.com/
Content-Type: text/html; charset=UTF-8
Date: Sat, 26 Mar 20622 15:55:14 GMT
Expires: Mon, 25 Apr 2022 15:55:14 GMT
Cache-Control: public, max-age=2592000
Server: guws

Content-Length: 219

X-XSS-Protection: ©

X-Frame-Options: SAMEORIGIN

A A A A A A AN

FaN LY

<HTML><HEAD><meta http-equiv="content-type" content="text/html;charset=utf-8">
<TITLE>301 Moved</TITLE></HEAD><BODY>
<H1>301 Moved</H1>

- HTTP Request header:

curl <url>-H “...”

- Néu str dung nhiéu header:

curl <url>-H “...” -H “...” ...
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Vi du: curl https://www.google.com *-H “Accept:application/xml” *-H “Content

Type:application/xml”

C:\Users\huynh>curl https://www.google.com *-H "Accept:application/xml" ~-H "Content Type:application/xml"
<!DOCTYPE html>
<html lang=en>

<meta charset=utf-8>

<meta name=viewport content="initial-scale=1, minimum-scale=1, width=device-width">

<title>Error 4060 (Bad Request)!!l1</title>

<style>

*{margin:@;padding:8}html, code{font:15px/22px arial,sans-serif}html{background:#fff;color:#222;padding:15px}body{mar

gin:7% auto ©;max-width:39@px;min-height:186px;padding:36px @ 15px}* > body{background:url(//www.google.com/images/erron|
s/robot.png) 100% 5px no-repeat;padding-right:2@5px}p{margin:11px @ 22px;overflow:hidden}ins{color:#777;text-decoration:
nocne}a img{border:@}@media screen and (max-width:772px){body{background:none;margin-top:8;max-width:none;padding-right:@
}}#logo{background:url(//www.google.com/images/branding/googlelogo/1x/googlelogo_color_156x54dp.png) no-repeat;margin-1le|
ft:-5px}@media only screen and (min-resolution:192dpi){#logo{background:url(//www.google.com/images/branding/googlelogo/|
2x/googlelogo_color_156x54dp.png) no-repeat 0% ©%/100% 160%;-moz-border-image:url(//www.google.com/images/branding/googl|
elogo/2x/googlelogo_color_156x54dp.png) ©}}@media only screen and (-webkit-min-device-pixel-ratio:2){#logo{background:ur
1(//www.google.com/images/branding/googlelogo/2x/googlelogo color_150x54dp.png) no-repeat;-webkit-background-size:106% 1
00%} }#logo{display:inline-block;height:54px;width:150px}

</style>

<a href=//www.google.com/><span id=logo aria-label=Google></span></a>

<p><b>400.</b> <ins>That’s an error.</ins>

- G kem username va password:

curl https://username:password@abc.com hoac

curl —u username:password https://abc.com

- Pua dit liéu vao yéu cau GET dé gui di:

curl —d name=admin <url> hoac
curl - -data name=admin <url> hoac
curl -d @file #@truyén data tir file

- Tat kiém tra ching chi SSL:
curl -k <url>

- Thay d6i phuong thirc request:

curl -X POST/PUT/DELETE/PATCH

Vi du: Bé xin mot token cia DNAC sandbox ta ¢ thé thuc hién nhu sau:

curl https://sandboxdnac.cisco.com/dna/system/api/v1/auth/token *-H "Content-
Type:application/json" *-H "Authorization:Basic

ZGV2bmV0dXNlcjpDaXNjbzEyMyE=" -X POST
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C:\Users\huynh>curl https://sandboxdnac.cisco.com/dna/system/api/v1l/auth/token ~-H "Content-Type:application/json" ~-H "
Authorization:Basic ZGV2bmVe@dXNlcjpDaXNjbzEyMyE=" -X POST

{"Token":"eyJhbGci0iJSUzIINiIsInR5cCI6IkpXVCI9.eylzdWIi0iI2MGVINGUOZFRFYTAmOT IyMmMAMmMRhNFYiLCIhdXRoU291cmN1IjoiaW50ZXJu
WwilCJI®ZW5hbnROYW11IjoiVESUMCIsInIvbGVzIjpbIjV1OGU40TZ1INGQOYWRKMDBjYTIiNjQ4ZSIdLCIBZWShbnRIZCIEIjV1IOGUAOTZ1INGQOYWRKMDB]

TIiINjQ4NyIsImV4cCIEMTYOODMONTMzNiwiaWFOIjoxNjQ4MzQxNzM2LCIqdGkiOiI3NzFFYmY2NilkYmUXLTQzYWEtYWViINC@4N]FI1ZGZjM2UwZjUiLCI 1|
2VybmFtZSISIMR1dmS1dHVZZXIifQ. fuTdZFwg-zDIpTSDEECIwwWNXIeFGD1gONXWEV-WXEZ5YHpl-siuzz7mcUDPYhhFjGYnp-5pl47aoCyuwmHGIAINF
kvRsq-5fYb-BCptmUL4jDwepmg2Whf3wXT-6vihIrnoNzHgF3FtZz3nJ3u-1lo7HZEhdN8K6amgzFIem7 TAID7pS110KcN8oBrI4GyyVdE - y8XAnKFf1-ItOF
pNeLteOTHrgdueBispdfK_4NSCxQgsIddIyHOtMbnjgksHdxsmocniDlpl-mkhfXCVPEaZFI-BAhhTKTDifdswa4JLv_Tq8rjpXIbzFcGXIHE6sTGNr5BiaAd
WUH3WB4JImwQ"}

- Sau d6 c6 thé luu két qua sang dang khac dé d& doc hon bang 1énh:

curl -o results.json https://sandboxdnac.cisco.com/dna/system/api/v1/auth/token -
H "Content-Type:application/json" *-H "Authorization:Basic
ZGV2bmV0dXNIcjpDaXNjbzEyMyE=" -X POST

C:\Users\huynh>curl -o results.json https://sandboxdnac.cisco.com/dna/system/api/vi/auth/token ~-H "Content-Type:applic3
tion/json" ~-H "Authorization:Basic ZGV2bmVedXNlcjpDaXNjbzEyMyE=" -X POST
% Total % Received % Xferd Average Speed Time Time Time Current

Dload Upload Total Spent Left Speed
100 734 1e@ 734 ] ] 779 (2) ==oBo=gce o=gocBos cogosges 779

resultsjson 4 X
C: > Users > huynh > esultsjson > ...

1 {"Token":"eyJIhbGciOiISUzIINIiISINR5cCIEIKPpXVCIS. eyIzdWIiOiI2MGYINGUBZIRIYTdmOTIyMmMAMmMRANGYiLCIhdXRoU291cmN1IjoiaW50ZXIuYWwilCIOZW
5hbnROYW11IjoiVESUMCISInIvbGVzIjpbIjV10GU4OTZINGQOYWRKMDBIYTIINIQ4ZSIdLCIBZWShbnRIZCIEIFVIOGUAOTZINGQOYWRKMDBIYTIINGQ4NyIsImv4cCIEMT
YOODMONTQeNiwiallFeIjoxNjQ4aMzQx0DQ2LCIqdGki0iI®ZTFhMDIZ0S@xZGI2LTQeM2It0TVKkYi1hMIE2MTQxYmNFODULLCI1e2VybmFtZSI6IMR1dmS1dHVZZXIifQ. pII6
ahxqIL6hpykyjlorog7knoDLEVZpfzuePmtxE11n110LQs9tPaSHdHLtqvZ47eal7I6SGUSEF4INISCMtXx-8Uo7rlsbmdWL1bJadugyASvi]j-26QBp26NPdGGVQgAewy_17Y4
5XnUDQaT30tWKNDKFQT2js-Q3vrnhpYnSsD5xnSzZuCOKUPRNHENRYX61ZSNoZwz2525BrvxiQdZn9-5kOMIKORFwW527IgyrFsTerfhvmNXW9gkd1h9I5_jRwKuzec-TZdTMH
hhlchSeEI-yBSiSFV:uOQFPcsthkaF-qU5Y7yxe52an5AF7UVKw13cSBIZngrsMaprwiﬂ

[ NV I NV Y

4) Ap dung doi véi lay thong tin tir Meraki API
e Lay thong tin Organizations

curl https://api.meraki.com/api/v1/organizations *-H "X-Cisco-Meraki-API-Key:
6bec40ctV57de430a6f1f2baa056b99adfac9eal" ~-H "Accept: application/json" -X GET

C:\Users\huynh>curl https://api.meraki.com/api/v1l/organizations ~-H "X-Cisco-Meraki-API-Key: 6bec4@cf957de4308a6f1f2baaes
6b99a4facSead®" ~-H "Accept: application/json" -X GET

<html><body>You are being <a href="https://n392.meraki.com/api/vl/organizations">redirected</a>.</body></html>

o LAy thong tin Network cu thé

curl https://api.meraki.com/api/v1/organizations/681155/networks *-H "X-Cisco-Meraki-
API-Key: 6bec40ct957de430a6f1{2baa056b99ad4fac9eal" ~-H "Accept: application/json"
-X GET
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C:\Users\huynh>curl https://api.meraki.com/api/vl/organizations/681155/networks ~-H "X-Cisco-Meraki-API-Key: 6bec4@cf957de430a6f1f2baad56b99adfac

-H "Accept: application/json" -X GET

"L_566327653141843049", "organizationId": "681155", "name": "Lyoli", "productTypes "appliance","camera","switch",

_York™,"tags":[],"enrollmentString"”:null,"url”:"https://n392.meraki.com/Lyoli-switch/n/kjwRabg/manage/usage/list","notes },
327653141846927", "organizationId”:"681155","name": "Vegas Apartment”,"productTypes”:["appliance”,"camera"”,"switch"”,"wireless"],"timeZone
/Los_Angeles”,"tags":[],"enrollmentString”:null,"url”:"https://n392.meraki.com/Vegas-Apartment-/n/YresiWdg/manage/usage/list", "notes },{"id
| 566327653141856854", "organizationId":"681155", "name": "DNEAlertsNet", "productTypes":["appliance","camera","switch","wireless"], "timeZone
ific","tags":["tagl","tag2"],"enrollmentString":null, "url https://n392.meraki.com/DNEAlertsNet-swi/n/vUktkag/manage/usage/list",

:"L_783626335162466320", "organizationId": :"DevNetLab", "productTypes":["appliance","camera","switch","wireless"],"tim
ica/Los_Angeles" "tags":["tagl"],"enrollmentString 9 https://n392.meraki.com/DevNetLab-applia/n/xaNlkcig/manage/usage/list","
783526335162465514","or‘ganl*atlonld' 3 DevNetLab2", "productTypes": liance","cellular‘Gateway","em/ir-onmental",

1, "timez L enrollmentStrin "https://n392.meraki.com/DevNetLab2-switc/n/se
lmycig/managE/ usage/list", 1null}, {" ,"organizationId": :"DevNetlLab3", "productTypes":["appliance”,"c
ellularGateway" i sensor", "switch","wireless"],"timeZone America/Los_Angeles", nrollmentString":null,"ur
392.meraki.com/DevNetLab3-wirel/n/e5ud4ibig/manage/usage/list :null},{"id":"N_566327653141899127","organizationId 81155","

, "productTypes" i ,"timeZ ":"America/Los_Angeles 1,"enrollmentStrin ttps://n392.meraki.com/Nolan/n/9qi_yag/ma
hage/usage/list", "notes ,{"i N_566327653141902646","organizationId":"681155", "name" i ,"productTypes":["systemsManager"],"timeZon
"America/Los_Angeles”, enrollmentString”:null,"url https://n392.meraki.com/Lyoli-MDM/n/-JaAlcg/manage/usage/list","notes":null}]

DT: (028) 35124257 | Hotline: 09.

7079 Email: vapro@vnpro.org

e LAy thong tin Device cy thé

curl https://api.meraki.com/api/v1/networks/L _566327653141843049/devices ~-H "X-
Cisco-Meraki-API-Key: 6bec40cf957de430a6f1f2baa056b99adfac9eal" ~-H "Accept:
application/json" -X GET

C:\Users\huynh>curl https://api.meraki.com/api/vl/networks/L_566327653141843049/devices ~-H "X-Cisco-Meraki-API-Key: 6bec48cf957de430a6f1f2baa5{
bo9adfac9ead" ~-H "Accept: application/json" -X GET
7. 4180951010362 -122.698531723022, "address” " i Q2SW-SWQ2-HZ9L
3 m392 meraki :cm/Lyol:L appllance/rw6X27Eag/manage/nodesmeu 115t/189218142845194 ,"networkI

: url' 2
Lyoli-switch/n/kj /manage/nodes/new_list/575482422087480 W Big Office Switch
switchProfilel ,"firmware tch-14-33","floorPlanl 098531723622 "address
EUW-2PQD", "mac :55:3d:d2:48: 192.168.128.9%0 _list/2466567
4633215" , "networkId ,"tags":[],"name" "'Bedroom Sultch" "model' , " Firmw Not running {
om‘igured version B :37.4180951010362, "1ng":-122. 698531723022 ; i "e@:55:3d:d2

//n392.meraki.com/Lyoli-s 1tch/mkjuRabg/manageznodesmeu 115‘:/246656714633995" "networkI:
Basement switch"”,"model™:"MS220-8P", "sultchPr‘o‘FlleId"' i switch-14-33", "'FloorPlanId
address 5 i Q2LD GYL3 kEHX"

a543266b 7dc8- 44d6 9d72- 1d43d92aa'Fd4" "major":2,"minor":1},"
{"lat":41.4768218172221,"1ng":-81.5779959184627, "address"
ttps://n392.meraki.com/Lyoli-wireless/n/M
:"a543206b-7dc8-44de-9d72-1d43d92aafd4 8 o
1ng . ", "serd Q2EK-UKGM-XSD9 : :10:5e:b2"
://n392.meraki.com/Lyoli-wi / dPthg/managemodesm
a543206b-7dc8-44d@-9d72-1d43d92aafd. j ,"minor”:1},"name"

e Lay thong tin Device Infor cu thé

curl https://api.meraki.com/api/v1/networks/L._566327653141843049/devices/Q2SW-
SWQ2-HZIL *-H "X-Cisco-Meraki-API-Key:
6bec40ctV57de430a6f1f2baa056b99adfac9eal" ~-H "Accept: application/json" -X GET

C:\Users\huynh>curl https://api.meraki.com/api/v1l/networks/L_566327653141843049/devices/Q2SW-SWQ2-HZ9L ~-H "X-Cisco-Meraki-API-Key: 6bec4@cf957de
430a6f1f2baa@56b99adfac9ead” ~-H "Accept: application/json
{"lat":37.4180951010362,"1ng":-122.098531723022, "address" ' i Q2SW-SWQ2-HZSL","mac":"ac:17:c8:24:4f:68", "wanlIp":"192.168.1.74"

:null, "tags":["recently-added"],"url":"https://n392.meraki.com/Lyoli-appliance/n/6X278ag/manage/nodes/new_list/189218142048104","networkId
6327653141843049", "name" : "BigCat", "model" : "MX250","firmware": "wired-16-16","floorPlanId":null}

e LAy thong tin SSID cu thé
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curl https://api.meraki.com/api/v1/networks/L. 566327653141843049/wireless/ssids *-H
"X-Cisco-Meraki-API-Key: 6bec40ct957de430a6f1{2baa056b99adfac9eal" *-H "Accept:
application/json" -X GET

C:\Users\huynh>curl https://api.meraki.com/api/vl/networks/L_566327653141843049/wireless/ssids ~-H "X-Cisco-Meraki-API-Key: 6bec46cf957ded430a6f1f
2baaB56b9%a4fac9ead®" ~-H "Accept: application/json" -X GET
yoli","enabled":true, "splashPag None", "ssidAdminAccessible

bled":false,"required":false},"dotllr":{"enabled":false,"adaptive":false},"encryptionM g i JPA2", "ipAssignmen
tMode™: "Bridge mode","useVlanTagging":false,"minBitrate”:11,"bandSelection Dual band operation”,"perClientBandwidthLimitU, @, "perClientBandwid
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