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LAB: VIET CHUONG TRINH DUNG PYTHON
VA THU VIEN NETMIKO PE THUC HIEN TRUY CAP SSH
VAO THIET BI MANG CISCO ROUTER

I So db
Interface VLAN 1
SW1 PC
192.168.1.1/24 192.168.1.10
Hinh 1: So d6 bai lab
I1. M6 ta

- So d6 bai thyc hanh gdm 1 Router va 1 PC dugc dau ndi véi nhau nhu hinh 1.
- Trén so d6 nay, hoc vién thyc hién cdu hinh SSH bang ngén ngit Python.

- May PC phai dap tmg yéu cu da cai dat tram lam viéc cho developer.

II1. Yéu cau k¥ thuat

- Hoc vién thuc hién d4u ndi thiét bi, thuc hién mét sé cau hinh co ban trén Router
nhu dat hostname, password console, dét dia chi IP nhu hinh v&.

- Cai dat thu vién Netmiko trén may tinh.

- Thuce hién ciu hinh cho phép SSH trén Router.
- Viét code bang Python thuc hién yéu cau:

+ Két ndi SSH t6i Router thanh cong.

+ Thuc hién ciu hinh tao VLAN, dat dia chi IP cho interface VLAN tir 10-30 v&i
IP:172.16.x.0/24 (x 1a s6 VLAN).

+ Hién thi két qua.
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IV. Cac buéc thuc hién

Buwoc 1. Cai dat thu vién Netmiko

Tir PC bam t6 hop phim Windows + R, cmd (mdy tinh yéu cdu truy cap Internet).
Nang cap thu vién Pip:

E¥ Command Prompt

Cai dat thu vién Netmiko:

(pip3 install netmiko - -user d6i voi Python 3)
Két qua
EH Select Command Prampt

n_amd

onhosted.

setup. o) rser ... done
3 Lup. N N - aone
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Buwoe 2: Két ndi va cau hinh co ban

Pat IP interface VLAN 1

Switch#configure terminal
Switch (config) #interface vlan 1

Switch (config-if) #ip address 192.168.1.1 255.255.255.0

Switch (config-if) #no shutdown

Dit IP cho PC
Buwéc 3: Thyc hién cu hinh cho phép truy cap SSH trén Router

Switch#configure terminal

Switch (config) #username admin password 123
Switch (config) #ip domain-name 192.168.1.1
Switch (config) #enable password vnpro
Switch (config) #line vty 0 4

Switch (config-line) #password cisco
Switch(config-line)#login

Switch (config-line) #exit

Switch (config) #crypto key generate rsa
1024

Switch (config) #ip ssh version 2

Buwéc 4: Viét chuong trinh

Vao phan mém Atom, tao new file Netmiko.py va luu trong thu muc C:\python.
Nhitng dong code dau tién cua chuong trinh, ban hay khai bao import ConnectHandler
tur thu vién cia Netmiko va khai bao thong tin Switch dudi dang tir dién:

from netmiko import ConnectHandler

#import ham ConnectHandler tu thu vién Netmiko
SW1 = {

#Tao Dict SW1 bao gdm cédc thudc tinh nhu sau
'device type':'cisco ios',

#device type néu dung thiét bi Cisco dé cisco ios
'ip':'192.168.1.1",

#IP cua SW

'username':'admin',
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#username la tén truy cédp SSH vao Switch
'password':'123",

#password la password truy cdp SSH vao Switch
'secret':'password',

#secret 1a mat khdu enable cua Switch

}

Luu ¥ cac thudc tinh trén phai dé chinh xac nhu trén.

net connect = ConnectHandler (**SWl) #tao két nbi dén SWl

net connect.enable () #tao két nbi vao mode enable

Vi SW1 ¢6 dang 14 tir dién nén chung ta can truyén vao ham ConnectHandler duéi
dang **SW1.

Tao vong lap for dé tao VLAN tir 10-30.

for n in range (10,31): #vi n bdt diu tu 0 nén dé& tao vlan 10-30
cdn cho chay tu 10-31

taoVlan= ['vlan ' + str(n)] #vi n thudc kiéu int nén cidn chuyén

ddi kiéu int vé kiéu string
ipvVlan=['int vlan '+str(n),'ip add 172.16."+str(n)+"'.1
255.255.255.0"', "no shutdown']

net connect.send config set (taoVlan)

net connect.send config set (ipVlan)

Thong thuong, trén CLI, dé tao VLAN trén switch ta st dung cau 1énh:
- vlan 10

-vlan 11

- vlan 30

Do do, trong chuong trinh, ching ta s€ tao ra 1 mang c6 tén goi taoVlan=/[‘vian ‘* +
str(n)] trong d6 n di chuyén tur 10-30.

Trong CLI, dé dat IP cho interface VLAN ta sit dung cau lIénh dang bén dudi:

interface vlan 10
ip add 172.16.10.1 255.255.255.0
no shutdown
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Interface vlan 30
ip add 172.16.30.1 255.255.255.0
no shutdown

Chung ta s€ tao mot mang ipVlan=["int vlan '+str(n),'ip add 172.16.+str(n)+".1
255.255.255.0','no shutdown']. Trong d6 n chay tir 10-30. Sau d6, gtri 2 mang faoVlan va
ipVlan bang ham send_config_set, in két qua ra man hinh. Dé kiém tra két qua trén switch
ta dung cau 1énh “sh ip int br | i Vlan”. Dé truyén cau 1énh d6 dén switch ta dung
send_config command(‘sh ip int br | i Vian’).

Poan mé ngudn day du cia chuong trinh Netmiko.py s& nhu sau:

from netmiko import ConnectHandler
SW1 = {
'device type':'cisco ios',
'ip':'192.168.1.1",
'username': 'admin',
'password':'123",
'secret':'password',
}
net connect = ConnectHandler (**SW1)
net connect.enable ()
for n in range (10,31):

taoVlan= ['vlan ' + str(n)]

ipvVlan=['int wvlan '+str(n),'ip add 172.16.'+str(n)+'.1
255.255.255.0"', "no shutdown']

output = net connect.send config set (taoVlan)
output = net connect.send config set (ipVlan)

output = net connect.send command('show ip interface brief | i
Vlan')

print (output)

Kiem tra:

Vao command line, thuc hién 1€nh:

cd C:\python

python Netmiko.py

Két qua: Tra vé cac interface VLAN d tao 1a thanh cong.
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