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LAB — Céhu hinh I10S Firewall co ban

192.168.1.0/24

& D

INTERNET

Thyc hién Inspect cho nhitng dich vu hoat dong trén TCP va UDP dam bdo truy cap dich
vu ngoai Internet thanh cong cho nhiing loai ting dung nay.

Dam bao tir bén ngoai khong dugc phép truy cép vao bén trong mang 192.168.1.0/24.
Céu hinh day da
GATEWAY

Building configuration...
Current configuration : 1495 bytes
|
version 12.4
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
!
hostname GATEWAY
!
ip inspect name INSPECTION tcp
ip inspect name INSPECTION udp
!
voice-card O
no dspfarm
!
interface FastEthernet0/0
ip address 192.168.1.1 255.255.255.0
ip inspect INSPECTION in

duplex auto
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speed auto
!
interface FastEthernet0/1
no ip address
duplex auto
speed auto
!
interface Serial0/0/0
ip address 150.1.1.2 255.255.255.0
ip access-group 100 in
clock rate 2000000
!
ip route 0.0.0.0 0.0.0.0 150.1.1.1
!
no ip http server
no ip http secure-server
!
access-list 100 deny ip any any
!
line con O
exec-timeout 0 O
line aux O
line vty 0 4
login
!

scheduler allocate 20000 1000

ISP

Building configuration...

Current configuration : 1347 bytes
|

hostname ISP

I

interface FastEthernet0/0
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ip address 151.1.1.1 255.255.255.0

ip nat inside

ip virtual-reassembly
duplex auto

speed auto

!
interface FastEthernet0/1
ip address dhcp

ip nat outside

ip virtual-reassembly
duplex auto

speed auto

!

interface Serial(0/2/0

ip address 150.1.1.1 255.255.255.0
ip nat inside

ip virtual-reassembly

ip classless

ip route 192.168.1.0 255.255.255.0 150.1.1.2

no ip http server

no ip http secure-server

ip nat inside source list 1 interface FastEthernet0/1 overload
!

access-1list 1 permit 192.168.1.0 0.0.0.255

access-list 1 permit 150.1.1.0 0.0.0.255

Kiém tra
Thyc hién truy cap dich vu Web.
Thong tin bang trang thai.

GATEWAY#sh ip inspect sessions
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Established Sessions
Session 479FEC78 (192.168.1.2:1901)=>(63.245.209.93:80) tcp SIS OPEN
Session 479FEF38 (192.168.1.2:1153)=>(203.162.4.191:53) udp SIS OPEN
Session 479FE438 (192.168.1.2:1904)=>(198.133.219.25:80) tcp SIS OPEN

Session 479FE9B8 (192.168.1.2:1902)=>(63.245.209.93:80) tcp SIS OPEN

NN

Session 479FE178 (192.168.1.2:1905)=>(198.133.219.25:80) tcp SIS OPEN
Session 479FE6F8 (192.168.1.2:1903)=>(212.58.226.33:80) tcp SIS OPEN
Session 479FDEB8 (192.168.1.2:1906)=>(198.133.219.25:80) tcp SIS OPEN

GATEWAY#sh ip inspect statistics

Packet inspection statistics [process switch:fast switch]

tcp packets: [0:246]
udp packets: [1:7]

Interfaces configured for inspection 1

Session creations since subsystem startup or last reset 7

Current session counts (estab/half-open/terminating) [5:0:0]

Maxever session counts (estab/half-open/terminating) [7:1:1]

Last session created 00:00:25

Last statistic reset never

Last session creation rate 7

Maxever session creation rate 7

Last half-open session total 0

TCP reassembly statistics

received 0 packets out-of-order; dropped 0
peak memory usage 0 KB; current usage: 0 KB

peak queue length 0

Do chi thuc hi¢n inspect tcp va udp nén khi thyc hién véi icmp s€ khong thanh cong.
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W WINDOWS' system32 cnd.exe

C:x>ping 283 .162 . 4.191
Pinging 283.162_.4.191 with 32 hytes of data:

Reguest timed out.
Regquest timed out.
Regquest timed out.
Reguest timed out.

Ping statistics for 203.162.4.191:
Packet=s: Sent = 4, Received = B, Lost = 4 {188

RN

Hinh 2.93.

C6 thé thuc hién inspect cho icmp dé cho phép echo-reply dugc tra vé.

GATEWAY (config) #ip inspect name INSPECTION icmp

YW WINDOWS' system32) cnd.exe

C:srping 283.162.4.191
Pinging 2083.162.4.191 with 32 hytes of data:

Reply from 283.162.4.191: bytes=32 time=11lms TTL=121
Reply from 2083.162.4.191: bytes=32 time=18m=z TTL=121
Reply from 283.162.4.191: bytes=32 time=8ms TTL=121
Reply from 283.162.4.191: bytes=32 time=fms TTL=121

Ping statistics for 203 _.162.4.191:

Packets: Sent = 4, Received = 4, Lost = B (@ loss),
Approximate round trip times in milli-seconds:

Minimum = 8ms, Maximum = 1ims. Average = Ins

Gz

Hinh 2.94.

GATEWAY#sh ip inspect sessions
Established Sessions

Session 479FDEB8 (192.168.1.2:8)=>(203.162.4.191:0) icmp SIS OPEN

Dung cau 1énh nay dé cho phép kiém tra nhitng két ndi dugc inspect.

GATEWAY (config) #ip inspect audit-trail
GATEWAY (confiqg) #

*Feb 13 03:08:22.223: %FW-6-SESS AUDIT TRAIL START: Start tcp session:
initiator (192.168.1.2:2118) -- responder (198.133.219.25:80)

*Feb 13 03:08:22.795: %FW-6-SESS AUDIT TRAIL START: Start tcp session:
initiator (192.168.1.2:2119) -- responder (198.133.219.25:80)

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/(@vnpro149




CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET
TRUNG TAM TIN HQC VNPRO

w%@ DC: 276 - 278 Ung Vén Khiém, P.25, Q.Binh Thanh, Tp Hb Chi Minh
4% DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

*Feb 13 03:08:22.795: %FW-6-SESS AUDIT TRAIL START: Start tcp session:
initiator (192.168.1.2:2120) -- responder (198.133.219.25:80)

*Feb 13 03:08:23.699: %FW-6-SESS AUDIT TRAIL START: Start tcp session:
initiator (192.168.1.2:2121) -- responder (198.133.219.25:80)
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