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I1. Muc dich thyc hién:

O bai trude ISE cuia ban di dugc tich hop véi Active Directory (AD), tiép theo cung
cap chimng chi CA dé tién hanh xac nhan k¥ cang vé to chirc yéu cau chimg chi. Qua
trinh xac thuc nay hoan toan phu thudc vao loai chiing chi SSL. Thu tuc kiém tra
chtng chi sé dugc cho 1a phan quan trong nhét theo quan diém an ninh mang.
Certificate Authority phai dam bao cac chtng chi SSL chi duoc cap cho céc thyc thé
hop phap. Vi viy, cac co quan cip chimg chi phai duoc thyc thi tét theo mot quy
trinh x4c thuc nghiém ngat va chinh xac dé dam bao khong cung cap nham hoic sai

cho mot t6 chirc nao ca
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III. Thyce hién:

1. Cai dat Active Directory Certificate Service:

v Pau tién md Server Manager trén CA. Sau d6 chon Add Roles and

Feature

Server Manager * Dashboard @1 Monsge Tk view e

= Add Roles and Features Wizard = ] X

DESTINATION SERVER

B Loaalsi  Select server roles G
i All Sery
ii File and Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

| e D ey et e S eraites) | Active Directory Certificate Services
= Brerare re—

(ADCS) is used to create

o -SermerTrSer D % 5 :
[ Active Directory Federation Services certification authorities and related
role services that allow you to issue

[[] Active Directory Lightweight Directory Services < 6
[] Active Directory Rights Management Services a”‘? Manage c.ertlf.lcates used in a
[] Device Health Attestation variety of applications.
[C] DHCP Server

[C] DNS Server

[] Fax Server Hide
[m] File and Storage Services (1 of 12 installed)
[] Host Guardian Service

O Hyper-V

] MultiPoint Services

[] Network Controller

[ Network Policy and Access Services

[] Print and Document Services

[] Remote Access

[C] Remote Desktop Services

[ Volume Activation Services

[C] Web Server (11S)

| < Previous | | Next > Install Cancel

BPA results [ ] Performance ‘

v Tiép tuc nhan Next cho dén muc AD CS - Role Service

v Tich chon Certification Authority va Certification Authority Web

Environment

v Sau d6 nhat Next
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v @ I }' Manage Tools View Help

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

Dashboard

i localServer |
ii All Servers = Add Roles and Features Wizard % — [m] X

N File and Storage Ser
DESTINATION SERVER

Select role services Frechidait

Before You Begin Select the role services to install for Active Directory Certificate Services

Installation Type Role services Description
Server Selection [ Certification Authority Web

Certification Authority 4
Server Rolas [[] Certificate Enroliment Policy Web Service Fnrollment provides a simple Web
A [ Certificate Enrollment Web Service interface that allows users to
CAUIES perform tasks such as request and "

] Network Device Enrollment Service renew certificates, retrieve certificate
[] Online Responder revocation lists (CRLs), and enroll for

smart card certificates.

Confirmation

Cancel

< Previous I | Next >

Nhén Install

Server Manager * DasMboard @V Menage ook view

Dashboard WELCOME TO SERVER MANAGER

B localSever |

ii All Servers f& Add Roles and Features Wizard - ] X

g File and Storage Ser|
DESTINATION SERVER

Confirm installation selections e st

Befora You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type [[] Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have
_ been selected automatically. If you do not want to install these optional features, click Previous to clear
Server Roles -
their check boxes.
Features
AD CS Active Directory Certificate Services
Certification Authority

Certification Authority Web Enrollment

de

Role Services

Remote Server Administration Tools

Role Administration Tools

Active Directory Certificate Services Tools

Certification Authority Management Tools

Web Server (lIS)
Management Tools
IIS 6 Management Compatibility

e caa e

Export configuration settings
Specify an alternate source path

Install Cancel
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v Sau khi cai dat thanh cong, chon muc Notification > Configure Active

Directory Certificates on this server

& Server Manager

Server Manager * Dashboard Manage  Tools  View  Help

Post-deployment Configura...

T WELCOME TO SERVER MANAGI

Configuration required for Active Directory
Certificate Services at TESTLABSCOR

B Local Server

B All Servers Ra Add Configure Active Directory Certificate Services on th.., - =

E® ADCS >

= 2 : Feature installation OESHNATION SR
W8 File and Storage Ser  nstallation progress SO
i@ 1S Configuration required. Installation succeeded on

Yoy testiabscor.vnpro.vn,
View installat P

o Featur

Add Roles and Features

Task Details

Confi

Active Directory Certificate Services
Additional steps are required to configure Active Directory Certificate Services on the
destination server

ide

Configure Active Directory Certificate Services on the destination server
Certification Authority
Certification Authority Web Enrollment
Remote Server Administration Tools
Role Administration Tools
Active Directory Certificate Services Tools
Certification Authority Management Tools

Web Server (1IS)

You can close this wizard without interrupting running tasks. View task progress or open this
a8 page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

v Tich chon nhu hinh duéi va nhan Next
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fz aDCs Configuration

- DESTINATION SERVER

Da R o] | e S erv | ces testlabscor.vnprovn

i Lo o X

i All Credentials Select Role Services to configure

. NATION SERVER
E“ AD h labscor.vnpro.wvn
ii Fild Setup Ty Certification Authority
- ~ Certification Authority Web Enrollment
e s CA Type kl

Online Responder
Private key Network Device Enrollment Service
Cryptography Certificate Enrollment Web Service

CA Mame Certificate Enrollment Policy Web Service

Certificate Reguest
Certificate Database

Confirmation Hide

More about AD C§ Server Roles

r open this

< Previous | | Next > Configure

Export configuration settings

< Previous Next >

v Chon Enterprise CA va nhin Next

Server Manager * Dashboard

f& AD CS Configuration m] X
- DESTINATION SERVER
B Local S Se‘[u p Type testlabscor.vnpro.vn
i O
Credentials Specify the setup type of the CA
= e ATION SERVER
g Role Services bscor sarere
io s Setup Type Enterprise certification authorities (CAs) can use Active Directory Domain Services (AD DS) to
simplify the management of certificates. Standalone CAs do not use AD DS to issue or manage
certificates.
Key ~ §
- h ® Enterprise CA
votoarashy ; . :
CRYPLRgIapy Enterprise CAs must be domain members and are typically online to issue certificates or
CA Name certificate policies.
ertificate Request ~
GErdiea a () Standalone CA
Certificate Database Standalone CAs can be members or a workgroup or domain. Standalone CAs do not require AD fde
Confirmation DS and can be used without a network connection (offline), L
More about Setup Type
r open this
< Previous I I Next > Configure

Export configuration settings
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Server Manager * Dashboard

f& AD CS Configuration m] X
= h DESTINATION SERVER
i ilocalis CA Type testlabscor.vnpro.vn
HE All Seny O
e ; : o
B ADCs Credentials Specify the type of the CA
- - o ATION SERVER
g File ang Role ices labscorynprovn
ie Is Setup Type When you install Active Directory Certificate Services (AD CS), you are creating or extending a
public key infrastructure (PKI) hierarchy. A root CA is at the top of the PKI hierarchy and issues its
CA Type own self-signed certificate. A subordinate CA receives a certificate from the CA above it in the PKI
Private Key hierarchy.
Cryptography ® Root CA
CA Name Root CAs are the first and may be the only CAs configured in a PKI hierarchy.
Validity Period .
haiREs O Subordinate CA
Certificate Database Subordinate CAs require an established PKI hierarchy and are authorized to issue certificates by |de
Confirmation the CA above them in the hierarchy.
More about CA Type
r open this
Tl
Export configuration settings
< Next > Cancel
I I

v Chon Create a new private key va nhan Next
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uj

By ser 3

Server Manager * Dashboard @ | I'A Manage Tools  View

[z AD CS Configuration - [m] X
i# Dashbd L\)
= . DESTINATION SERVER
B LocalS P rivate Key testlabscor.vnpro.vn
BE All Sery o
® i 3
ER ADCS Credentials Specify the type of the private key
== ATION SERVER
W File ang Role Services Iabscor.vipro.sn
i@ 1S S Type To generate and issue certificates to clients, a certification authority (CA) must have a private key.
CA Ty (®) Create a new private key
Use this option if you do not have a private key or want to create a new private key.
Cryptography - - :
yptograpn (U Use existing private key
CA Name Use this option to ensure continuity with previously issued certificates when reinstalling a CA.
validity Period Select a certificate and use its associated private key
Certificate Database Select this option if you have an existing certificate on this computer or if you want to ide
. importa ¢ cate and use its associated private key.
Confirmation —
Select an existing private key on this computer
Select this option if you have retained private keys from a previous in ation or want to
use a private key from an alternate source
More about Private Key
r open this
< Previous | I Next >

Export configuration settings

v Chon cryptographic provider, key length, thuat toan hash hoac cé

thé dé mic dinh va nhin Next
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|
@

Server Manager * Dashboard @1 FA Manage Tools  View  Help

= ADCS Configuration - a X
= DESTINATION SERVER
B localS{ (C ryptog ra p hy for C A testlabscor.vnpro.vn
W& All Sery ]
B ADCs Credentials Specify the cryptographic options N
ii File and Role Serv: :212:‘;;2’5:
io s Setup Type Select a cryptographic provider: Key length:
CA Type RSA#Microsoft Software Key Storage Provider v || 2048 i
: Eey Select the hash algorithm for signing certificates issued by this CA:
Cryptography SHA256
CA Name SHA384
Validity Period SHA512
Certificate Database SHAT de
MDS ~
Confirmation —
[] Allow administrator interaction when the private key is accessed by the CA.
More about Cryptography
r open this
< Previous ] | Next > Configure
Export configuration settings
Next > Cancel
I =]

v Nhan Next

Server Manager * Dashboard

_ f& AD CS Configuration « O X
2 Dashbd|
= DESTINATION SERVER
B LlocalS CA N ame testlabscor.vnpro.vn
B&E All Sery )
@ TR
B} ADCs Credentials Specify the name of the CA
- : INATION SERVER
.i File ang labscor.vnpro.vn
ie Is Type a common name to identify this certification authority (CA). This name is added to all
certificates issued by the CA. Distinguished name suffix values are automatically generated but can
be modified.
Common name for this CA:
vnpro-TESTLABSCOR-CA [
Validity Period Distinguished name suffix: I}
Certificate Database DC=vnpro,DC=vn ide
Confirmatio [
A Preview of distinguished name:
CN=vnpro-TESTLABSCOR-CA,DC=vnpro,DC=vn
More about CA Name
r open this
Export configuration settings
< Previous
I
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v Chon thoi gian hiéu luc cua certificates va nhan Next

Server Manager * Dashboard @1 FA Manage  Tools  View

_ f AD CS Configuration - [m} X
Dashbc|
L i DESTINATION SERVER
B Local S \/a | ]d \ty Peﬂod testlabscor.vnpro.vn
HE All Sery O
° ) ] L )
ER ADCs Credentials Specify the validity period
#§ File ang Role Services E:::r;;xs:
fo IS Setup Type Select the validity period for the certificate genera& for this certification authority (CA):
CA Type 5 Years Y
Private Key CA expiration Date: 6/8/2027 1:50:00 AM
Cryptography The validity period configured for this CA certificate should exceed the validity period for the
CA Name certificates it will issue.
Validity Period
Certificate Database ide
Confirmation —
More about Validity Period
r open this
Export configuration settings
< Previous Next > Cancel

v Nhan Next
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i localsi CA Database

fi5 Al Sery

E® ADCS Credentials Specify the database locations
ii File and

TGRS Certificate database location:

[cAWindows\system32\Certlog

Certificate database log location:
C:\Windows\system32\CertLog

CA Name

Certificate Database

Confirmation

More about CA Database

< Previous | | Next >

@ l ['A Manage Tools View Help

= O X
DESTINATION SERVER
testlabscor.vnpro.vn
ATION SERVER
llabscor.vnpro.vn
ide
r open this

Export configuration settings

=
f& AD CS Configuration

Confirmation

age Tools View

DESTINATION SERVER

testlabscor.vnpro.vn =

[NATION SERVER
labscorvnproxn

Certificate Database

ation

Distinguished Name:

Certificate Database Location:

Certificate Database Log
Location:

i Al Credentials To configure the following roles, role services, or features, click Configure.
% AD ® Active Directory Certificate Services
g Filg
= Certification Authority
I® IS CA Type: Enterprise Root
2 Cryptographic provider: RSA#Microsoft Software Key Storage Provider

Cryptography Hash Algorithm: SHA256

CA Name Key Length: 2048

validity Period Allow Administrator Interaction: Disabled

Certificate Validity Period: 6/8/2027 2:17:00 AM

CN=vnpro-TESTLABSCOR-CA,DC=vnpro,DC=vn
C:\Windows\system32\CertLog
C\Windows\system32\CertLog

Certification Authority Web Enroliment

< Previous Next >

Hide

r open this

Export configuration settings
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v Thong bao nhu hinh dudi 1a thanh cong

fx ADCS Cenfiguration

DESTINATION SERVER

testlabscorvnpro.vn

Results

O *
% The following roles, role services, or features were configured:

MATIOM SERVER

@ Active Directory Certificate Services labscorvmpro.vn

Certification Authority 6 Configuration succeeded
More about CA Configuration

Certification Authority Web Enroll it 0 Confi, tion succeeded
More about Web Enrocliment Configuration

server

Hide

r open this
< Previous Next > Close Cancel

Export configuration settings

< Previous MNext = Close Cancel

Mo trinh duyét va truy cap vao dia chi htip://localhost/certsrv, AD CS
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n~-c @Microso&Active Directory ...

Microsoft Active Directory Cerfificate Services — vnpro-TESTLABSCOR-CA

# Local Ser
-i All Serve| Welcome

B} ADCs Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a
¥§ File and § certificate, you can verify your identity to people you communicate with over the Web, sign and encrypt
fo s messages, and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authonty (CA) certificate, certificate chain, or
certificate revocation list (CRL), or to view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Certificate Services
Documentation.

Select a task: .
Request a certificate Ride
View the status of a pending certificate request
Download a CA certificate, certificate chain, or CRL

TETTOTITTETTG DT A TESUTT

2 You need some updates.

BPA results this e to

2. Tai xuéng chirg chi CA:

Buwdc 1 trong trinh duyét web trén PC quan tri vién, mé mot tab maéi va diéu

huéng dén

http://ad.eve.lab/certsrv.

« = C O 8 ad.eve.lab/certsrv/ B % ® & =
Microsoft Active Directory Certificate Services - eve-AD-CA Home
Wel

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your identity to people you communicate with over the
Web, sign and encrypt messages, and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), or to view the status of a pending request.
For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation.

Select a task:
Request a certificate
View the status of a pending certificate request
Download a CA certificate, certificate chain, or CRL

Bude 2 Khi duoc nhéic Sur dung Administrator / Test123.
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Buoc 3 Nhép vao lién két Download a CA certificate, certificate chain, or

CRL

Buéc 4 Nhap vao Download CA certificate

Buée 5 Nhip OK dé luu .

Luu ¥ néu sir dung Firefox, ban co thé phai nhip vao lién két install this CA

certificate nay & dau dé cai dat chung chi CA trong trinh duyét. Diéu nay phai

dugc thuc hién do thuc té 1a Firefox

Str dung mot chimg chi riéng biét tir hé diéu hanh. Chon tin twong CA nay dé

xéc dinh trang web va bam OK

3. Cai dat chung chi CA:

Bwéc 6 Trong tab Cisco ISE admin portal , diéu huéng dén Administrator >

System > Certificates.

= Cisco ISE

Deployment Licensing

Certificate Management
System Certificates
Trusted Certificates
OCSP Client Profile
Certificate Signing Requests

Certificate Periodic Check Se..

Certificate Authority

Certifica

Administration - System (1]

tes Logging Maintenance

System Certificates

v ISE

\erate Self Signed Certificate

Upgrade Health Checks Backup & Restore More

A\ For disaster recovery it is recommended to export certificate and private key pairs of all system certificz

+ Import

Friendly Name Used By Portal group tag  Issued To Issued By Valid From Expiration Date Status
Default self-signed EAP Default Portal ISE.vnpro.vn ISE.vnpro.vn Fri, 25 Nov 2022  Sun, 24 Nov 2024
server certificate Authentication, Certificate Group w‘:a
Admin, Portal, Active
RADIUS DTLS
Default self-signed SAML SAML_ISE.vnpr SAML_ISE.vnpr Fri, 25 Nov 2022 Wed, 24 Nov
saml server certific ovn own 2027
ate - CN=SAML_IS Active

E.vnpro.vn
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Budc 7 Sau d6 chon Trusted Certificates dudi Certificate Management.

= Cisco ISE Administration - System A
Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore !
Certificate Management v

Trusted Ce rtlf' CateS A For disaster recovery it is recommended to export and backup all your trusted cer

System Certificates
Trusted Certificates t-

OCSP Client Profile

it tate Stoot e (@] Status Friendly Name Trusted For Serial Number
Certificate Periodic Check Se... O B Enabled Baltimore CyberTrust Root Cisco Services 02 00 00 B9
Infrastructure
nabl ifi ervice i -
O g E ed Certificate Services Endpoint Sub CA -... Endpoints 3D 4F F6 DO ...
Certificate Authority > Infrastructure
nable ertificate Services Node CA - ISEH00... ¥ 16 AD 10 ...
Enabled Certif; S (o SEH00 38 16 AD
Endpoints
- . Infrastructure
nabl c -
O g E ed Certificate Services OCSP Responder -... Endpatnie 3934 F8 8A ...
nable ertificate Services Root CA - ISE®000... > Y 4 54
Enabled Certificate S Root CA - ISE#000,.. 'Mfrastructure 20C 54 88
Endpoints
B Enables isco oot CA 2099 isco Services 0
Enabled Cc ECCR C Cc S 3
B Enable isco Licensin oot CA isco Services 01
Enabled Cc g Root C C S

Budée 8 Nhip vao nut Import vao ngin bén phai.
Budéc 9 Nhip vao Browse ...va diéu hudng dén thu muc tai xudng cua ban.

(C:\Users\Administrator\Downloads).

= Cisco ISE Administration - System
Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore !
Certificate Management v Import a new Certificate into the Certificate Store

System Certificates
* Certificate File [ chontép |Khéng cé tép nao duoc chon
Trusted Certificates
OCSP Client Profile Friendly Name
Certificate Signing Requests
5 e
Certificate Periodic Check Se... Trusted For:ip)
Trust for authentication within ISE
(] Trust for client authentication and Syslog
Certificate Authority >

D Trust for certificate based admin authentication

[ Trust for authentication of Cisco Services

D Validate Certificate Extensions

Description

Budc 10 Chon tép certnew.cer va sau d6 chon nut Open.
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Luu ¥ rang ban c6 thé hodc khong thé thiy tién ich mé rong.cer tiy thudc vao

Windows Explorer cua ban
Budc 11 Trong truong Friendly Name Nhap demo.local CA Certificate.

Budc 12 Chon ba tuy chon sau nhu dugce chi ra trong anh chup man hinh.

Trusted For: (5)

Trust for authentication within ISE
Trust for client authentication and Syslog
Trust for certificate based admin authentication

Trust for authentication of Cisco Services

[:] Validate Certificate Extensions

Bude 13: Trong truong Description , CA cert from ad1l.demo.local.

Buwéc 14: Nhap vao Gui ¢ phia dudi.
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4. Tao yéu ciu Ky chirng chi

Budc 15: ¢ khung bén tréi, chon Certificate Signing Request

= Cisco ISE Administration - System A
Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore
Certificate Management v

Certificate Signing Requests

System Certificates

Trusted Certificates
Generate Certificate Signing Requests (CSR)
OCSP Client Profile

A Certificate Signing Requests (CSRs) must be sent to and signed by an external authority. Click " export” to download one or
signed by an external authority. After a request has been signed, click "bind” to bind the request to the signed certificate issu
bound, it will be removed from this list

Certificate Signing Requests

Certificate Periodic Check Se..

Certificate Authority >
O Friendly Name Certificate Subject Key Length  Portal gro...

Buwéc 16: Nhap vao nut & dau ngin bén phai, Generate Certificate Signing

Request (CSR)
Yéu cau (CSR).

= Cisco ISE Administration - System A

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & F

Certificate Management ~  Certificate Signing Request
System Certificates Certificate types will require different extended key usages. The list below outlines which extended key usages a
Trusted Certificates ISE Identity Certificates:
OCSP Client Profile * Multi-Use (Admin, EAP, Portal, pxGrid) - Client and Server Authentication

Certificate Signing Requests s Admin - Server Authentication

* EAP Authentication - Server Authentication
Certificate Periodic Check Se...
* DTLS Authentication - Server Authentication
* Portal - Server Authentication
Certificate Authority > s pxGrid - Client and Server Authentication
* SAML - SAML Signing Certificate

* |SE Messaging Service - Generate a Signing Certificate or generate a brand new Messaging Certificate.

* Data Connect Certificate - Connect to Oracle Database

Buwéc 17: Thuc hién quy trinh sau dé tao CSR ctia ban.
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Usage

Certificate(s) will be used for Admin

Allow Wildcard Certificates ')
Subject

Common Name (CN)
SFODNS 0

Organizational Unit (QU)
IT O

Organization (0)
ISE Lab |: :I

City (L)
BT

City (L)
BT

State (ST)
HCM

Country {C)
VN

Subject Alternative Name [SAN)

# DNS Name - *ave lab
E IP Addrass ; 10.1.1.200
* Key type
RSA ~ D

* Key Length

4096 v @

* Digest to Sign With

SHA-384 bed

Certificate Policies
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Budc 18: ban s& nhan duoc mot ctra sd bat 18n xac nhan thong bao cho ban

ma ban da tao thanh cong CSR cua ban.

Successfully generated CSR(s)

Certificate Signing request(s) generated:
ise.eve. labiAdmin

Click Export to download CSR(s) or OK 1o return to list of CSR({s) screen

o)

Bude 19: Click Export
Buwdc 20: Save the file

Budére 21: O khung bén trai, nhap vao Certificate Signing Request mot 1an

nira.

Buwéc 22: Trong khung bén phai Chon hop kiém & bén trai cia CSR da xir Iy

trugce do.

Certificate Signing Requests

Generate Certificate Signing Requests (CSR)

A Certificate Signing Reguests (CSRs) must be sent to and signed by an extemal authority. Click "export” to download one or more CSRs so that they may be signed by an external authority. After a request has been
signed, click "bind” to bind the request to the signed certificate issued by that authority. Once a CSR is bound, it will be removed from this list

t, Export i Delete Bind Certlticate All
|:| lendly Name Certificate Subject Key Length Portal gro... Timestamp Host
- ise§Admin CN-=ise.eve.lab,0U=IT,0=ISE L 2048 Sat, 19 Nov 2022 ise

Buwéc 23: Nhip vao nut Xem trong thanh cong cu.

Buwéc 24: Quan sat cac chi tiét CSR.
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Buée 25: Nhap vao Tab CSR Noi dung va quan sat vin ban cta yéu cau

ching chi.

talls CSR Contents

-——-BEGIN CERTIFICATE REQUEST--—---
MIIDLzCCAhcCAQAWXTEUMBIGAIUEAXMLaXNILmV2ZS5sYWIxCzA|BgNVBA
sTAkIU
MRAWDgYDVQQKEwWdJUOUgTGRMQswCQYDVQQHEWJCVDEMMAOGALUECE
MDSENNMQsw
CQYDVQQGEWJWTjCCASIwDQY]KoZihvcNAQEBBQADgGEPADCCAQoCgGgEB
AKwpohsy

2EKQS8TIB+2zXgv0osOYITjwBxz7visCYZqp3Ez6WT7 1IMFNzp6XEbOFTJEUCPNR
Qx0B
OHBFIFYfIIrVKUybvxcWIcWOXrvOdtVZ8ZRUKaupjWBG1EDztqYiY/bX|JkYf4y

Q

-

Close

Budc 26: Highlight (Ctrl-A) va sao chép cac nd1 dung hoan chinh vao bang

tam (nhap chudt phai vao va chon sao chép hodc nhan Ctrl-C s& hoat dong).
Buéc 27: Nhip Close.
Buwde 28: Quay trd lai Tab cho trang Microsoft Active Directory.
(http://ad.eve.lab/certsrv véi username administrator, password: Test123)
Buwéc 29: Nhép vao lién két Home & goc trén bén phai.

Buéc 30: Nhap vao Request a certificate.
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« > C O 8 ad.eve.lab/certsrv/ B % @ =
Microsoft Active Directory Certificate Services -- eve-AD-CA Home|

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your identity to people you communicate with over the
Web, sign and encrypt messages, and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), or to view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation.

Select a task:
Request a certificate
View the status of a pending_certificate request
Download a CA certificate, certificate chain. or CRL

Budée 31: Nhép vao lién két advanced certificate request link.

Microsoft Active Directory Certificate Services - eve-AD-CA

Request a Certificate

Select the certificate type:
User Certificate

Or, submit an advanced certificate request.

Buwéc 32: Nhap chudt phai va dan ndi dung vao trudng va Send Requests.

Buéc 33: Tur Certificate Template tha xudng va chon Web server

it a Certificate Req or R I Req

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7 renewal request generated by an external source (such as a Web server)
in the Saved Request box.

Saved Request:

TXeY2E/GS+X7257411B+D5bbZTWBZSbvvqIeTnhY
Base-64-encoded | n1uivrxpmzXrj1mj/VrwfCl3swl f6TIUTX8ZzIPe
certificate request | yRogTIKOkOquimLOvhKP24mo/auyVIBeUmbMZO4H

(CMC or jxMoyCUwkZosXx3j RT+WLNQB1INtX1bRAD+bOUkw
PKCS #10 or l
PKCS#7): ... END CERTIFICATE REQUEST-----

Certificate Template:

[ web server v

Additional Attributes:

Attributes:

Budéc 34: Nhap vao Submit > button

Bwdc 35: Chon Base 64 encoded
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Microsoft Active Directory Certificate Services -- eve-AD-CA

Certificate Issued

The certificate you requested was issued to you.

O DER encoded or @ Base 64 encoded

Download certificate
==d Download cetrtificate chain

Buwéc 36: Nhap vao Download certificate

Microsoft Active Directory Certificate Services - eve-AD-CA

Certificate Issued

The certificate you requested w sued to you.

O DER encod r @ Base 64 encoded

A @ Download certificate
G =4 Download certificate chain

Buwéc 37: Nhap vao OK dé luu tép.

Buwéc 38: Mo thu muc Download va ddi tén certnew (1).cer méi thanh ching

chi “ise Admin Cert.cer”

Cai dat (Bind) CA signed certificate:

Bude 39: Quay trd lai tab Trinh duyét Cisco ISE.

Budce 40: trong trang Certificate Management > Certificate Signing Request ,

Hop kiém bén trai ciia CSR di xu 1y trude do.
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Budéc 41: Thanh cong cu nho & trén, nhap vao nat Chung chi lién két.

Certificate Signing Requests %

Generate Certlificate Signing Requests (CSR)

A Certificate Signing Requests (CSRs) must be sent to and signed by an external authority. Click "export” to download one or more CSRs so that they may be signed by an external authority. After a request has been
signed, click "bind” to bind the request to the signed certificate issued by that authority, Once a CSR is bound, it will be removed from this list.

Q View 1, Export

All
|:] Friendly Name Certificate Subject Key Length Portal gro... Timestamp Host

] ise#Admin CN=ise.eve.lab,0U=IT,0=ISE L 2048 Sat, 19 Nov 2022 se

Buéc 42: Nhap vao Browse va diéu huéng dén Downloads folder néu can.
Buwdc 43: Chon tép ise Admin Cert.cer.

Buéc 44: Nhap vao Open.

Budc 45: Trong truong Friendly Name Enter ise-1 Admin Cert.

Buéc 46: Chon Admin, dé gan chimg chi cho vai trd quén tri vién.

Bind CA Signed Certificate

|Browse... | ise Admin Cert.cer

ise Admin Ce ] @

rtificate Extensio |:| ®

Usage

. Admin: riificat

Submit Cancel

Buéc 47: Nhap vao Submit.
Buoc 48: Hé théng s€ dang nhap cho ban va khoi dong lai cac dich vu.

Budc 49: Dang nhap lai sau vai pht.
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Luu y: Ban c6 thé kiém tra trang thai cua dich vu khoi dong lai thong qua
bang diéu khién hodc CLI bang cach st dung 1énh show application status ise.

Khi méy chi tmg dung dang chay, ban s& c6 thé ding nhap.

Warning

1as a validity period longer than 398 days. It may be untrusted by many

browsers

Yes 1 No ’

Xac minh chirng chi

Buwée 50: Trong thanh URL trinh duy¢t cua ban, nhép vao biéu tuong khoa &
bén trai cua https: //. Quan sat Linh vuc sau chi ra chiing chi CA da ky dang tin

cay.

& L¥ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
{®) Place all certificates in the following store

Certificate store:

| | LEF;JWSE... |
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Selectl,\\"?ertific ate Store -

Select the certificate store you want to use,

Pl Trusted oot Certification Authorities
i 7| Enterprise Trust
i 7| Intermediate Certification Authorities

-] Trusted Publishers

LT Hintreted Certifirates

- | Personal A

[ ]show physical stores

Buwéc 51: Nhap vao mili tén bén phai va sau d6 More Information.
Buéc 52: Nhap vao View Certificate.
Bude 53: Quan sat dugc phat hanh bdi Root-CA cho nhom cua ban.

Buwéc 54: Nhap vao tab Details va cudn xudng Certificate > Extensions >

Certificate Subject Alt Name va quan sat cau hinh Wildcard cua ban.

Buwéc 55: Pong tat ca cic cira s6 bat 1én.

X4c minh két qua:
Ban da hoan thanh nhiém vu nay khi ban dat duogc két qua nay:
Ban da cai dat thanh cong CA certificate trén Cisco ISE

Ban da x4ac minh ching chi thong qua trinh duyét web ctia ban
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3. CAu hinh LDAP Integration

Trong nhiém vu nay, ban sé dinh c4u hinh Cisco ISE dé tich hop véi LDAP. Sau
d6 ban s& dinh cdu hinh nhom LDAP va Thudc tinh ngudi dung dé sir dung trong
Cisco ISE trong cac phong thi nghi¢m sau nay

Hoan thanh cac bwdc sau:

Dinh cdu hinh LDAP nhu mot nguén nhan dang bén ngoai

Buéc 1: Trong ISE Admin Portal , diéu huéng dén Administrator > Identity
Management > External Identity Sources va sau do ¢ khung bén trai, chon

LDAP.

Bwéc 2: Trong khung bén phai, nhip + Add vao thanh cong cu.

Budre 3: trong truong Tén Nhap LDAP_eve lab.

Budc 4: Trong truong Mo ta Nhap eve.lab LDAP configuration.

Bude 5: Trong trinh don tha xuéng cho lugce dd, chon Active Directory.
Buée 6: Nhip vao tab Connection.

Budc 7: trong trudong Hostname/IP nhap ad.eve.lab

Buwdc 8: Chon Authentication Access

Budc 9: Trong AdminDN Enter cn=administrator,cn=user,dc=eve,dc=lab.

Budre 10: Trong truong password Nhap Test123
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Buwde 11: Xac minh cai dat cia ban voi anh chup man hinh bén dud.

= Cisco ISE Administration - Identity Management Q
jentities Groups External Identity Sources fentity Source Sequences Settings
e
External Identity Sources
=] 5 LDAP Identity Source

5 Certificate Authentication F

3 Active Directory General nnectior Di rganizatior Grouy
—_—
“3 ad.eve.lab
£ LDAP o
< LDAP_eve_lab De
= obBC
» v

£ RADIUS Token
1 RSA SecurlD
3 SAML Id Providers

= Social Login

Budc 12: Cudn xudng va nhap vao nit Kiém tra lién két véi may chu. Diéu nay

nén thanh cong.

Luu y: Quan sat thoi gian phan hdi dé so sanh trong twong lai. Ghi cht no trong

huéng dan phong thi nghiém nay néu can thiét.

Buwéc 13: Bay gid ban da xac minh thanh cong trong két néi LDAP, stra d6i
CAu hinh dé thyc hién tra cru LDAP an toan (LDAPS). Thay dbi Port tir
389 den 636.

Buwée 14: cho phép Secure Authentication.

Budc 15: Trong LDAP Server Root CA, chon demo.local CA Certificate.

Bude 16: Xac minh cau hinh ctia ban véi anh chup man hinh sau.
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&

= Cisco ISE Administration - Identity Management A Evaluat e 85T aQ ®

urce Sequences

tities Groups External Identity Sources Identity

LDAP_eve

External Identity Sources
= LDAP Identity Source

=

3 Certificate Authentication F

£ Active Directory Connection Directc

Organization

3 ad.eve.lab
Primary Server Secondary Server

[ Enable Secondary Serves

5 LoaP
<3 LDAP_eve_lab
£ obBC * Hostname/IP ad.eve.lab ® Hostname/IP

£ RADIUS Token

7 RSA SecurlD

3 SAML Id Providers

£ Social Login

[ seecify server for each |

Cisco ISE Adminis

Settings

Identities Groups External Identity Sources dentity

External Identity Sources
= LDAP Identity Source

£ Certificate Authentication F

5 Active Directory General Connection

Groups Attributes

<3 ad.eve.lab

£ LDAP
Access © Anonymous Access

“g§ LDAP_eve_lab

= obBC

Admin DN

Adrmin DN

1 RADIUS Token

3 RSA SecurlD

o

SAML Id Providers

a

Social Login

Secure Authenticatior Enable Secure Authenticatio Secure Authentication Enable Secu

o7
o
Ll

ration - ldentity

= Cisco ISE Admir Management A s Q@

Identities Groups External Identity Sources Identity Source Sequent

Pa

sword

53 SAML Id Providers

5 Social Login

cure Authenticatior

cation Enabl

re Authenticatic

Secure Authentication v

er Identity Check

Certificate v ®

tificates Select if required (optio v O lssuer CA of

Server Timeout

Seconds
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Bwéc 17: Nhip vao nut lién két thir nghiém véi may cha. Diéu nay nén thanh

cong.

Lwu y: Quan sat thoi gian phan hoi giira lién két LDAP vin ban 13 rang trude do
trong LDAPS troi bugc. Can thém thoi gian dé thiét 1ap va xac minh duong ham
SSL trude khi thuc hién cta tra cru LDAP. Hay ghi nhd diéu nay khi thiét ké va

kién trc vi tri ctia Cisco ISE trong méi trudng san xuét.

Buéc 18: Nhap vao tab Directory Organization.

Buée 19: Trong truong Subject Search Base nhap dc=eve,dc=lab

Buée 20: Trong truong Group Search Base nhap dc=demo,dc=local.

Buwdc 21: Vi ban s€ khong st dung LDAP cho tra ctru dia chi MAC,

Bwéc 22: Nhip vao Submit ¢ phia dudi dé luu cau hinh nay.

Thém thudc tinh LDAP vao tir dién Cisco ISE

Budce 23: Chon Group tur cac tab ¢ trén cung.

Budc 24: Nhép vao nut +Add trén thanh cong cu va chon chon nhom tir thu muc.
Bwéc 25: Chip Retrieve Groups (*) va nhap vao nut.

Buwée 26: Chon CN=Contractors,OU=Group,0U=HCC,DC=demo,dc=local tir
danh sach.

Buwée 27: Nhip OK.

Bude 28: Chon Attributes tir cac tab ¢ trén cung.

Buwéc 29: Nhip vao nut +Add trén thanh cong cu va chon Select Attributes from

Directory.
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Buwéc 30: Nhap compartor2@demo.local trong hop vin ban cha dé vi du va nhip

vao Retrieve Attributes
Buwdée 31: Tt danh sach cac thudc tinh Chon userPrincipleName.
Buée 32: Nhip OK.

Budc 33: Cudn xudng phia dudi va nhap vao Save.

X4c minh két qua:
Ban da hoan thanh nhiém vu nay khi ban dat duogc két qua nay:

+ Ban di dinh cdu hinh thanh cong va thir nghiém Cisco ISE dé 14y dit liéu
tur Active Directory cua POD thong qua LDAP

+ Ban d4 sira doi thanh cong cau hinh cta Cisco ISE dé xac thuc va lay dir

li¢u tr may chu Active Directory ciia POD cua ban thong qua LDAPS.
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