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Lab cau hinh twong lira trén linux

Chuan bi

e Mot may linux c6 2 card mang dong vai tro firewall.

e Mot may kali.

e Mot may linux cai san cac dich Ngnix, vsftpd, open-ssh.
Muc tiéu

e Tao cac rules vdi iptables.

e Tao rules( Nat, forwarding services ,anti-dos, anti-brute-force) vdi iptables.
Cinh bao: Tét ca cac bai lab tan cong chi dugc thuc hién trong méi truwdng do, cach ly
va hop phap. Tuyét d6i khong ap dung trén hé théng thit hoic mang khong dwoc
phép, moi vi pham s& bi xtr Iy theo quy dinh va phép luét hién hanh.

Khuyén nghi: Tuy theo ngir canh dé xac dinh cac rule can thiét trén firewall, ban nén
doc qua tat ca bai tap dé nim 16 nodi dung r6i m&i thue hanh, vi bai lab nay thuc hién sép

xép lai rules kha nhiéu.

Cac bai tap thuc hanh

M6 hinh bai lab:

5 a 10.10.10.1 10.10.10.2 5
m—e o— W —© o—M
— — —
pclient 192.168.1.2 192 168.1.1 ™ LINUX-FIREWALL P Linux

Giai thich :
Trong mo hinh trén, client 1a nguoi dung cudi truy céap dich vu tur server linux, Linux-
firewall s& dong vai tro 13 tuong lira, chuyén tiép cac ludng luu lugng hop phap.
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Bai tap 1: cAu hinh NAT (Network Address Translation)
CAu hinh NAT cho phép 2 giao tiép giita 2 ving mang théng qua Linux-firewall
Trén may linux-firewall chay cac 1énh sau:
#Bat IP forwarding:
echo 1 > /proc/sys/net/ipv4/ip_forward
#Thém NAT (MASQUERADE):
iptables -t nat -A POSTROUTING -s 192.168.1.0/24 -0 ens4 -} MASQUERADE
#Forward tat ca traffic gira 2 mang:
+TUr Client dén Server:
iptables -A FORWARD -s 192.168.1.0/24 -d 10.10.10.0/24 -j ACCEPT
+Cho phép gbi phan hoi tir Server vé Client:
iptables -A FORWARD -m state --state ESTABLISHED,RELATED -j ACCEPT

Dé kiém tra lai, trén may client, thuc hién traceroute t&i dia chi 10.10.10.2

-~

t1 10.10.10.2
traceroute to 10.10.10.2 (10.10.10.2), 30 hops max, 60 byte packets

1 192.168.1.1 (192.168.1.1) 1.090 ms 0.522 ms *

2 10.10.10.2 (10.10.10.2) 4.843 ms 4.797 ms 4.707 ms

Nhu vay 1a toan bd dich vu trén server client c6 thé truy cap dugc.
Bai tap 2: tao rule chi cho phép truy cap dich vu hop 1€
Trong tinh hudng may chu c6 nhiéu cong va dich vy md, chung ta can kiém soat chit

ché céc dich vu ma client dugc phép truy cap. Gia st chiing ta chi mudn client truy
cap dich vu Web (HTTP) va FTP.

Mb phéng tinh hudng:
Truy cap SSH tir Client: Trén may client, chay I¢nh: ssh user@10.10.10.2
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root@kali: ~

File Actions Edit View Help

10.10.10.2 444
who are you
hello
5€

~

usergl0.10.10.2
The authenticity of host '10.10.10.2 (10.10.10.2)"'

can't be established.

ED25519 key fingerprint is SHA256:D80tPuu65glgcq4fc
VSOTXxCcOLE2uRSN4f66fqfPFKPI.

This key is not known by any other names.

Are you sure you want to continue connecting (yes/n
o/[fingerprint])? vy

Please type 'yes', 'no' or the fingerprint: yes
Warning: Permanently added '10.10.10.2"' (ED25519) t
o the list of known hosts.

userg10.10.10.2's password: [j

Nhu vay, dich vu SSH c6 thé truy cap dugc tu client.
Hoic chiing ta ¢ thé thir véi mét port tuy y

Trén may server, chay 1€nh:

nc -nvlp 444

Trén may client, chay Iénh:

nc 10.10.10.2 444

m
-~ M root@vnpro:

10.10.10.2 444 sroot@vnpro:~# nc -nlvp 444
who are you Listening on 0.0.0.0 444
hello ~Connection received on 192.168.1.2 57874
ol who are you
hello

Sau d6, ban c6 thé két ndi v6i may server qua cong 444, 1a mot céng khong chinh quy

(khong dugc phép truy cap tur bén ngoai).
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Ciu hinh Iptables dé kiém soat dich vu:

#Thiét lap chinh sach mic dinh ctia chudi FORWARD 1a DROP:

iptables -P FORWARD DROP

= biéu nay dam bao rang tit ca cac goi tin khong khép véi rule cu thé nao sé& bi chin.
#Cho phép dich vu HTTP (cong 80):

iptables -A FORWARD -p tcp -s 192.168.1.0/24 -d 10.10.10.2 --dport 80 -} ACCEPT
Cho phép dich vu FTP (cong 21):

iptables -A FORWARD -p tcp -s 192.168.1.0/24 -d 10.10.10.2 --dport 21 -} ACCEPT
Kiém tra lai bang rules:

iptables -L FORWARD --line-number

Chain FORWARD (policy DROP)
num target prot opt source destination
1 ACCEPT all -- 192.168.1.0/24 10.10.10.0/24

2 ACCEPT all -- anywhere EINV O EES state RELATED
,ESTABLISHED

3 ACCEPT tcp -- 192.168.1.0/24 10.10.10.2 tcp dpt:http
4 ACCEPT tcp -- 192.168.1.0/24 10.10.10.2 tcp dpt:ftp

Dua vao bang iptables, ta thy ring viéc chuyén tiép toan bd dich vu khong con phu

hop nita, nén s& x6a rules dau tién di.

iptables -D FORWARD 1

Kiém tra két qua sau khi cAu hinh:

Kiém tra dich vu FTP trén may client bang lénh ftp 10.10.10.2

root@kali:

File Actions Edit View Help

~

10.10.10.2
Connected to 10.10.10.2.
220 (vsFTPd 3.0.5)

Name (10.10.10.2:kali): |
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Kiém tra dich vu Web trén may client: Truy cép dia chi IP cua server trén trinh
duyét.

B  Welcome to nginx! x +

« C @ O A 10.10.10.2 w

OffSec Kali Linux # KaliTools = KaliDocs % KaliForums ¢\ Kali NetHunter Exploit-DB Google Hacking DB

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.

Thir truy cap cac dich vu con lai (vi du: Ping, SSH):
Lénh ping:
ping 10.10.10.2

~

PING 10.10.10.2 (10.10.10.2) 56(84) bytes of data.
*C
— 10.10.10.2 ping statistics —

5 packets transmitted, 0 received, 100% packet loss
, time 4088ms

Lénh SSH:
ssh user@10.10.10.2

=>»Cac dich vu nay da bi chan.

Bai tap 3: ciu hinh rule chong tin cong DoS (Denial of Service)

Dé phong chong tan cong DoS, dic biét 1a SYN Flood, chiing ta sé& thiét lap rule dé
chin cic ngudn giri qua nhiéu géi SYN trong mot khoang thoi gian ngéan.

Mb phéng tin cong DoS:
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Trén may Kali, thuc hién tdn cong DoS bang lénh:
hping3 -S -p 80 10.10.10.2 -i ul00

root@kali: ~

File Actions Edit View Help

~

i p 80 10.10.10.2 -S -1 uloo
HPING 10.10.10.2 (eth0 10.10.10.2): S set, 40 heade
rs + 0 data bytes
len=44 ip=10.10.10.2 ttl=63 DF id=0 sport=80 flags=
SA seq=0 win=64240 rtt=11.7 ms
len=44 ip=10.10.10.2 tt1=63 DF id=0 sport=80 flags=

SA seq=1 win=64240 rtt=11.8 ms
len=44 ip=10.10.10.2 tt1l=63 DF id=0 sport=80 flags=
SA seq=2 win=64240 rtt=12.1 ms
len=44 ip=10.10.10.2 tt1l=63 DF id=0 sport=80 flags=
SA seq=3 win=64240 rtt=11.9 ms
len=44 ip=10.10.10.2 tt1=63 DF i sport=80 flags=
SA seq=4 win=64240 rtt=11.9 ms
len=44 ip=10.10.10.2 ttl=63 DF i sport=80 flags=
SA seq=5 win=64240 rtt=11.9 ms
len=44 ip=10.10.10.2 ttl=63 DF i sport=80 flags=

Thiét 1ap Rule chdng DoS:

Pé toi wu, chung ta can xem xét kha nang dap ung clia may chil. Trong bai tip nay,
chung ta s& drop toan b cac goi tin tir nguon giri lién tuc 20 g6i SYN khi chwra téi
5 giay.

#Drop cAc ngudn giri lién tuc 20 goi tin SYN khi chwra téi 5 gidy:

iptables -A FORWARD -p tcp --syn -m recent --name synflood --update --seconds 5 -
-hitcount 20 -j DROP

#Ghi nhan IP giri g6i SYN méi:
iptables -A FORWARD -p tcp --syn -m recent --name synflood --set -j ACCEPT
#Kiém tra va sip xép lai bang rules:

iptables -L FORWARD --line-number
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Chain FORWARD (policy DROP)

num target prot opt source destination

1 ACCEPT all -- anywhere anywhere state RELATED
,ESTABLISHED

2 ACCEPT tcp -- 192.168.1.0/24 10.10.10.2 tcp dpt:http
3 ACCEPT tcp -- 192.168.1.0/24 10.10.10.2 tcp dpt:ftp

4 DROP tcp -- anywhere anywhere tcp flags:FIN
,SYN,RST,ACK/SYN recent: UPDATE seconds: 5 hit_count: 20 name: synflood side: so
urce mask: 255.255.255.255

) tcp -- anywhere anywhere tcp flags:FIN
,SYN,RST,ACK/SYN recent: SET name: synflood side: source mask: 255.255.255.255 I
root@vnpro:~#

Khi kiém tra, ching ta c6 thé nhan thay tht tu cac rule chua toi wu. Rule chéng DoS

can duoc dit sau cac rule cho phép cac két ndi hop 18.
Thir tw dung cia cac rule:
—1. Cho phép két néi da c6 (ESTABLISHED, RELATED)
=2. Cho phép HTTP
=3. Cho phép FTP
=4. Ghi nhan IP gri SYN (st dung --set)

—5. Chin néu IP vurgt ngudng SYN (--update --seconds 5 --hitcount 20 -j
DROP)

Sz"lp xép lai cac rule:

Dau tién, x6a cdc rule cii néu ching khong dung thir ty:
iptables -D FORWARD 5

iptables -D FORWARD 4

iptables -D FORWARD 3

iptables -D FORWARD 2

Sau d6, thém lai cac rule theo thir tu ti wu:

# Cho phép HTTP

iptables -A FORWARD -p tcp -s 192.168.1.0/24 -d 10.10.10.2 --dport 80 -j ACCEPT
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# Cho phép FTP (port 21)

iptables -A FORWARD -p tcp -s 192.168.1.0/24 -d 10.10.10.2 --dport 21 -} ACCEPT
# Ghi nhan IP gui g6i1 SYN méi

iptables -A FORWARD -p tcp --syn -m recent --name synflood --set -} ACCEPT

# Drop cac ngudn giri lién tuc 20 g6i tin khi chua téi 5s

iptables -A FORWARD -p tcp --syn -m recent --name synflood --update --seconds 5 -
-hitcount 20 - DROP

Sau do trén may client thuc hién lai cude tan cong béng 1énh:

hping3 -p 80 10.10.10.2 -S -i ul00

root@kali: /usr/share/wordlists

File Actions Edit View Help

/usr/share/wordlists
) 80 10.10.10.2 - uloo
HPING 10.10.10.2 (eth® 10.10.10.2): S set, 40 headers + 0 data
bytes

len=44 ip=10.10.10.2 ttl=63 DF id=0 sport=80 flags=SA seq=0 wi
n=64240 rtt=8.7 ms

len=44 ip=10.10.10.2 ttl=63 DF id=0 sport=80 flags=SA seq=1 wi
n=64240 rtt=8.6 ms

len=44 ip=10.10.10.2 ttl=63 DF id=0 sport=80 flags=SA seq=2 wi
n=64240 rtt=8.5 ms

len=44 ip=10.10.10.2 ttl=63 DF id=0 sport=80 flags=SA seq=3 wi
n=64240 rtt=8.2 ms

len=44 ip=10.10.10.2 ttl=63 DF id=0 sport=80 flags=SA seq=4 wi
n=64240 rtt=8.4 ms

len=44 ip=10.10.10.2 ttl=63 DF i sport=80 flags=SA seq=5 wi
n=64240 rtt=8.1

len=44 ip=10.10.10.2 ttl=63 DF i sport=80 flags=SA seq=6 wi
n=64240 rtt=8.0

len=44 ip=10.10.10.2 ttl=63 DF i sport=80 flags=SA seq=7 wi
n=64240 rtt=8.0

len=44 ip=10.10.10.2 ttl=63 DF i sport=80 flags=SA seq=8 wi

Nhan thiy rang sau géi tin thir 20, khong con géi nao duoc response, nhan té hop
phim ctrl+c, két qua thay rang 100% géi tin bi lost, nhu vay ching ta di chan thanh
cong cudc tan cong DOS.
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s root@kali: Jusr/share/wordlists
File Actions Edit View Help

len=44 ip=10.10.10.2 ttl=63 DF i1d=0 sport=80 flags=SA
in=64240 rtt=7.4 ms
len=44 ip=10.10.10.2 ttl=63 DF id=0 sport=80 flags=SA
in=64240 rtt=7.4 ms
len=44 ip=10.10.10.2 ttl=63 DF id=0 sport=80 flags=SA
in=64240 rtt=7.2 ms
len=44 ip=10.10.10.2 ttl=63 DF id=0 sport=80 flags=SA
in=64240 rtt=7.4 ms
len=44 ip=10.10.10.2 ttl=63 DF id=0 sport=80 flags=SA
in=64240 rtt=7.1 ms
len=44 ip=10.10.10.2 ttl=63 DF 1d=0 sport=80 flags=SA
in=64240 rtt=7.4 ms
len=44 ip=10.10.10.2 ttl=63 DF id=0 sport=80 flags=SA
in=64240 rtt=7.2 ms

A~

— 10.10.10.2 hping statistic —

39592 packets transmitted, 20 packets received, 100% packet lo
SS

round-trip min/avg/max = 7.1/7.8/8.7 ms

Bai tap 4: tao rule phong chong Brute-force FTP
Khi public dich vu FTP, hacker c6 thé do mat khau (brute-force) dé chiém quyén truy

cap. Chung ta s& cdu hinh iptables dé ngan chin hanh vi nay.
Mb phéng tin cong Brute-force:

#Tao mot wordlist trén may client: dung 1énh nano wordlist.txt, nhap cic mat khau
vao file, sau d6 luu lai (Ctrl+X, Y, Enter).

root@kali: /usr/share/wordlists

File Actions Edit View Help
GNU nano 8.4 wordlist.txt

Test12345
123
123
123

1231132
123

[ Read 32 lines ]
[§ Help MY Write Outjd Where Is MY Cut Bl Execute
B Exit M Read Filef] Replace [ Paste B Justify
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#Tién hanh brute-force mat khiu bang Hydra:
hydra -1 vnpro -P wordlist.txt ftp://10.10.10.2

root@kali: /usr/share/wordlists

File Actions Edit View Help

/usr/share/wordlists
vnpro wordlist.txt ftp://10.10.10.2

Hydra v9.5 (c) 2023 by van Hauser/THC & David Macie
jak - Please do not use in military or secret servi
ce organizations, or for illegal purposes (this is
non-binding, these #** ignore laws and ethics anywa
y).

Hydra (https://github.com/vanhauser-thc/thc-hydra)
starting at 2025-07-09 08:37:09
[DATA] max 16 tasks per 1 server, overall 16 tasks,
32 login tries (1:1/p:32), ~2 tries per task
[DATA] attacking ftp://10.10.10.2:21/
[21][ftp] host: 10.10.10.2 login: vnpro passwor
d: Test123
1 of 1 target successfully completed, 1 valid passw
ord found

' Hydra (https://github.com/vanhauser-thc/thc-hydra)
finished at 2025-07-09 08:37:13

Nhan thay rang, Hydra do mat khau thanh cong vdi user "vnpro" password 13
“Test123”

Thiét 1ap Rule chdng Brute-force FTP:
Trén may firewall, thém céc rule sau:
#DROP néu IP truy cap qua 5 lan trong 60 gidy (d6i v&i cong FTP 21):

iptables -A FORWARD -p tcp --dport 21 -m recent --name ftpbrute --rcheck --
seconds 60 --hitcount 5 -j DROP

#Néu khong vuot qua ngudng, thi ghi nhan IP:

iptables -A FORWARD -p tcp --dport 21 -m recent --name ftpbrute --set -j
ACCEPT

Thir tu cac rule:
—1. Cho phép két ndi da c6 (ESTABLISHED, RELATED)
=2. Chan brutefoce FTP

= 3. Cho phép cac truy cap FTP hgp 1€
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=4. Chan DoS
—5. Cho phép ludng hop 1¢
=6. Cho phép HTTP

=7. Cho phép FTP

root@vnpro:~# iptables -L FORWARD --line-number

Chain FORWARD (policy DROP)

num target prot opt source destination

1 ACCEPT all -- anywhere EVCOERS state RELATED
,ESTABLISHED

2 DROP tcp -- anywhere anywhere tcp dpt:ftp r
ecent: CHECK seconds: 60 hit_count: 5 name: ftpbrute side: source mask: 255.255.
255.255

3 ACCEPT tcp -- anywhere EVCOERS tcp dpt:ftp r
ecent: SET name: ftpbrute side: source mask: 255.255.255.255

4 DROP tcp -- anywhere anywhere tcp flags:FIN
,SYN,RST,ACK/SYN recent: UPDATE seconds: 5 hit_count: 20 name: synflood side: so
urce mask: 255.255.255.255

5 ACCEPT tcp -- anywhere EVCOERS tcp flags:FIN
,SYN,RST,ACK/SYN recent: SET name: synflood side: source mask: 255.255.255.255

6 ACCEPT tcp -- 192.168.1.0/24 10.10.10.2 tcp dpt:ftp

T ACCEPT tcp -- 192.168.1.0/24 10.10.10.2 tcp dpt:http I
root@vnpro:~#

Kiém tra lai:

Trén may client, thuc hién lai 1énh brute-force bang Hydra. Ban s& thdy qua trinh nay

bi chdn va khong c6 phan hoi tir server sau mot so lan thur.

root@kali: Jusr/share/wordlists

File Actions Edit View Help

/usr/share/wordlists
X vnpro -P wordlist.txt ftp://10.10.10.2
Hydra v9.5 (c) 2023 by van Hauser/THC & David Maciejak - Pleas
e do not use in military or secret service organizations, or f
or illegal purposes (this is non-binding, these *** ignore law
s and ethics anyway).

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at
2025-07-09 09:05:15

[WARNING] Restorefile (you have 10 seconds to abort... (use op
tion -I to skip waiting)) from a previous session found, to pr
event overwriting, ./hydra.restore
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