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Lab: Hwéng dan cai dat va cau hinh NSO co ban
+ Huwéng din cai dit NSO ( Local install)
Chuén bj:

- Mot may Linux c6 cau hinh 1vCPU va 4-8 Gb RAM (d6i véi méi truong lab nhé
khoan 10 thiét bi)

- File cai dat NSO va NEDs tai tai : https://developer.cisco.com/docs/nso/#! getting-
nso/downloads (Yéu cau dang ky tai khoan )

Tién hanh:

Str dung méay CentOS7 dé cai dat NSO. Cai dit cac goi can thiét dé cai dit:

yum install ant java-1.8.0-openjdk

Sau khi cai dat xong thi tién hanh tai file cai it NSO s& duoc file bin nhu hinh bén duéi

[root@localhost NSO-installer]# 11

total 283296
-TW-r--r——. 1 root root 288174685 Oct 19 22:83 nso-5.3.Llinux.x86_64.signed.bin

Tién hanh bung nén file bang lénh

sh nso-5.3.darwin.x86_64.signed.bin

-

[root@localhost NSO-installer]# sh nso-5.3.linux.x86_64.signed.bin
Unpacking. ..
Verifying signature...

Sau khi gidi nén s€ dugc nhiing file nhu sau:
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[root@localhost NSO-installer]l# 11

total U4@6612
root 12381 2019 cisco_x589_verify_release.py
root 208163928 2019

root 256 2019 nso-5.3.1linux.x86_6U4.1installer.bin.signature
root 288174685 22:03 nso-5.3.1linux.x86_64.signed.bin

root 1812 2019 README.signature

root 1383 20819 tailf.cer

Trong do file nso-5.3.1inux.x86 64.installer.bin 1a file cai dat. St dung 1énh sau xem cac
tham so cai dat.

sh nso-5.3.1inux.x86_64.installer.bin --help
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[root@localhost NSO-installer]# sh nso-5.3.linux.x86_sU4.installer.bin
ERROR ** No install directory given
Try nso-5.3.linux.x86_6u4.1installer.bin ——help to get usage text

[root@localhost NSO-installer]# sh nso-5.3.linux.x86_64.installer.bin —--help
This is the NCS installation script.
Usage: nso-5.3.linux.x86_64.installer.bin [--local-install] LocalInstallDir

Installs NCS in the LocalInstallDir directory only.
This is convenient for test and development purposes.

Usage: nso-5.3.linux.x86_64.installer.bin --system-install [--install-dir InstallDir]
[--config-dir ConfigDir] [--run-dir RunDir] [--log-dir LogDir]
[--run-as-user User] [--keep-ncs-setup] [--non-interactive]

Does a system install of NCS, suitable for deployment.

Static files are installed in Installbir/ncs-<vsn>.

The first time --system-install is used, the ConfigDir,

RunDir, and LogDir directories are also created and

populated for config files, run-time state files, and log files,
respectively, and an init script for start of NCS at system boot
and user profile scripts are installed. Defaults are:

Installbir - fopt/ncs
ConfigDir fetc/ncs
RunDir /var/opt/ncs
LogDir /var/log/ncs

By default, the system install will rum NCS as the root user.

If the —-run-as-user option is given, the system install will

instead run NCS as the given user. The user will be created if
it does not already exist.

If the —-non-interactive option is given, the installer will
proceed with potentially disruptive changes (e.g. modifying or
removing existing files) without asking for confirmation.

O day dé nhanh gon thi s€ sir dung local install. Tao thu muc cai dat cho NSO

| mkdir ~/nso-5.3 |
Cai dat bang lénh:

|sh nso-5.3.1inux.x86_64.installer.bin -local-install ~/nso-5.3 |

Két qua:
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root@localhost NSO-installer]# sh nso-5.3.Llinux.x86_6U.installer.bin --local-install ~/nso-5.3
INFO Using temporary directory /tmp/ncs_installer.5491 to stage NCS installation bundle
INFO Unpacked ncs-5.3 in /root/nso-5.3

INFO Found and unpacked corresponding DOCUMENTATION_PACKAGE

INFO Found and unpacked corresponding EXAMPLE_PACHAGE

INFO Found and unpacked corresponding JAVA_PACKAGE

INFO Generating default SSH hostkey (this may take some time)

INFO SSH hostkey generated

INFO Environment set-up generated in /root/nso-5.3/ncsrc

INFO NSO installation script finished

INFO Found and unpacked corresponding NETSIM_PACHKAGE

INFO NCS installation complete

Tién hanh nhap céc 1énh sau:

source ~/nso-5.3/ncsrc
ncs-setup ~/nsc-run

Khéi chay NSO bang 1énh sau (mdi 1an khai dong lai may Linux can chay lai 1énh nay):

cd ~/ncs-run
ncs

Sau khi chay xong str dung trinh duyét web truy cap vao IP Error! Hyperlink reference not
valid. server>:8080

m

< C {d A Notsecure | 10.215.26.221:8080/login.html % @ Incognito

M Gmail @ YouTube % Maps By Translate &l Cisco DevNet: APIs,... Cther bookmarks

7 | _ * 1

l’ Network Services Orchestrator

m
cisco

A7 | aNE.

Username/password mac dinh cua NSO 1a admin/admin

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/(@vnpro149




DT: (028) 35124257 | Hotline: ( 079 Email: vnpro@

CONG TY TNHH TU VAN VA DJCH VU CHUYEN VIET
\ TRUNG TAM TIN HQC VNPRO
Y, pC 276 - 278 Ung Viin Khiém, P. Thanh My Téy, Tp. Ho Chi Minh
nPro AR T
[ @ Applicatic x

C O AN 10.215.26.221 % @ inconn
il @ Yo Q Maps By Tamsate & CiscoDeviet AP u et @) News M Gmal @ YouTube @ Mops he
cisco >
CONFIGURATION

Tién hanh thém cac package NEDs vao NSO. Chuan bi cac packages NEDs sin, ¢ ddy sir
dung 2 packages NEDs la nxos va ios

root@localhost neds]# 11
total 53486

-TW-r--r-—. 1 root root 51481128 Jun 23 15:51 ncs-5.3-cisco-ios-6.42.1.signed.bin
-TW-T-—-Tr-—. 1 root root 8uU88198 Sep 1 12:58 ncs-5.3-cisco—-nx-5.13.1.1.signed.bin

Tién hanh bung nén bang 1énh

sh ncs-5.3-cisco-i0s-6.42.1.signed.bin

[root@localhost neds]# sh nes-5.3-cisco-ios-6.42.1.signed.bin
Unpacking. ..
Verifying signature...

sh ncs-5.3-cisco-nx-5.13.1.1.signed.bin

[root@localhost neds]# sh ncs-5.3-cisco-nx-5.13.1.1.signed.bin
Unpacking. ..

Verifying signature...
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Sau khi bung nén s¢ duoc 2 file tar.gz
[root@localhost neds]# 11
total 1176832

2019 cisco_x589_verify_release.py
15:51 ncs-5.3-cisco-ios-6.42.1.signed.bin

1 root root 12381 May
1 root root 51481128 Jun
1 root root 51588674 Jan 2020

1 root root 256 Jan 2820 ncs-5.3-cisco-ios-6.42.1.tar.gz.signature
1 root root 8UBB198 Sep 12:58 ncs-5.3-cisco-nx-5.13.1.1.signed.bin
1
1
1
1

oW =]

root root 8489288 Dec 18 2819

root root 256 Dec 18 2819 ncs-5.3-cisco-nx-5.13.1.1.tar.gz.signature
root root 1862 Dec 18 2819 README.signature

root root 1383 May 20819 tailf.cer

Tién hanh giai nén file tar.gz bang 1énh

tar -xzf ncs-5.3-cisco-nx-5.13.1.1.tar.gz
tar -xzf ncs-5.3-cisco-ios-6.42.1.tar.gz

Sau khi gidi nén file tar.gz sé dugc 2 thu muc sau

[root@localhost neds]# 11
total 117832

draxr-xr-x. 8 968681 users 207 Jan 5 2828
druxr-xr-x. 9 98081 users 218 Dec 18 2819

Sau d6 chuyén 2 thu muc vao ~/nso-5.3/packages/neds bang 1énh

|mv cisco-* ~/nso-5.3/packages/neds/
Tién hanh cai d&t cac géi NEDs bang lénh

ncs-setup --package ~/nso-5.3/packages/neds/cisco-ios-cli-6.42 \
--package ~/nso-5.3/packages/neds/cisco-nx-cli-5.13 \
--dest ~/ncs-run

Tién hanh truy cap vao NSO bang lénh

ncs_cli -C -u admin
packages reload

NSO s& tién hanh cai dit cac packages NEDs

Nhu vay 1a hoan tat viéc cai dat NSO trén Linux.

+ Huéng din cau hinh NSO co ban
Yéu cau:

- Da cai dat thanh cong NSO trén Linux
- Thiét bi mang duoc ciu hinh SSH va dit dja chi IP

Thuc hién:

Tién hanh SSH vao NSO véi lénh
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)
ncs_cli -C -u admin

[root@localhost nes-run]# necs_cli -C —u admin

admin connected from 192.168.3.114 using ssh on localhost.localdomain
admin@ncs# |

Truy cép vao mode “config” bang lénh

admin@ncs# config
admin@ncs# config
Entering configuration mode terminal

admin@ncs(config)#

Tao nhém xdac thyuc tén 1a 1ab01 v&i username/password la admin/vnprol123, enable
password la vnpro

devices authgroups group lab01

default-map remote-name admin

default-map remote-password vnpro123

default-map remote-secondary-password vnpro

Str dung 1énh “show config” dé kiém tra nhirng ciu hinh vira cau hinh

admin@ncs(config-group-lab81)# show config
devices authgroups group label
default-map remote-name admin

default-map remote-password $9%zGmM+BloTSnJRQr7jviI9KcGNsqdjITroYpoIWpdolc=

default-map remote-secondary-password $9$nEi2pBeW6er0T0d+hB2+Bb+7deoAeql5fNUCHhKZLsiU=
I

Dé luu cau hinh lai st dung 1énh “commit”.
Thém thiét bi vao NSO:

Cho trudc cac thiét bi c6 dia chi IP va username password nhu sau:

IP Loai thiét bi Username Password Enable
Password

10.215.26.171 | I0OS-XE admin vnprol23 Vnpro

10.215.26.172 | IOS-XE admin vnprol23 vnpro
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Tién hanh thém thiét bi vao NSO. O day st dung go6i NEDs 1a cisco-ios-cli-6.42. O mod
config thém cac 1énh sau vao:

devices device i0s-xe01

address 10.215.26.171

authgroup lab01

device-type cli ned-id cisco-ios-cli-6.42

ssh host-key-verification none

commit
Str dung 1énh “connect” dé kiém tra két ndi dén thiét bi (Yéu cau can dang ¢ duong dan
ctia thiét bi d6. C6 thé kiém tra bang 1énh “pwd”)

admin@ncs(contig-device-1os—xebl,
Current submode path:

devices device los—-xeBl

Khi str dung Iénh “connect” s€ b1 gap 101 sau

admin@ncs(config-device-ios-xe@1)# connect

result false
info Device ios-xeBl is southbound locked

Vi mac dinh NSO s€ khoa cé)ng southbound nham tranh viéc thiét bi bi diéu khién trudc
khi dang duogc bao tri hodc thiét 1ap. Str dung 1€nh sau dé unlock:

state admin-state unlocked
commit

Tién hanh két noi lai:

admin@ncs(config-device-ios-xe81)# connect

result true
info (admin) Connected to jios-xe®l - 10.215.26.171:22

Tiép tuc tuong tu véi thiét bi ios-xe02. C6 thé tao mot file text véi thong tin cia thiét bi 2
nhu sau:

devices device los-xe82

address 16.215.26.172

authgroup lab8l

device-type cli ned-id cisco-ios-cli-6.42
ssh host-key-verification none

ktate admin-state unlocked

commit
I
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Str dung 1énh load merge dé 1y thong tin thiét bi tir file device.txt

admin@ncs(config)# load merge device.txt
Loading.

Commit complete.
145 bytes parsed in ©.22 sec (657 bytes/sec)

Tién hanh dong bd ciu hinh thiét bi vé NSO:

‘ device sync-from

admin@ncs# devices sync—from
r

sync-result {
device los-xe@l
result true

1

¥

sync-result {
device los-xe@2
result true

)

Sau khi sync c4u hinh vé NSO, chiing ta ¢ thé kiém tra cdu hinh cac thiét bi dd thém vao
trén NSO bang Iénh ‘show running-config devices device <tén thiét bi> config’
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admin@ncs# show running-config devices device 1os-xeBl config
devices device los—-xefl
config
tailfned police cirmode
Version 16.12
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
service call-home
login on-success log
platform console virtual
platform punt-keepalive disable-kernel-core
platform gfp utilization monitor load 86
hostname Router
call-home
contact-email-addr sch-smart-licensing@cisco.com
profile CiscoTAC-1
active
reporting smart-licensing-data
destination transport-method http
no destination transport-method email

C6 thé lay cau hinh cia mdi phan riéng biét nhu lay thong tin cau hinh interface trén thiét
bi véi Iénh ‘show running-config devices device <tén thiet bi> config interface’
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admin@ncs# show running-config devices device los-xe8l config interface
devices device ios-xe8l
config
interface GigabitEthernetl
no switchport
negotiation auto
no mop enabled
no mop sysid
ip address 10.215.26.171 255.255.255.0
no shutdown
exit
interface GigabitEthernet2
no switchport
negotiation auto
no mop enabled
no mop sysid
no 1ip address
no shutdown
exit
interface GigabitEthernet3
no switchport
negotiation auto
no mop enabled
no mop sysid
no ip address
no shutdown
exit
|

Pé chuyén dit lidu cua thiét bi sang dang JSON,XML thi thém “ | display json” hodc « |
display xml *“ vao sau cau I¢nh
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