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LAB - VIET CHUONG TRINH DUNG NGON NGU PYTHON
PE THU'C HIEN LAY TICKET TU NETWORK CONTROLLER
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Hinh 1: So do6 bai Lab

I1. M6 ta

So dd bai thuc hanh gém Network Controller va mot PC dugce ddu ndi véi nhau nhu
hinh v&. Hoc vién s& viét chuong trinh Python két ndi dén Network Controller dé lay
ticket. Mdi khi ta can truy cip tai nguyén hay dich vu trén Network Controller, ta can st
dung ticket. Mdi phién lam viéc s& c6 mot ticket riéng. May PC phai dap Gmg yéu cau la
d3 cai dat cac phan mém can thiét ciia developer (Python, Atom, Netmiko).

II1. Yéu cau k¥ thuat

Hoc vién thuc hién két ndi may tinh dén Network Controller, sau d6 cai dat thu vién
requests trén may tinh. Viét code bang Python thuc hién yéu cau 1y ticket tir Network
Controller. Viét ham get dé lay thong tin tir Network Controller.

IV. Cac budec thue hién
Buwdéc 1: Cau hinh may tinh ping thanh cong dén Network Controller

May PC dé IP dong (dung DHCP) 1a c6 thé ping duoc Network Controller ¢ dja chi
10.215.26.10.

Buwoce 2: Cai dat thu vién requests
Bam t6 hop phim Windows +R dé mé Command Line (cmd).

- Trong man hinh cmd dung 1énh: python —m pip install requests —user:
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Buwdée 3: Viét ham get dé 1ay ticket

Tao file getTicket.py trong thu muc C:\python véi ndi dung nhu sau:

import requests

import json

Thu vién requests gitp giri cac yéu cau loai http dén server va nhan response. Thu
vién JSON cho phép mi hoa, giai ma cac ddi tuong. Khai bao thong tin APIC-EM.

APICEM IP = '10.215.26.10"

VERSION = 'v1'

USERNAME 'admin'

PASSWORD = 'VnPro@149'

Tit canh bao trang web khong c¢6 xac thuc SSL:

requests.packages.urllib3.disable warnings ()

Tao ham get dé 1y ticket:

def get ticket (ip= APICEM IP,ver= VERSION, uname= USERNAME, pword=
PASSWORD, api='', params="") :

Tao mdt jsonObject c6 hai key username, password co6 value twong ing 1a uname,
pword:
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r json = {
"username" :uname,

"password" :pword

Khoi tao headers véi cau tric méc dinh nhu trén, headers nay d€ xac nhan chung ta
sir dung JSON dé truyén dit li€u gitra client va server:

headers = {"Content-Type" : "application/json"}

Tao URL (dia chi cua controller nhan requests). Vi du nhu
https://10.215.26.10/api/v1/ticket (trong d6 ip=dia chi ip cua server Network Controller,
ver= version cua server):

post url = "https://"+APICEM IP+"/api/"+VERSION+"/ticket"

Kiém tra trong phan try “hay thuc hién tac vu A” (do A) néu c6 13i thi s& chuyén
td1 except va thuc hién cac hanh dong B (do B):

try:
do A
except:

do B

A ¢ day cy thé la:

r=requests.post (post url,data = json.dumps (r json), headers =
headers, verify=False)

r.raise for status() #L4y m& trang thai, 200 1a thanh céng,
404 l1la not found

token = r.json () ["response"] ["serviceTicket"]
return {

"token" : token}

Ham trén ta thuc hién gui request dén server va s€ gan response cua server vao
bién r. Trong do:

- post la tao dir li¢u.
- post_url 1a dia chi ta mudn gui dén.
- json.dumps ding dé ma héa username va password.

- verify=False dé khong xac thuc SSL.
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Sau khi nhéan duogc respone, ta tao bién token dé léy ticket tr r va return dé tra vé
gia tri ticket

B & day cu thé la:

print ("Status: %$s" %r.status_code)

print ("Response: %s" %r.text)

Pé in gia tri ticket két qua ra man hinh ta thém vao doan code:

ticket = get ticket()

print (ticket)

Tao thém ham get dé 1iy thong tin, truyén cac thong sd ctia Network Controller vao
ham get:

# Tao ham get dé& 14y théng tin

def get (ip=APICEM IP,ver=VERSION,uname=USERNAME, pword=PASSWORD,
api='"',params=""):

LAy ticket bang cach goi ham get_auth_token da gidi thiéu ¢ bai lab trudc:

ticket = get auth token(ip,ver,uname, pword)

Gin ticket vira 1ay duoc vao headers, headers nay sé& duoc truyén di kém theo
requests gui 1én server dé server kiém tra ticket c6 ding khong:

headers = {"X-Auth-Token": ticket['token']}

Tao URL (dia chi cia server nhadn requests). Vi du nhu
https://10.215.26.10/api/v1/network-device (trong d6 ip=10.215.26.10, ver= vl, api=
network-device).

url = "https://"+ip+"/api/"+ver+"/"+api

Kiém tra trong phan try (do A) néu c6 16i thi s& chuyén t6i muc except va thuc hién
cac hanh dong trong d6 (do B):

try:
do A
except:

do B

Truyén cac tham sd vao dé giri dén server bao gdm url, headers, params, verify.
Params co thé dé€ trong, verify phai bang False dé€ bo qua phan xac thuc SSL:
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resp=requests.get (url, headers=headers, params=params, verify=False)

print ("GET '%s' status" %api,resp.status_code,'\n')

return (resp)

Cau lénh return(resp) dung dé gan gié tri tra vé ciia ham get. Vi du nhu response =
get(“network-device ) thi két qua tra vé cia ham get ndy s& dugc gan vao bién response.
bé chay doan chuong trinh trén, ta vao ddu nhic cmd nhap Iénh nhu
bén dudi:

|Cd C://pythonGet-ticket.py

Két qua:

CAWINDOWS\system32\cmd.exe

17134 .7 )
. All rights reserved.

:\Python>get-ticket.py
BU1DDeTkSogqf1MaRHXc7-cas" }

: \Python>

Network Controller d3 tra vé ticket thanh cong. Con ham get thong tin s& dugc sir
dung trong bai tiép theo. Vi mot ticket chi dung trong 1 phién lam viéc nén khong thé
tach roi ham 14y ticket va ham get thong tin thiét bi ra 2 file khac nhau.



