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LAB — CAu hinh Zone-Based co ban

192.168.1.0/24 |

INTERNET

M0 ta

Cisco IOS Firewall hay CBAC truyén thong dugc trién khai theo céng dira vao kha ning
giam sét (inspect) trang thai ciia giao thirc. Tat ca ludng dir liéu vao va ra trén cong sé nhan ciing
chinh sach gidm sat. M6 hinh ndy c6 nhing han ché:

. Khong thé phan loai cho viéc giam sat luu lwong dit liéu theo dia chi hay theo mang.

« Str dung két hop voi ACL nén rat phuc tap trong viée xac dinh ludng dit liéu cho phép

hay bi tir chéi truy cap.

« Su mé rong khong cao khi moéi trudong hién nay can thuc hién bao mat theo vung nhu:

vung tin cay, vung khong tin cay...

Véi Zone-Based cho phép ban c¢6 thé khic phuc nhitng nhuoc diém do, voi viée st dung
khai niém Zone (vung), ban c6 thé dinh nghia ving v&i nhitng chinh sach khic nhau phu thudc
vao viéc trao doi dir liéu gitra cac ving mot cach linh dong. Trong ving c6 thé c6 mot hodc nhiéu
cong, mic dinh gitra cac ving khong cho phép truy cap 14n nhau (ngoai trir cing ving), do d6 ban
giam 4p lyc trong viéc sir dung ACL. Ngoai ra tinh linh dong con thé hién & viéc str dung MQC
(Module QoS Command), ban c6 thé phan loai theo dia chi, mang, giao thtrc, ing dung dya theo
class-map va ap dat hanh dong inspect, drop, pass cho nhiing class-map tuy thudc vao chinh sach
xac dinh.

Thuc hién Zone-Based véi yéu cau:

« Tao 2 vung PRIVATE thudc mang 192.168.1.0/24 va ving PUBLIC.

. Cho phép viung PRIVATE c6 thé st dung mét sé dich vu v6i TCP, UDP va ICMP.

« Han ché viéc truy cap vao ving PRIVATE tir viing PUBLIC.

Céu hinh

Tao 2 vung PUBLIC va PRIVATE:

GATEWAY (config) #zone security PUBLIC
GATEWAY (config-sec-zone) #exit
GATEWAY (config) #zone security PRIVATE

GATEWAY (config-sec-zone) #exit
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Géan cong vao vung:

GATEWAY (config) #interface fa0/0
GATEWAY (config-if) #zone-member security PRIVATE
GATEWAY (config) #interface s0/2/0

GATEWAY (config-if) #zone-member security PUBLIC

Dinh nghia class-map:

GATEWAY (config) #class-map type inspect match-any POLICY
GATEWAY (config-cmap) #match protocol tcp
GATEWAY (config-cmap) #match protocol udp

GATEWAY (config-cmap) #match protocol icmp

Dinh nghia policy-map:

GATEWAY (config) #policy-map type inspect POLICY
GATEWAY (config-pmap) #class type inspect POLICY

GATEWAY (config-pmap-c) #inspect

Gan chinh séach 1én 2 vung (go6i tin s€ dugc “inspect” tr vang PRIVATE khi di ra vung
PUBLIC):

GATEWAY (config) #zone-pair security ZONE source PRIVATE destination PUBLIC

GATEWAY (config-sec-zone-pair) #service-policy type inspect POLICY

Ciu hinh ddy di
ISP

Building configuration...
Current configuration : 1120 bytes
|
hostname ISP

!

!

interface FastEthernet0/0
no ip address

duplex auto

speed auto

|

interface FastEthernet(0/1
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ip address dhcp

ip nat outside

ip virtual-reassembly

duplex auto

speed auto

!
interface Serial0/2/0

ip address 150.1.1.1 255.255.255.0
ip nat inside

ip virtual-reassembly

no fair-queue

ip classless

ip route 192.168.1.0 255.255.255.0 150.1.1.2

ip http server

no ip http secure-server

ip nat inside source list 1 interface FastEthernet0/1 overload
!

access-list 1 permit 192.168.1.0 0.0.0.255

access-1list 1 permit 150.1.1.0 0.0.0.255

GATEWAY

Building configuration...

Current configuration : 1262 bytes

|

version 12.4

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

|

hostname GATEWAY
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class-map type inspect match-any POLICY

match protocol tcp
match protocol udp
match protocol icmp
!
policy-map type inspect POLICY
class type inspect POLICY
inspect
class class-default
!
zone security PUBLIC
zone security PRIVATE
zone-pair security ZONE source PRIVATE destination PUBLIC
service-policy type inspect POLICY
!
interface FastEthernet0/0
ip address 192.168.1.1 255.255.255.0
zone-member security PRIVATE
duplex auto
speed auto
!
interface FastEthernet0/1
no ip address
shutdown
duplex auto
speed auto
!
interface Serial0/0/0
no ip address
clock rate 64000
!
interface Serial0/2/0
ip address 150.1.1.2 255.255.255.0

zone-member security PUBLIC
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clock rate 64000

!
ip route 0.0.0.0 0.0.0.0 150.1.1.1
|
control-plane
|
line con O
line aux 0
line vty 0 4
login
!
scheduler allocate 20000 1000

Kiém tra

GATEWAY#sh zone security
zone self
Description: System defined zone
zone PUBLIC
Member Interfaces:
Serial0/2/0
zone PRIVATE
Member Interfaces:
FastEthernet0/0
GATEWAY#sh zone-pair security
Zone-pair name ZONE
Source-Zone PRIVATE Destination-Zone PUBLIC

service-policy POLICY

Truy cap thanh cong nhitng dich vu ngoai Internet nhu DNS, HTTP, SMTP, POP3, ICMP...

GATEWAY#sh policy-map type inspect zone-pair sessions
Zone-pair: ZONE
Service-policy inspect : POLICY
Class-map: POLICY (match-any)

Match: protocol tcp

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149




CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET

V TRUNG TAM TIN HQC VNPRO
Y DC: 276 - 278 Ung Viin Khiém, P. Thanh My Téy, Tp. H6 Chi Minh

nPro Sl bt
DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

51 packets, 1428 bytes

30 second rate 0 bps
Match: protocol udp

8 packets, 361 bytes

30 second rate 0 bps
Match: protocol icmp

1 packets, 40 bytes

30 second rate 0 bps
Inspect

Established Sessions

Session 47A8EDAO (192.168.1.2:1754)=>(222.255.27.96:80) tcp SIS OPEN
Created 00:00:04, Last heard 00:00:00
Bytes sent (initiator:responder) [613:0]
Session 47A8E2A0 (192.168.1.2:1640)=>(125.252.224.80:80) tcp SIS OPEN
Created 00:04:05, Last heard 00:00:00
Bytes sent (initiator:responder) [792:1168913]
Session 47A90920 (192.168.1.2:1633)=>(125.56.162.70:80) tcp SIS OPEN
Created 00:04:12, Last heard 00:01:53
Bytes sent (initiator:responder) [790:434]
Class-map: class-default (match-any)
Match: any
Drop (default action)

2 packets, 80 bytes

Lueu y: Tir ving PUBLIC van ¢6 thé truy cdp vdo tat ca cdc cong ciia GATEWAY.
ISP#ping 150.1.1.2

ICMP Echos to 150.1.1.2, timeout s 2 seconds:

F57, round-trip ming

58.1.1, timeout is 2

), round-trip ming

1.2, timeout is 2 seconds:
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