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I1I. Muc dich thyc hién:

Tién hanh xac thuc va phan quyén cho user khi truy cép vao thiét bi thong qua ISE,
cac ban s¢€ xac thuc theo hai phuong thtc 1a Dotlx va MAB

+ Dotlx : 802.1x 1a mot chung thyc chuan IEEE, dugc sir dung cho mang c6 day
1An khong day. La phuong phap dong mo dua trén diéu kién ma server AAA xac

thue. Céc thiét bi mudn di vao mang c6 ddy duoc goi la supplicant.

+ MAB ( MAC Authentication Bypass ): 1a mdt co ché x4c thuc dua trén dia chi
MAC cho phép cac may khach trong mang tich hgp voi Identity Based Networking
Services (IBNS) va Network Admission Control (NAC) bang cach str dung dia chi
MAC ctia may khach. Tinh ning MAC Authentication Bypass dugc ap dung cho cac
moi truong mang c6 cau hinh may khach cudi khong nam dudi su kiém soét cia
quan tri vién, nghia 1a cac yéu cau IEEE 802.1X khong dugc hd tro trén cac mang

nay.
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III. Thuec hién:
1. CAu hinh Switch AAA véi Radius:

v Trén cmd switch:

aaa new-model

dotlx system—-auth-control

radius server ISE
address ipv4 10.1.1.200 auth-port 1812 acct-port 1813

key evel

attribute 6 on-for-login-auth
attribute 8 include-in-access-req
attribute 25 access-request include
dead-criteria time 30 tries 3

radius-server
radius-server
radius-server
radius-server

radius-server timeout 2

aaa group server radius ISE-GROUP
server name ISE

ip radius source-interface VlanlO

aaa authentication dotlx default group ISE-GROUP
aaa authorization network default group ISE-GROUP

aaa accounting update periodic 5

aaa accounting dotlx default start-stop group ISE-GROUP

aaa server radius dynamic-author
client 10.1.1.200 server-key evel

snmp-server community evel RO

snmp-server enable traps snmp linkdown linkup
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2. Thém switch vao ISE:
2.1 Tao Device Type Group:

v Chuyén dén ISE Management

= Cisco ISE Dashboard
Sumh Endpoints Guests Vulnerability Threat

v Click Tab Administration/Network Resources/Network Devices

Context Visibility Operations Administration Work Centers

System Network Resources pxGrid Services

Network Devices

Ne v iles

External RADIUS Servers ,u

v Click vao tab “Network Device Groups”

v Click “+ Add”

= Cisco ISE I Administration - Network Resources (1]

Network Devices Network Device Groups Network Device Profiles External RADIUS Servers Click here to do visibility setup D

Network Device Groups

o [=]

N

v Name: LAN Switches
v Parent Group: All Device Types

v Click Save
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Edit Group

Name”

LAN Switches|

Description

Group Hierarchy

Device Type > All Device Types > LAN Switches

2.2Tao Location Group

v Click “+ Add”

= Cisco ISE lAdm‘mistra(ion - Network Resources] a (1)

Network Devices Network Device Groups Network Device Profiles External RADIUS Servers Click here to do visibility setup Do

Network Device Groups

All Groups Choose group v/

L

v Name: My LAN
v Parent Group: All Locations

v Click Save
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Edit Group

Name*

My LAN|

Group Hierarchy
Location > All Locations > My LAN

2.3 Thém switch vao ISE radius

v Click vao tab “Network Devices”

v Click “+ Add”

= Cisco ISE Administration - Network Resources

Network Devices Network Device Groups Network Device Profiles External RADIUS Servers More

Network Devices

Network Devices

[J Name IP/Mask Profile Name Location Type

v Name: SW

v Description: LAB SW
v 1P Address: 10.1.1.253
v Model Name: IOL

v Version: 15.2

v Location: My LAN

v Device Type: LAN Switches

Descrip
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v Select Radius checkbox

v Shared Secret: evel

= Cisco ISE Administration - Network Resources

Network Devices Network Device Groups Network Device Profiles

Network Devices
Devices List > New Network Device

Default Device
Network Devices

Device Security Settings

Name SW
Description LAB SW
IP Address ‘P 10.1.1.253 32
Device Profile && Cisco v
Model Name 1oL

Software Version 15,2

Network Device Group

Location My LAN

IPSEC Is IPSEC Device

Device Type LAN Switches

External RADIUS Servers
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-~ RADIUS Authentication Settings

RADIUS UDP Settings
Protocol RADIUS
Shared Secret evel Hide

(] Use Second Shared Secret ()

v Bat SNMP
v SNMP Version: 2¢
v SNMP RO Community: evel

-~ SNMP Settings
SNMP Version 2c v

SNMP RO

Community evel Hide

v Click Submit

= Cisco ISE Administration - Network Resources a
Network Devices Network Device Groups Network Device Profiles External RADIUS Servers More

Network Devices
Defauit Device Network Devices

Device Security Settings R
Selected 0 Total 1

O Name IP/Mask Profile Name Location Type

(] SW 10.1.1.263/32 #% Cisco (T My LAN LAN Switches
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3. Tao authorization Profiles va DACLs:
3.1 Tao 3 DACL

v Chuyén huéng dén ISE Management

= Cisco ISE Dashboard
Your P 89 limited SE b
Summary En G hreat
Total Endpoints Active Endpoints Rejected Endpoints Anomalous Behavior Authenticated

v Click Tab Policy/Policy Elements/Results
v Chuyén huéng dén Authorization/Downloadable ACLs

v Click “+ Add”

= Cisco ISE Policy - Policy Elements
Dictionaries  Conditions
&
ponhanticason Downloadable ACLs
Name Description

v Chuyén huéng dén Authorization/Downloadable ACLs
v Click “+ Add”

v Name: EVE DHCP ACL

v 1P Version: IPv4

v Thém ACL line

permit udp any eq 68 any eq 67

v Check DACL Syntax, must be Valid
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v Click Save.

= Cisco ISE Policy - Policy Elements

Dictionaries Conditions Results

1 New Downloadable ACL

Downloadable ACL

* Name EVE_DHCP_ACL

nnnnnnnnnnnnnnnnnn

v Click “+ Add”
v Name: PERMIT AD ONLY
v [P Version: [Pv4

v Add ACL lines

permit udp any eq 68 any eq 67
permit udp any any eq 53

permit ip any host 10.1.1.201

v Check DACL Syntax, must be Valid

v Click Save.

v Click “+ Add”

v Name: WIRED PERMIT ALL
v 1P Version: [Pv4

v Add ACL line

permit ip any any
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v Check DACL Syntax

v Click Save.

3.2 Tao 3 Authorization Profiles:
v Chuyén hudng dén Authorization/Authorization Profiles

v Click “+ Add”

= Cisco ISE Policy - Policy Elements

Dictionaries Conditions Results

Authentication

’ ! Standard Authorization Profiles

Authorization

For Policy Export go to Administration > System > Backup & Restore > Policy Exf
Authos tion Profiles Q
Downloadable ACLs
- Add
Profiling > O Name Profile

v Name: MAB DHCP PROFILE
v BatDACL

v Chon DACL: EVE DHCP ACL

= Cisco ISE Policy - Policy Elements
Dictionaries Conditions Results
Authentication > Authorization Profiles > New Authorization Profile

Authorization Profile

e MAB_DHCP_PROFILE

Description

Profiling
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v Common Tasks

Profiling DACL Name EVE_DHCP_ACL| v

[ IPvé DACL Name

v Click “+ Add”

v Name: WIRED AD ONLY PROFILE

v BatDACL

v Chon DACL: PERMIT AD ONLY

v Click “+ Add”

v Name: WIRED PERMIT ALL PROFILE
v BatDACL

v Chon DACL da chon: WIRED PERMIT ALL

3.3 Tao Source Identity sequence

v Chuyén huéng dén ISE Management

= Cisco ISE Dashboard

Summary Endpoints Guests Vulnerability Threat

v Click Tab Administration/Identity Management/Groups
v Click Tab: Identity Source Sequences

v Click “+ Add”
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Cisco ISE Administration - Identity Management

Identities Groups External Identity Sources Identity Source Sequences

Identity Source Sequences

For Policy Export gogo Administration > System > Backup & Restore

O Name Description

v Name: EVE Sequence

> Policy Export Page [\

Settings

Identity Stores

v Chon Identity sources: ad.eve.lab va Internal Endpoints

Available

Internal Users
Guest Users

All_AD_Join_Points

v Click: Save

Selected

ad.eve.lab

Internal Endpoints
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4. Tao Policy Set
4.1 Tao dotlx va MAB Policy

v Chuyén huéng dén ISE Management

Summary  End Gues : Threat
Total EndpoinlL T Active Endpoints Rejected Endpoints Anomalous Behavior Authenticated

v Click Tab Policy/Policy Sets

v Click “+ Add”

Policy Sets Reset Policyset Hitcounts

¥ Status  Policy Set Name Description Conditions Allowed Protocols / Server Sequence Hits Actions View

v Name: EVE-POLICY
v Click “+” for New conditions

Policy Sets Reset Reset Policyset Hitcounts “

) Status Policy Set Name Description Conditions Allowed Protocols / Server Sequence Hits  Actions  View

° ¥ Selet fromls & >

v Trong diéu kién Studio “Click to add an attribute”
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Conditions Studio

Library Editor ,

EEREEEERERE ¢ e -

5G

Catalyst_Switch_Local_Web
Authentication - NEW  AND | OR

v Trong truong Editor “Click Tab Location”

v Chon Attribute DEVICE:Location

Select attribut r condition

'9‘:|®|@‘E‘f

HEIERIRIDEES

Dictionary Attribute 1D Info

v Chon equals tir danh sach list: All Locations/My LAN

Editor
DEVICE-Location

(-] Equals v Choose from list or type

Set to 'Is not' * ? m

All L@uions
* All Locations#My LAN

v Click New to add another attribute
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Editor
DEVICE-Location
e Equals v All Locations#My LAN

Set to 'Is not Duplicate m

NEW AND OR

v Trong truong Editor “Click Tab Network Device”

Select attribute for copdiion

(e [HTe Fle[e[r]c[a]o]t

)

v Chon Attribute DEVICE: Device Type

v Chon equals tur list: All Device Types/LAN Switches

Editor
DEVICE-Location
(] Equals v All Locations#My LAN F
Set to 'ls not [ oupticate ] m
ANDw DEVICE-Device Type

Equals v

All Device Types /

NE
V' Al Device Types#LAN Switches

v Click New to add another attribute
v Trong truong Editor “Click Tab Port”
v Dudi Dictionary chon: Radius

v Chon Radius/NAT-Port-Type
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Select attribute for condition ’

BEEROENE - BN
Dictionary Attribute D Info
Radius v ox Attribute 1D
Radius Login-LAT-Port 63
Radius NAS-Port-Id 87
Radius NAS-Port-Type ’ 61
= Radius Port-Limit 62

v Chon Equal: Ethernet

Editor
DEVICE-Location
®
Equals v All Locations#My LAN HH
DEVICE-Device Type
=
Equals v All Device Types i
AND

Radius-NAS-Port-Type

el Equals v Ethernet

v Click Use

v Chon Default Network Access for allowed Protocols
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©

4

h DEVICE:Location
@ EQUALS All
Locations#My LAN

DEVICE-Device Type
EQUALS All Device
Types

EVE_POLICY AND o Default Network Access

_ Radius:NAS-Port-Type
: EQUALS Ethernet

4.2 Tao Authentication Policy

v Click vao View Policy “>”

D\? DEVICE:Location
© EQUALS Al
Location:

DEVICE Device Type » A
oLICY AND b 0
EVE_POLIC D O EQUALS All Device Default Network Access 0%

ypes
Radius-NAS-Port-Type
EQUALS Ethernet

v Mo rong Authentications Policy

v Tai muc Default rules select Use: EVE Sequence

Status  Rule Name Conditions Use Hits  Actions

—

EVE_Sequence

Options

4.3 Tao Corporate PC Authorization Policy
v Chuyén huéng dén Authorization Policy
v Mo rong Authorization Policy

v Click “+” To add New rule
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Authorization Policy (1) r

I

l Results

Status  Rule Name Conditions Profiles

Security Groups Hits

v Name: AD PC RULE

v Click “+” For new Condition

o sy M - ™o o i

(-] Default DenyAccess

v Chon Tab: Identity

Select from list

Select from list

Group

v Chon: ad.eve.lab/External Groups

Select attribute for condition

CIEIE] - DEEIEEICIEIEIED
Dictionary Attribute D Info

h All Dictionaries v Attribute ID

3 CWA CWA _ExternalGroups i

& IdentityGroup Description

@ IdentityGroup Name D

= InternalUser IdentityGroup i

Y PassivelD

PassivelD_Groups

I.!I:. ad.eve.lab

ExternalGroups I

v Chon Equal: eve.lab/Users/Domain Computers

v Click: Use

Actions
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Editor

ad.eve.lab-ExternalGroups

Equals {j v eve_lab/Users/Domain Computers x

Set to 'Is not' Save

v Chon Profiles: WIRED AD ONLY

v Chon Security Group: Employees

- | i alGi Al lab/ /
° YT ad.evelabExtemalGroups EQUALS eve.lab/Users/Domain I WIRED_AD_ONLY_PRO.. l L I Domakt. PG I
J Comouters

4.4 Tao Corporate User Authorization Policy

v Chuyén huéng dén AD_PC_RULE/Actions/Insert new rule below

©  AD_PC_RULE A ﬂﬂi:}i:ziix‘e'na‘smuas EQUALS ove.lab/Users/Domain RS Y, o Domdnie »@

ad.eve lab-ExtemalGroups EQUALS eve.lab/Users Insert new row above

e
[Engineers
©  Engineers AND Egineers-PROFILE f Engineers * Insert new row below
otwork

v Name: AD_USER ACCESS

v Click “+” to add New conditions

©  AD_USER_ACCESS * } “ Select from list s

v Chon Tab: Identity Group
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v Attribute: ad.eve.lab/ExternalGroups
v Equals: eve.lab/Users/Domain Users

v Click Use

Select attribute for condition

(e]=lcBMel=[=]s[o]a]r]c]2]e]
Dictionary Attribute ID Info
b All Dictionaries N Attribute D
E CWA CWA_ExternalGroups
- IdentityGroup Description
F 3 IdentityGroup Name
E InternalUser IdentityGroup
& PassivelD PassivelD_Groups
I - ad.eve.lab ExternalGroups I

v Click New for another condition in this rule

NEW AND OR

v Chon Tab: Unclassified

v Chon Dictionary: Network Access

v Chon Attribute: WasMachineAuthenticated
v Equals: True

v Click Use
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]

(]

AD_USER_ACCESS

AD_USER_ACCESS

@ + ’ Select from list Select from list B

Select attribute for condition ‘

|°‘§Ti|m‘®|§! :‘T[:[zl

e}
®
™
o
o

Dictionary Attribute 1D Info
Network Access WV X Attribute 0

k Network Access AuthenticationMethod

k Network Access AuthenticationStatus

[ Network Access GroupsOrAttributesProces

& Network Access MachineAuthenticationiden

E Network Access UseCase

k Network Access VN

E Network Access WasMachineAuthenticated ’

v Chon Profiles: WIRED PERMIT ALL PROFILE

v Chon Security Group: Employees

ad.eve.lab-ExternalGroups EQUALS eve.lab/Users

/Domain Users

AND WIRED_PERMIT_ALL_P.. l T l Employees
Network

Access-WasMachineAuthenticated EQUALS True

4.5 Tao MAB Authorization Policy (Android)
v Chuyén huéng dén AD USER_ACCSS Actions/Insert New Rule below

@ 3develabExtemalGroups EQUALS eve lab/Users
/Domain Users
N
A

WIRED_PERMIT_ALL_P. Employees 0 &
x

ccess WasMachineAuthenticated EQUALS True
Insert new row above

ad.eve lab ExternalGroups EQUALS eve.lab/Users “ Insert new row below

v Name: MAB RULE

v Click “+” to add New conditions
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v Chon Tab Identity Group

v Attribute;: Name

Select attribute for, dition ’
[0 :\Jn’eg[;u plmje[e[eJao]u]~=

b
Dictionary Attribute D Info
All Dicti NS, D

& WA A_E.

v Equals: Endpoint Identity Groups: Profiled: Android

Editor

IdentityGroup-Name

Equals v Endpoint Identity
= Groups:Profiled:Android

v Click: New to add another condition
v Chon Tab: Unclassified

v Chon Condition: Normalized Radius/Radius FlowType

Select attribute for condition

o[m[plafe[a]w][r[=]r][r]c]2]e =
A
Dictionary Attribute ID Info
Radius v X Attribute 0D

E Normalised Radius RadiusFlowType _

v Equals: WiredMAB

v Click Use
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Editor
IdentityGroup-Name
@& Equals v Endpoint Identity
Groups:Profiled:Android
AND~ Normalised Radius-RadiusFlowType

Equals v WiredMAB

v Chon Profiles: MAB DHCP_ PROFILE

v Chon Security Groups: BOYD

IdentityGroup-Name
e EQUALS Endpoint
Identity

©  MaB-RULE AND SQeoupszAndrold MAB_DHCP_PROFILE BYOD

Normalised
k Radius-RadiusFlowType
EQUALS WiredMAB

4.6 Luu cau hinh Authorization Policy

v Click SAVE
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4.7C4u hinh lab switch ports

interface Ethernetl/0
description winlO node
switchport access vlan 20
switchport mode access

authentication host-mode multi-auth

authentication port-control auto
mab

dotlx pae authenticator
dotlx timeout tx-period 10
spanning-tree portfast edge

spanning-tree bpdufilter enable
spanning-tree bpduguard enable

interface Ethernetl/1
description win7 node
switchport access vlan 20
switchport mode access

authentication host-mode multi-auth
authentication port-control auto

mab

dotlx pae authenticator
dotlx timeout tx-period 10
spanning-tree portfast edge

spanning-tree bpdufilter enable
spanning-tree bpduguard enable

interface Ethernetl/2

description Tablet EVE Pro lab with Android
switchport access vlan 30

switchport mode access
authentication host-mode multi-auth
authentication open

authentication port-control auto
mab

dotlx pae authenticator
dotlx timeout tx-period 10
spanning-tree portfast edge

spanning-tree bpdufilter enable
spanning-tree bpduguard enable
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5. Windows 10 Dotlx Authentication
5.1 CAu hinh Windows 10 PC for Dotlx authentication

v M& Windows 10

v Chuyén huéng dén Windows Control Panel, Administrative Tools/Services

v Chic rang Windows d3 bat va chay Wired Autoconfig Service
v Néu né chua hoat dong, log off Windows va log in

v Login: eve\administrator, Password: Test123

J Services - C
File Action View Help
e DEcz HE > 8 nw»

| . Services (Local)r . Services (Local)
Wired AutoConfig Name . Description Status Startup Type Log On As
R €k Windows License Manager ... Providesinf.. Running Manual (Trig.. Local Service
;:%;:‘:;::::“ €k Windows Management Inst... Providesac.. Running Automatic Local Syste...
&k Windows Media Player Net... Shares Win... Manual Network S...
&k Windows Mobile Hotspot S... Provides th... Manual (Trig...  Local Service
Descngtion: &) Windows Modules Installer  Enables inst... Manual Local Syste...
I::x::i::zii;’;z?:?;?jﬁz‘g ‘f.;’; Windows Push Notification... This service... Running Automatic Local Syste...
|EEE 802.1X authentication on &k Windows Push Notification... This service ... Manual Local Syste...
Ethernet interfaces. If your current G} Windows Remote Manage... WindowsR... Manual Network S...
‘é‘g;?x“:ut'::::ud:;ilz:T::toec')‘_‘[‘;'scveé Af &) Windows Search Provides co... Running Automatic (D.. Local Syste...
sers;ice should be con’ﬁgured o rani Q;’; Windows Time Maintainsd... Running Manual (Trig... Local Service
for establishing Layer 2 connectivity & Windows Update Enablesthe.. Running Manual (Trig.. Local Syste...
and/or providing access to network G, WinHTTP Web Proxy Auto-... WinHTTPi.. Running Manual Local Service
;f::;;:;l”s‘(’);ﬂr)‘(e:wm‘::::(t.::;:: st ?3.= Wired AutoConfig The Wired ...  Running Automatic Local Syste...
unaffected by the DOT3SVC service. &L WLAN AutoConfig The WLANS... Manual Local Syste...

v Chuyén hudng dén Start/Settings/Network & Internet

v Chuyén hudng dén Advanced Network Settings/Change Adapter Settings

v Chuot phai vao ethernet adapter va chon Properties.

v Username: eve\administrator, Password: Test123
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‘EI Network Connections

Verified publisher: Microsoft Windows

Show more details

To continue, enter an admin user name and password.

’ administrator |

o)

Domain: EVE

v Chon Tab Authentication

v Bat IEEE 802.1X authentication

U Ethernet Properties X

Networking Authentication

Select this option to provide authenticated network access for
this Ethemet adapter.
Enable IEEE 802.1X authentication

‘Choose a network authentication method:
Microsoft: Protected EAP (PEAP) v Settings

[ Remember my credentials for this connection each
time I'm logged on

[] Fallback to unauthorized network access

Additional Settings...

v Click Chon network authentication method Settings
v B0 Tick Verify the Server’s identity by validating the certificate

v Click trén Select Authentication Method: Configure
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v Check: Khi két n6i, Automatically st dung Windows Logon name va

password

v Click OK 2 lan

When connecting:

i 4 []Verify the server's identity by validating the certificate

Networking Authentication Connect to t (ex ich Network Connections 0 | N
» = M O "
Select this option to provide authenticated network access for
this Ethemet adapter. ! ‘
W] aitimore CyberTrust Root |
Enable [EEE 802.1X authentication [] Class 3 Public Primary Certification Authority EAP MSCHAPv2 Properties X
[[] DigiCert Assured ID Root CA
Choose a network authentication method [] Digicert Global Root CA

When connecting:
Microsoft: Protected EAP (PEAP) v Settings | ] Digicert High Assurance EV Root CA [N
[[] Go Daddy Class 2 Certification Authority
[ Hotspot 2.0 Trust Root CA - 03
< >

[ Putomaticaly use my Windows logon name and

password (and domain if any).

Remember my credentials for this connection each
time I'm logged on

Notifications before connecting:
[ Falback to unauthorized network access Cancel

Tell user if the server’s identity can't be verified

-
Addtional Settings. Select Authentication Method: ‘
Secured password (EAP-MSCHAP v2) v | Configure...

[ Enable Fast Reconnect

[[] Disconnect if server does not present cryptobinding TLV

[[JEnable Identity Privacy

oK Cancel oK Gred

= T 1 ¥

v Click Additional Settings
v Check Specify authentication mode

v Chon User or Computer authentication

v Click OK 2 lan
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v Reboot Windows 10

g Advanced settings X
Networking Authentication . 1X settings
Specify authentication mode
Select this option to provide authenticated network access for == = z
this Ethemet adapter. User or computer authentication v Save credentials
[“] Enable IEEE 802.1X authentication Delete credentials for all users

Choose a network authentication method: [ Erable srgle s on fr this rietwork

er logon [}

Microsoft: Protected EAP (PEAP) v Settings

[ Remember my credentials for this connection each
time I'm logged on

‘D Fallback to unauthorized network access

Additional Settings...

oK Cancel [ ]| cancel

v Click OK 2 lan
v Reboot Windows 10
5.2 Windows 10 Verification

Note: sau khi reboot Windows 10 machine, khong login vao, nhung ta s& kiém tra

két qua trén Switch:
v show access-lists

SW#sh access-lists

Extended IP access list xACSACLx-IP-PERMIT AD ONLY-5fdf2f06 (per-
user)

permit udp any eq bootpc any eq bootps
permit udp any any eq domain
permit ip any host 10.1.1.201

v Chuyén huéng dén ISE management/Operations/Live Logs
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X Cisco ISE Q What page are you looking for?

Dashboard Context Visibility Operations Y Administration

Recent Pages

RADIUS Threat-Centric NAC Live Logs
Identity S

Troubleshoot

TACACS

ive Log:

v Ban s€ théy John-PC dugc xac thyc nhung chi duge gan cho
WIRED AD ONLY PROFILE

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

v Bay gio ta login in Windows 10 john-PC, user: johndoe va password:
Gold2021

v Chuyén huéng dén switch va show access-list, Bay gio ban s& thay ACL
duoc thay doi thanh permit ip any any

SW#sh access-lists

Extended IP access list xACSACLx-IP-WIRED PERMIT ALL-5fe06c43 (per-
user)

1 permit ip any any

v Chuyén huéng dén ISE management/Operations/Live Logs again

v Bay gio ban sé& thdy John Doe da duogc xac thye nhung chi dugc giao cho

WIRED PERMIT ALL PROFILE
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Time Status Detalls  Ropoa.. Identity Endpoint 1D Endpoint.. Authenti. Authoriz. Authorization Profiles P Address ’
° s 1
L} s
L] s

5.3 Xac thuwc Windows 7 Dotlx

v Khoi dong lai Windows 7 va login vao: eve\administrator, password:

Test123
v Mé Windows 7
v Chuyén huéng dén Windows Control Panel, Administrative Tools/Services

v Dam bao rang Windows dd dugc bat va chay Wired Autoconfig Service

4 Services = C
File Action View Help
e M EGE HE »anw
. Services (Local) . Senvices (Local)
Wired AutoConfig Name Description Status Startup Type Log On As
. & Windows License Manager ... Providesinf.. Running Manual (Trig.. Local Service
Stop the Sewict -.C,"'; Windows Management Inst... Providesac.. Running Automatic Local Syste...
Restart the service . 3 X
&k Windows Media Player Net... Shares Win... Manual Network S...
f,(’ Windows Mobile Hotspot S... Provides th... Manual (Trig... Local Service
?:5‘\;?"“: R & Windows Modules Installer  Enables inst... Manual Local Syste...
e |r_ed {uto ek ( Y .) Q Windows Push Notification... This service... Running Automatic Local Syste...
service is responsible for performing s
|EEE 802.1X authentication on & Windows Push Notification... This service ... Manual Local Syste...
Ethernet interfaces. If your current &} Windows Remote Manage.. Windows R... Manual Network S...
wired network deployment enforces T ¢ windows Search Provides co.. Running Automatic (D... Local Syste...
802.1X authentication, the DOT3SVC B 5 & S g .
service should be configured to run g Windows Time Maintains d... Running Manual (Trig... Local Service
for establishing Layer 2 connectivity 4 Windows Update Enablesthe.. Running Manual (Trig.. Local Syste...
and/or providing access to network WinHTTP Web Proxy Auto-... WinHTTPi.. Running Manual Local Service
kezources: Wired newwarlc: ',hak. do The Wired ... Running Automatic Local Syste...
not enforce 802.1X authentication are - %
unaffected by the DOT3SVC service. ¢ WLAN AutoConfig The WLANS... Manual Local Syste...

v Chuyén hudng dén Control panel/Network and Internet/Network and

Sharing center
v Chuyén huéng dén Change Adapter Settings
v Chuot phai vao ethernet adapter va chon Properties.

v Chon Tab Authentication
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v Check Enable IEEE 802.1X authentication

1‘.{ Ethernet Properties

Networking Authentication

Select this option to provide authenticated network access for

this Ethemet adapter.
Enable |IEEE 802.1X authentication

‘Choose a network authentication method:
Microsoft: Protected EAP (PEAP) v Settings

Remember my credentials for this connection each
time I'm logged on

[ Fallback to unauthorized network access

Additional Settings...

v Click vao network authentication method Settings

v Bo tick Verify the Server’s identity by validating the certificate

v Click vao Select Authentication Method: Configure

v Check: When connecting, Automatically use my Windows Logon name

and password and domain if any

v Click OK 2 lan
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When connecting: 2
[ verify the server's identty by validating the certificate |

v

Networking Authentication Connect to these sr ¥ch Network Cor ) l—
» Bz ~
Select this option to provide authenticated network access for
this Ethemet adapter. Aboid fitehief =t
[Wfeaitmore CyberTrust Root | -
le | x .
o bl JEEE 902, 1 K ditheiction ] Class 3 Pubic Primary Certfication Authrity EAP MSCHAPV2 Properties X
] Digicert Assured ID Root CA
Choose a network authentication method ] Digicert Global Root CA s
Microsoft: Protected EAP (PEAP) v| [ Ssetings ] Digicert Hoh Assurance EV Root CA N
(] Go Daddy Class 2 Certfication Authority {7 Atomaticaly use my Windows logon name and
] Hotspot 2.0 Trust Root CA - 03 password (and domain  any).
Remember my credentials for this connection each = =
time Im logged on 1
Notifications before connecting:
] Fallback to unauthortzed network access . 0 Cancel
Tell user if the server'sidentity can't be verified - <
Addtional Settings.. Select Authentication Method:

Secured password (EAP-MSCHAP v2) v | Configure...

[ Enable Fast Reconnect

[[] Disconnect if server does not present aryptobinding TLV

[[]Enable Identity Privacy

0K Cancel | oK Cancel
E—— 1 v

v Click Additional Settings
v Check vao Specify authentication mode
v Chon User or Computer authentication

v Click OK 2 lan
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Networking Authentication

Select this option to provide authenticated network access for
this Ethemet adapter.

[4] Enable IEEE 802.1X authentication

Choose a network authentication method:

Microsoft: Protected EAP (PEAP) v Settings

[] Remember my credentials for this connection each
time I'm logged on

\D Fallback to unauthorized network access

Additional Settings...

0K Cancel

v Click OK 2 lan

Advanced settings

. 1X settings
Specify authentication mode
‘ User or computer authentication

Save credentials

Delete credentials for all users

[[JEnable single sign on for this network

layed during single

irtual LANs for machine

[ oo

v Khoi dong lai Windows 7

5.4 Windows 7 Verification

Luu y: Sau khi reboot Windows 7, khong dang nhép vao, cac ban s& kiém

tra két qua trén Switch trude:

v G0: show access-lists

Ban nén nhan thiy rang DACL PERMIT AD ONLY dang duoc sir dung.

C6 nghia 1a Windows 10 da nhan duogc dia chi IP , va c6 thé giao tiép VOl

AD server

SW#sh access-lists

Extended IP access list xACSACLx-IP-PERMIT AD ONLY-

5fdf2£06

(per- user)

permit udp any eqg bootpc any eq bootps

permit udp any any eq domain

permit ip any host 10.1.1.201
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v Chuyén huéng dén ISE management/Operations/Live Logs

X Cisco ISE Q. What page are you looking for?

Dashboard

Context Visibility Operations Policy Administration

Recent Pages
RADIUS Threat-Centric NAC Live Logs

Live Sessions Troubleshoot

TACACS

ive Logs

v Ban sé& thay Jenny-PC duoc xéac thuc nhung chi gan cho ACL:
WIRED AD ONLY PROFILE

v Bay gio login Windows 7 Jenny-PC , user: jennydoe and password:
Silver2021

v Chuyén hudng dén switch va show access-list, Bay gior ban s& thiy ACL
dugc thay permit all

SW#sh access-lists

Extended IP access list xACSACLx-IP-WIRED PERMIT ALL-5fe06c43 (per-
user)

1 permit ip any any

v Chuyén huéng dén ISE management/Operations/Live Logs again

v Bay gio ban sé& thay rang John Doe d4 dugc xéac thyc nhung chi gan cho
WIRED PERMIT ALL PROFILE
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5.6 Xac thuc may tinh bang Android

5.6.1 CAu hinh Android Device MAB authentication (EVE PRO Lab véi
Android)

v Khoi dong lai thiét bi Android

v Chuyén hudng dén ISE management/Operations/Live Logs Ban s&

nhan thiy rang xac thuc khong thanh cong

v Chuyén huéng dén ISE management/Context Visibility/Endpoints

i‘.“.nshboard

Context Visibility Operations Policy Administration

Recent Pages
Endpoints
F

Users

v Chon thiét bi Android dang xac thirc khong thanh cong, va click

vao edit

MAC Address  Status

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149




CONG TY TNHH TU VAN VA DJCH VU CHUYEN VIET
] TRUNG TAM TIN HQC VNPRO
ﬂ’P!r/@ PC:  276- 278 Ung Viin Khiém, P. Thanh My Tay. Tp. Hé Chi Minh
A

DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

v Description: Android
v Static assignment: Android
v Static group assignment: Android

v Click save

Edit Endpoint

v GO show access-lists
v Ban s& thdy EVE_ DHCP_ ACL dang dugc sir dung. Nghia 1a thiét
bi Android da nhan duogc dia chi IP, va truy cap dugc mang.

SW#sh access-lists

Extended IP access list xACSACLx-IP-EVE DHCP ACL-5fe79837
(per—-user)

1 permit udp any eq bootpc any eqg bootps

v Chuyén hudng dén ISE management/Operations/Live Logs again

v Bay gid ban sé& thay thiét bi Android d3 duoc x4c thuc va gan cho
MAB_DHCP_PROFILE
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.......................

Kiém tra phién xéc thwe cho mab va dotlx:

v GO show access-lists

v Ban s& cht y rang xac thuc dotlx c6 thiét bi Windows va mab c6 thiét

bi Android

SW#sh authentication sesssions

Interface
Etl/2

Et1/0

Etl/1

Identifier Method
500a.0008.0000 mab

500a.0005.0000 dotlx

500a.0007.0000 dotlx

Domain Status Fg Session ID
DATA Auth 0A0101FD0000001000292FES5

DATA Auth 0A0101FD000000110034F2B6

DATA Auth 0A0101FD0000001200354CBE

v Chuyén huéng dén ISE management/Operations/Live Logs again

......

.....................

........

................................................
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