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] Cryptography
LAB — Cau hinh FlexVPN dung Server CA trén Router

So do:

tunnel 0: 172.16.12.0/24 192.168.1.0/24

i 2
S aba —

> BR
»HQ P Switch

loopback 0: 1.1.1.1/32 \gapback 0 2.2.2,2/32

Mo ta:
So d6 Lab gom 1 switch, 2 router va 1 router déng vai tro server ca dugc dau néi nhu hinh.

Trén so d0 nay, hoc vién s& thuc tap cau hinh flexvpn st dung certificate dugc tao ra trén server
ca.

Yéu cau:

1. Hoc vién thuc hién d4u ndi cac thiét bi va dat dia chi IP ciing nhu cac hostname ctia cac
thiét bi nhu duoc chi ra trén hinh.

2. Sau khi thiét 1ap xong so dd, hoc vién tién hanh cu hinh flexvpn trén router HQ va BR
st dung phuong thurc Pre-shared key.

3. Thuc hién c4u hinh server ca trén router CA-SRV dé tu dong tao ra certificate, sau do
thém phuong thirc xac thyc stir dung certificate dugc tao trén server ca vao router HQ va
BR.

Thue hién:

Budc 1: Két ndi va cau hinh co ban:

Hoc vién thuc hién két ndi thiét bi va cdu hinh co ban trén cac thiét bi theo yéu cau dit ra.
Budc 2: Cau hinh flexvpn trén router HQ va BR:

Ciu hinh:

Ciu hinh ikev2 keyring trén router HO:
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HQ (config) #ip domain-name vnpro.com

HQ (config) #crypto ikev2 keyring IKE-RING

HQ (config-ikev2-keyring) #peer BR

HQ (config-ikev2-keyring-peer) #faddress 192.168.1.2

HQ (config-ikev2-keyring-peer) #pre-shared-key vnprol23

HQ (config-ikev2-keyring-peer) #exit

Ciu hinh ikev2 profile trén router HQ:

HQ (config) #crypto ikev2 profile IKE-PROFILE
IKEv2 profile MUST have:
1. A local and a remote authentication method.
2. A match identity or a match certificate or match any statement.

HQ (config-ikev2-profile) #match identity remote address 192.168.1.2
255.255.255.0

HQ (config-ikev2-profile) #authentication local pre-share
HQ (config-ikev2-profile) #authentication remote pre-share
HQ (config-ikev2-profile) #keyring local IKE-RING

HQ (config-ikev2-profile) #dpd 60 2 on-demand

HQ (config-ikev2-profile) #exit

Luu y: dpd 13 cau 1énh dé kiém tra tinh trang peers & bai nay thi interval 60s va holdtime 14 2 1an
60s.

Ciu hinh ipsec profile trén router HQ:

HQ (config) #crypto ipsec profile IPSEC-PROFILE
HQ (ipsec-profile) #set ikev2-profile IKE-PROFILE

HQ (ipsec-profile) # exit

Ciu hinh interface tunnel trén router HQ:

HQ (config) #interface tunnel 0

HQ (config-if) #ip address 172.16.12.1 255.255.255.0

HQ (config-if) #tunnel source g0/0

HQ (config-if) #tunnel destination 192.168.1.2

HQ (config-if) #tunnel protection ipsec profile IPSEC-PROFILE

HQ (config-if) #exit

Céu hinh twong tuw trén router BR:

BR(config) #ip domain-name vnpro.com
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BR(config) #crypto ikev2 keyring IKE-RING
BR(config-ikev2-keyring) #peer HQ
BR(config-ikev2-keyring-peer) #address 192.168.1.1
BR(config-ikev2-keyring-peer) #pre-shared-key vnprol23
BR(config-ikev2-keyring-peer) ffexit
BR(config-ikev2-keyring) #exit
BR(config) #crypto ikev2 profile IKE-PROFILE
IKEv2 profile MUST have:

1. A local and a remote authentication method.

2. A match identity or a match certificate or match any statement.

BR(config-ikev2-profile) #match identity remote address 192.168.1.1
255.255.255.0

BR(config-ikev2-profile) #authentication local pre-share
BR(config-ikev2-profile) #authentication remote pre-share
BR(config-ikev2-profile) #keyring local IKE-RING
BR(config-ikev2-profile) #dpd 60 2 on-demand
BR(config-ikev2-profile) #exit

BR (config) #crypto ipsec profile IPSEC-PROFILE
BR(ipsec-profile) #set ikev2-profile IKE-PROFILE
BR(ipsec-profile) # exit

BR(config) #interface tunnel 0

BR(config-if) #ip address 172.16.12.2 255.255.255.0
BR(config-if) #tunnel source g0/0

BR(config-if) #tunnel destination 192.168.1.1
BR(config-if) #tunnel protection ipsec profile IPSEC-PROFILE

BR(config-if) #exit

Luu ¥: Phai cdu hinh dinh tuyén dé cac dia chi loopback cta cac router c6 thé ping duoc nhau
thong qua interface tunnel.

Kiéem tra:

Ping loopbackO cua router HQ sang loopback0 cua router BR:

HO#ping 2.2.2.2 source 1.1.1.1
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 2.2.2.2, timeout is 2 seconds:
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Packet sent with a source address of 1.1.1.1

Success rate is 100 percent (5/5), round-trip min/avg/max = 2/2/3 ms

Kiém tra ikv2 session trén router HQ:

HQ#show crypto ikev2 session

IPv4 Crypto IKEv2 Session

Session-id:1, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote fvrf/ivrf
Status
1 192.168.1.1/500 192.168.1.2/500 none/none
READY

Encr: AES-CBC, keysize: 256, PRF: SHA512, Hash: SHA512, DH Grp:5, Auth
sign: PSK, Auth verify: PSK

Life/Active Time: 86400/12 sec
Child sa: local selector 192.168.1.1/0 - 192.168.1.1/65535
remote selector 192.168.1.2/0 - 192.168.1.2/65535

ESP spi in/out: OxFD71C36F/0x8CD44616

IPv6 Crypto IKEv2 Session

Luc nay ta thdy Auth sign va Auth verify dang dé PSK 1a dang ¢ dang pre-shared key.
Budc 3: Cau hinh server ca va thay doi phuong thirc pre-shared key sang dung certificate:
Céu hinh:

Pau tién ta phai cAu hinh ntp dé déng bo thoi gian cua 3 router vi khi router HQ va BR lay
certificate tir server ca thi thay gian phai nam trong start valid certificate & router CA-SRV.

Céu hinh server ca trén router CA-SRV:

CA-SRV (config) #ip domain-name vnpro.com
CA-SRV (config) #ip http server

CA-SRV (config) #crypto pki server CA-SRV
CA-SRV (cs-server) #issuer-name cn="CA-SRV"
CA-SRV (cs-server) #grant auto

o)

% The CA was already configured to automatically grant certificates
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CA-SRV (cs-server) #no shutdown
%$Some server settings cannot be changed after CA certificate generation.
% Please enter a passphrase to protect the private key

% or type Return to exit

Password:

Re-enter password:
% Generating 1024 bit RSA keys, keys will be non-exportable...

[OK] (elapsed time was 1 seconds)

% Certificate Server enabled.

CA-SRV (cs-server) #

Nov 29 07:06:24.061: $SSH-5-ENABLED: SSH 1.99 has been enabled

Nov 29 07:06:25.040: $PKI-6-CS ENABLED: Certificate server now enabled.

CA-SRV (cs—-server) #exit

Thay déi phwong thivc Auth sign va Auth verify:

Trén router HQ c4u hinh trustpoint:

HQ (config) #crypto pki trustpoint CA-SRV
HQ (ca-trustpoint) #enrollment url http://192.168.1.3:80
HQ (ca-trustpoint) #subject-name cn=HQ.vnpro.com

HQ (ca-trustpoint) #exit

Trén router HQ cau hinh pki authentication:

HQ (config) #crypto pki authenticate CA-SRV
Certificate has the following attributes:
Fingerprint MD5: 852F07BC 48EA88B1 B292AB69 5S5F1E5629
Fingerprint SHAl: 55982CB0 AA5681F4 099397BA 72D002CD 78E22D8C
% Do you accept this certificate? [yes/no]: yes

Trustpoint CA certificate accepted.

CAu hinh enroll trén router HQ:

HQ (config) #crypto pki enroll CA-SRV
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o

Start certificate enrollment

o

Create a challenge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.
For security reasons your password will not be saved in the configuration.

Please make a note of it.

Password:

Re-enter password:

o

The subject name in the certificate will include: cn=HQ.vnpro.com

o

The subject name in the certificate will include: HQ.vnpro.com

o

Include the router serial number in the subject name? [yes/nol: no

o

Include an IP address in the subject name? [no]: no
Request certificate from CA? [yes/no]: yes
% Certificate request sent to Certificate Authority

% The 'show crypto pki certificate verbose CA-SRV' commandwill show the
fingerprint.

HQ (config) #

*Nov 29 07:27:37.153: CRYPTO PKI: Certificate Request Fingerprint MD5:
8316C965 832B8903 D69309AF 071AC60B

*Nov 29 07:27:37.155: CRYPTO PKI: Certificate Request Fingerprint SHAI:
84446996 99AF16D6 2A30DCF3 C268D8F4 F2E91540

*Nov 29 07:27:37.975: %PKI-6-CERTRET: Certificate received from Certificate
Authority

HQ (config) ffexit

Thay ddi ikev2 profile trén router HQ:

HQ (config) #crypto ikev2 profile IKE-PROFILE

HQ (config-ikev2-profile) #fauthentication local rsa-sig
HQ (config-ikev2-profile) #identity local dn

HQ (config-ikev2-profile) #pki trustpoint CA-SRV

HQ (config-ikev2-profile) fexit

Kiém tra certificate trén router HQ:
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HO#show crypto pki certificates verbose CA-SRV
Certificate
Status: Available
Version: 3
Certificate Serial Number (hex): 02
Certificate Usage: General Purpose
Issuer:
cn=CA-SRV
Subject:
Name: HQ.vnpro.com
hostname=HQ.vnpro.com
cn=HQ.vnpro.com
Validity Date:
start date: 14:27:37 GMT Nov 29 2020
end date: 14:27:37 GMT Nov 29 2021
Subject Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (512 bit)
Signature Algorithm: SHA1l with RSA Encryption
Fingerprint MD5: 19F2DA37 95BY91FES 1EF2BE4D F17C5501
Fingerprint SHAl: 9033C963 D2B8DS5D5 7777C62F 38F9582D 9BY9ES1E3
X509v3 extensions:
X509v3 Key Usage: A0000000
Digital Signature
Key Encipherment
X509v3 Subject Key ID: 126707CD F3D95581 2AC483D9 05D3B632 C3A0F434
X509v3 Authority Key ID: 93A2E50B 8F5010C7 510B39BA 3EFD88BY9 51ECI98E0D
Authority Info Access:
Associated Trustpoints: CA-SRV

Key Label: HQ.vnpro.com

CA Certificate
Status: Available

Version: 3
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Certificate Serial Number (hex): 01
Certificate Usage: Signature
Issuer:
cn=CA-SRV
Subject:
cn=CA-SRV
Validity Date:
start date: 14:06:24 GMT Nov 29 2020
end date: 14:06:24 GMT Nov 29 2023
Subject Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (1024 bit)
Signature Algorithm: MD5 with RSA Encryption
Fingerprint MD5: 852F07BC 48EA88B1l B292AB69 S5F1E5629
Fingerprint SHAl: 55982CB0 AA5681F4 099397BA 72D002CD 78E22D8C
X509v3 extensions:
X509v3 Key Usage: 86000000
Digital Signature
Key Cert Sign
CRL Signature
X509v3 Subject Key ID: 93A2E50B 8F5010C7 510B39BA 3EFD88BY9 51EC98EQ
X509v3 Basic Constraints:
CA: TRUE
X509v3 Authority Key ID: 93A2E50B 8F5010C7 510B39BA 3EFD88BY9 51ECI98E0D
Authority Info Access:

Associated Trustpoints: CA-SRV

Trén router BR c4u hinh trustpoint:

BR(config) #crypto pki trustpoint CA-SRV
BR (ca-trustpoint) #enrollment url http://192.168.1.3:80
BR(ca-trustpoint) #revocation-check none

BR(ca-trustpoint) #exit

CAu hinh pki authentication trén router BR:

BR(config) #crypto pki authenticate CA-SRV
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Certificate has the following attributes:
Fingerprint MD5: 852F07BC 48EA88B1 B292AB69 5SF1E5629

Fingerprint SHAl: 55982CB0 AA5681F4 099397BA 72D002CD 78E22D8C

% Do you accept this certificate? [yes/no]: yes

Trustpoint CA certificate accepted.

CAu hinh certificate map trén router BR:

BR(config) #crypto pki certificate map CA-MAP 10
BR(ca-certificate-map) #issuer-name eq cn=CA-SRV

BR(ca-certificate-map) ffexit

Céu hinh thay d6i ikev2 profile trén router BR:

BR(config) #crypto ikev2 profile IKE-PROFILE
BR(config-ikev2-profile) #match certificate CA-MAP
BR(config-ikev2-profile) #authentication remote rsa-sig

BR(config-ikev2-profile) #exit

Kiem tra:

Shutdown va no shutdown interface tunnel trén router HQ:

HQ (config) #int tunnel O
HQ (config-if) #sh

Nov 29 07:39:59.441: SLINEPROTO-5-UPDOWN: Line protocol on Interface TunnelO,
changed state to down

Nov 29 07:39:59.442: SLINK-5-CHANGED: Interface TunnelO, changed state to
administratively down

HQ (config-if) #no shut
Nov 29 07:40:05.324: $CRYPTO-6-ISAKMP ON OFF: ISAKMP is OFF
Nov 29 07:40:05.326: $CRYPTO-6-ISAKMP ON OFF: ISAKMP is ON

Nov 29 07:40:07.316: SLINK-3-UPDOWN: Interface TunnelO, changed state to up

Kiém tra lgi phwong thivc Auth sign va Auth verify:

Trén router HQ:

HQ#show crypto ikev2 sa de

IPv4 Crypto IKEv2 SA
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Tunnel-id Local Remote fvrf/ivrf
Status
2 192.168.1.1/500 192.168.1.2/500 none/none
READY

Encr: AES-CBC, keysize: 256, PRF: SHA512, Hash: SHA512, DH Grp:5, Auth
sign: RSA, Auth verify: PSK

Life/Active Time: 86400/141 sec

CE id: 1039, Session-id: 2

Status Description: Negotiation done

Local spi: 819B30AF922A70BC Remote spi: 0255C23F4EDA3502
Local id: hostname=HQ.vnpro.com,cn=HQ.vnpro.com

Remote id: 192.168.1.2

Local req msg id: 2 Remote req msg id: O
Local next msg id: 2 Remote next msg id: 0
Local req queued: 2 Remote req queued: O
Local window: 5 Remote window: 5

DPD configured for 60 seconds, retry 2
Fragmentation not configured.

Extended Authentication not configured.
NAT-T is not detected

Cisco Trust Security SGT is disabled

Initiator of SA : Yes

IPv6 Crypto IKEv2 SA

Trén router BR:

BR#show crypto ikev2 sa de

IPv4 Crypto IKEv2 SA

Tunnel-id Local Remote fvrf/ivrf
Status
1 192.168.1.2/500 192.168.1.1/500 none/none
READY

Encr: AES-CBC, keysize: 256, PRF: SHA512, Hash: SHA512, DH Grp:5, Auth
sign: PSK, Auth verify: RSA

Life/Active Time: 86400/202 sec

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149




CONG TY TNHH TU VAN VA DJCH VU CHUYEN VIET
P & TRUNG TAM TIN HQC VNPRO
10 DC: 276 - 278 Ung Viin Khiém, P. Thanh Mg Téy, Tp. Hb Chi Minh
A ﬂ WO DT: (028) 35124257

Hotline: 0933427079 Email: vnpro@vnpro.org
CE id: 1039, Session-id: 2

Status Description: Negotiation done
Local spi: 0255C23F4EDA3502 Remote spi: 819B30AF922A70BC
Local id: 192.168.1.2

Remote id: hostname=HQ.vnpro.com,cn=HQ.vnpro.com

Local req msg id: O Remote req msg id: 2
Local next msg id: 0 Remote next msg id: 2
Local reqg queued: O Remote reqg queued: 2
Local window: 5 Remote window: 5

DPD configured for 60 seconds, retry 2
Fragmentation not configured.

Extended Authentication not configured.
NAT-T is not detected

Cisco Trust Security SGT is disabled

Initiator of SA : No

IPv6 Crypto IKEv2 SA
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