CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET
TRUNG TAM TIN HQC VNPRO

/ J@ DC: 276 - 278 Ung Vin Khiém, P25, Q.Binh Thanh, Tp Hé Chi Minh

DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

Lab giai thw thach CTF.

Chuén bi
e Tai khoan dang nhép vao trang web cyberdefenders.org.
e (Cong cu wireshark hodc NetworkMiner.

Muc tiéu

e Biét dugc cach tham gia san choi CTE- san choi cho dan cybersecurity.
e Hoan thanh bai CTF dau tién.

Canh b4o: Tat ca cac bai lab tin cong chi dugc thuc hién trong méi truong do, cach ly
va hop phap. Tuyét d6i khong ap dung trén hé théng thit hoic mang khong dwoc
phép, moi vi pham s& bi xur Iy theo quy dinh va phéap luat hi¢n hanh.

Cac bai tap thyc hanh
Bai tip 1: Tim hiéu vé trang web CTF cyberdefenders.

Link trang web: Bam vao day!! (Néu khong bam duoc thi gitr Ctrl dé bam)

Pay la giao dién ciia cyberdefenders, nhan vao Join for Free dé ding ki tai khoan( néu
ban di dang ky tai khoan rdi c6 thé bo qua budc nay).

v @ BlueTeam Traning for SOCan: X +

« ; . cyberdefenders.org * 9 0 :
& cyberdefenders Home | Biacics, Gemy ForBibinesoss /&me
Threat actors don't
wait for your SOC

team to be ready. Our
cvber range makes
sure you are

Investigate re orld incidents with hands-on labs gg

built by experienced security analys \No faked-up y

data or simulations. i S i A
times I've seen something at
work and told myself: “Hey! I've

——
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Sau do s€ c6 mdt ctra sO hi¢n 1én nhu hinh bén dudi, thuc hién dang ky tai khoan,
chung ta cling c6 thé chon dang ky nhanh bang cach an vao Continue With Google.
v © CyverDefenders |Blue Team Tr- X +
<« C % cyberdefenders.org/accounts/signup/Znext=%2Fdashboardcta=navbar-sign-up&origin=%2F * O 0 :

< cyberDefenders (S

P o Bosts =
=

Sign Up to CyberDefenders

Email (ex. name@example.com)

Lost Access?

Sign Up With Email

— = )
[ Se— L S |

in Continue With Linkedin 1

©) Continue With Github |

This website uses cookies to ensure you get the

& Continue with SSO | : :
best experience on our website. Learn more

Already have an account on CyberDefenders? I understand
Sau khi dang ky xong s€ c6 mot popup khdo sat ban than, hoan thanh nhanh r61 an
next.

v @ CyberDefenders |Blue Team T X 4+

<« C % cyberdefenders.org/accounts ding b4 9 0 :

S cyberDefenders @

o 2 3 B 5

What best describes your primary goal for joining?

Your selections help personalize your experience

Improving my skills

‘ Securing my first cybersecurity job

‘ Preparing for cybersecurity certifications

‘ Other

This website uses cookies to ensure you get the
best experience on our website. Learn more

Sau khi hoan thanh khao sat, chon vi tri dé bat dau la Hands-On Skill Pratices, va nhin
Start with CyberRange.
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$cyberDefenders

Choose Your Starting Point

Certified CyberDefender
100% comptets

o

L]
L]
-]
]
-]
@ Contiication Exam
Structured Training & Certification

Develop blue team skills through a guided learning path with in-depth lessons, hands-

on labs, and a final practical exam.

Start the lab machine L]

Hands-On Skill Practice

Test and refine your blue team skills through real-world investigations of security
incidents in hands-on labs

> T

Lic nay bai dau tién ctia bo mén CTF s& hién 1én. O day ta can luu v

(1) : O day chira cac thudc tinh cta bai CTF va tool can dé hoan thanh bai.
(2) : Scenario dung dé mé ta muc tiéu chinh cua bai CTF nay.

(3) : Questions noi ban dién dap an(flags) ban tim dugc dé hoan thanh bai.
(4) : Noi khéi dong bai lab dé ban tham gia CTF.

a o

Practice > SOC Analyst Tier 1 > Level1 . WebStrike

WebStrike Lab

Category: Network Forensics (1)

Tactics: Initial Access i i C and Control  Exfiltration

Tool: ' Wireshark

JlEasy @ Retired @ 30mins

[ Bookmark || (2 Join the Lab Squad H A\ Report an Issue

(4)

Machine Region Singapore

2 / 6 Questions unauthorized activity.
r——

33% Completed

= Scenario (2) ~
Start Lab Machine A suspicious file was identified on a company web server, raising alarms within the intranet. The Development team
flagged the anomaly, suspecting potential malicious activity. To address the issue, the network team captured critical
network traffic and prepared a PCAP file for review.
Your task is to analyze the provided PCAP file to uncover how the file appeared and determine the extent of any
v

(8 25 Questions (3)
Official walkthrough

Featured Writeups
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O phan questions s& c6 cac 14 c& can ban di tim, thir nhan vao hint, n6 s€ cho ban goi y
de chung ta di tim.

(") 0/6 Questions ~

Q1O Solved : 10557

Identifying the geographical origin of the attack facilitates the implementation of geo-blocking measures
and the analysis of threat intelligence. From which city did the attack originate?

. Note: The lab machines do not have internet access. To look up the IP address and complete this step,
use an IP geolocation service on your local computer outside the lab environment.

Hints » Submit

-

/

Knowing the attacker's User-Agent assists in creating robust filtering rules. What's the attacker's Full User-
Agent?

Q2 O Solved : 10098

M...a/5.0 (11; L**** x86_64; **:109.0) ****** */20100101 f...x/115.0 Hints » Submit

Nhén vao cac Hint bén dudi dé xem cac goi y cho ban.

Q1O Solved : 10557

Identifying the geographical origin of the attack facilitates the implementation of geo-blocking measures
and the analysis of threat intelligence. From which city did the attack originate?

. Note: The lab machines do not have internet access. To look up the IP address and complete this step,
use an IP geolocation service on your local computer outside the lab environment.

= |

) o

Look at the source and destination IP addresses in the PCAP file. Only one of them should
correspond to an external entity. Have you identified which IP might be malicious?
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Nhan start lab machine dé cho may khoi dong, va bat dau lam bai.

€« @ % cyberdefenders.org/blueteam-ctf-challenges/webstrike/ o In} = ° H
ECyberDefendgrs Practice Certify For Business Mare ~ ¢ © 0 2
Dashboard Labs Tracks Leaderboard MITREATTACK Badges FAQ Q. search for labs... o IEXS

Practice > SOC Analyst Tier 1 > Level1 . WebStrike

WebStrike Lab

Category: MNetwark Forensics

Tactics: Inhtial Access  Execution  Persistence  Command and Control  Exfiltration

Toal:  Wireshark

il Easy @ Retired (@ 30mins T8
[] Bockmark (3%) Join the Lab Squad Z\ Report an Issue
= Scenario ~
Machine Region Singapore

A suspicious file was identified on a company web server, raising alarms within the intranet. The Development team

flagged the anomaly, suspecting potential malicious activity. To address the issue, the network team captured critical
etwork traffic and prepared a PCAP file for review.

k is to analyze the provided PCAP file to uncover how the file appeared and determine the extent of any
0/ & Questions

0% Completed

O o o

Khi khoi dong xong, ching ta sé€ co:
(1): Open dé vao bai lab
(2): Terminate dé shut down may chu

(3): Extend dé tang thém thoi gian méay chi hoat dong

(2)

(® 00:55:48

3)

0 J/ & Questions

0% Completed

Nhan Open dé vao bai CTF va thyc thi bai tap dau tién.
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Bai tap 2: Tim 14 co dau tién trong bai CTF.

Doc qua phan Scenario dé ching ta nam rd boi canh ctua bai CTF lan nay.

= Kich ban A

Mot tép dang ngd da dugc phat hién trén may chu web cua cdng ty, gay ra bao ddng trong
mang nodi bo. Nhom Phat trién da danh dau sy bat thudng nay, nghi ngd cé hoat déng déc hai
tiém &n. Dé giai quyét van dé, nhém mang da ghi lai Iluu lugng mang quan trong va chuén bi méat
tép PCAP dé xem xét.

Nhiém vu cua ban la phan tich tép PCAP dudc cung cap dé tim ra cach tép xuat hién va xac
dinh mUfc dé clia bat ky hoat déng trai phép nao.

Poc qua mo ta bén dudi va luu y bén dudi d€ nam ro yéu cau cua la co dau tién.

Cau O Da giai quyét: 10576
hoi Viéc xac dinh ngudn gdc dia ly cla cudc tan cdng gilp viée trién khai cac bién phap chan dia Iy va phan
1 tich théng tin tinh bao vé méi de doa trd nén dé dang han. Cudc tan céng bat nguén tif thanh phé nao?

. Luu y: May tinh trong phang thi nghiém khéng cé két ndi internet. Bé tra cliu dia chi IP va hoan tat
budc nay, hay sif dung dich vu dinh vi dia ly IP trén may tinh cuc bd cla ban bén ngoai méi trudng phong
thi nghiém.

(oo | ome

Sau d6 qua tab may chu dang chay, nhan vao thu muc start here.

O @ oo:s54:45 xtend Time WebStrike | Reportanissue | |~ Jointhe LabSquad | | FulScreen

=

(7
CyberDefenders

Defend Smarter, Not Harder

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/c/VnProTrun




CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET
TRUNG TAM TIN HQC VNPRO

mr%@ DC: 276 - 278 Ung Van Khiém, P25, Q.Binh Thanh, Tp Ho Chi Minh

DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

O day co 2 folder, nhan vao folder artifacts.

@ *- - Start here - Thunar

Start here - Thunar
File Edit WView Go Bookmarks Help

- - 4 6 /home/ubuntu/Desktop/Start here/
Places
Il computer

/i\ ubuntu
= Desktop Artifacts ools
am

) Recent
U Trash
Devices
File System
—
thinclient_dri... &
— -
Network

Browse Network

Trong nay sé& c6 1 file PCAP dugc nhic dén trong kich ban.

Artifacts - Thunar
File Edit View Go Bookmarks Help

- - 4+ & fhamefubuntu/Desktop/Start here/Artifacts/

Places 'z N
- Computer NLal8e
/'\ ubuntu -

WebStrike pcap
= Desktop

) Recent
I Tash
Devices
File System
—_—
thinclient_dri... &
— -
Network

Browse Network

Con ¢ phia folder tool, chung ta s€ c6 céc tool sau:

® *- ¢ - Tools - Thunar

Tools - Thunar
File Edit View Go Bookmarks Help

- = 4 *| /home/ubuntu/Desktop/Start here/Tools/

Places
- Computer = ‘ s
A > A\ <
/l\ ubuntu . -
= Desktol Command-Line CyberChef.desktop NetworkMiner.desk Wireshark.desktop Zui.desktop
e P Tools top
<) Recent
Ej Trash
Devices

| File System
-
thinclient_dri... &
—
Network

~ ) Browse Network

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/c/VnProT
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Ban c6 thé dung bat ki tool ndo ma ban than minh hiéu 18, & phan huéng dan nay sé& sir

dung tool NetworkMiner.desktop

& - * - Tools - Thunar

File Edit View Go Bookmarks Help

Tools - Thunar

>t 4

/home/ubuntu/Desktop/Start here/Tools/

Places

! Computer
1\ ubuntu

Command-Line

—
[ Desktop Toole

) Recent
O
[ Trash
Devices
" File System
—
thinclient_dri... &
— -
Network

() Browse Network

i

CyberChef.desktop|

<

NetworkMiner.desk
top

Q

Zui.desktop

A

Wireshark.desktop

Nhan vao tool NetworkMiner, sau d6 chon vao File=>Open.

)

File | Tools Help

NetworkMiner 2.9.0

|~ Open Ctri+0

| |ons | [

A - O X

Case Panel

Receive PCAP over [P Ctrl+R
Receive TZSP Stream
Close

Exit Alt+F4

[string

¥ | ies. |

~|  clear Apply
- Sortand Refresh

!

Filename | MD5

Reload Case Files

Buffered Frames to Parse:

Sau d6 chon dan téi file PCAP va chon file PCAP rdi 4n Open

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/c/VnProTrungT
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q“ NetworkMiner 2.9.0 A - O X

= oer A8 X o oo
Lookin: |l Arvracts =~ S$FE= - I ApDIy 85903a2t

[ s |

-

Desktop

™

Personal

-

My Computer

SN CL e File name: [Wensmke DCap :l Open

Files of type:  |[Capture Files (*.pcap, *.cap, *.dump, *.dn ~| Cancel
Z

Luc nay cac thong tin trong file PCAP s& hién 1én, ta co thé thiy trong file nay ton tai
2 host 12 24.49.63.79 va 117.11.88.124. Vi 24.49.63.79 1a mot trang web, nén theo mo ta
cua bai lab, host con lai s€ 1a attacker.

i NetworkMiner 2.9.0 A _DOX%X[
File Tools Help

Case Panel
Hosts (2) |Files (21) | Images (6) | Messages | Credentials | Sessions (18) | DNS | Parameters (322) | Keywords |[ Filename| MD5

Filter; | [sring ] clear | Apply | WebStrike 85903a2t

SortHosts On;  |IP Address (ascending) | Sort and Refresh |

=0\ 24.4963.79 [shoporoma.com] (Linux)
IP: 24.49.63.79
-Hl MAC: 000C296197CD
-l NIC Vendor: VMware, Inc.
Ml MAC Age: 2003-01-21

Hostname: ';h:’:pt.)l()lr!(l com:
[ & 05: Linux
TTL: 64 (distance: 0)
Latency: 0.0575 ms
o Open TCP Ports: 80 (HTTP)
~Ep Sent: 161 packets (23,216 Bytes), 0,00 % cleartext (0 of 0 Bytes)
- ¢B Received: 194 packets (19,980 Bytes), 0.00 % cleartext (0 of 0 Bytes)
- I Incoming sessions: 16
- & Outgoing sessions; 2
3] Host Details
E-0) 117.11.88.124 (Linux)

Reload Case Files |

Buffered Frames to Parse:

Dua vao dong luu ¥, chung ta ding bat ki tool IP lookup nao trén google ciing co thé
tim thay két qua, & ddy phan hudng din sir dung tool nay( 4n hodc giit ctrl dé an).

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/c/V
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Két qua cho thay IP nay dén tir Trung Qudc Tianjin, vay Tianjin 1a dap an.
MY IP IP LOOKUP HIDE MY IP VPNS v
IP Details For: 117.11.88.124

Decimal: 1963677820 =075
4 ngiskou
Hostname:  dns124.online.tj.cn gore
ASN: 4837 Beijing Qinhuangdao
15 %85

ISP: China Unicom Tianjin Ly
Province Network %

Services: Datacenter

Country: China

State/Region: Tianjin

City: Tianjin Hiian 105G Lt
Latitude: 39.1422 (39° 8" 31.85” N)

Longitude: 117.1761 (117° 10’ 33.97” E) CLICKTO CHECK BLACKLIST STATUS

Latitude and Longitude are often near the center of population. These values are not precise enough to be used to
identify a specific address, individual, or for legal purposes. IP data from

Quay lai tab cyberdenders, chung ta nhap két qua vao 6 flag dau tién va nhan submit.

cauQ Pa giai quyét: 10557
hoi Viéc xac dinh nguén géc dia ly clia cudc tan cdng gilp viéc trién khai cac bién phap chan dia ly va phan
1 tich théng tin tinh bao vé méi de doa trd nén dé dang hon. Cudc tan cong bt ngudn tif thanh phd nao?
. Luuy: May tinh trong phong thi nghiém khéng cé két néi internet. Dé tra c(fu dia chi IP va hoan tat
budc nay, hay su dung dich vu dinh vi dia ly IP trén may tinh cuc bo cua ban bén ngoai méi trudng phong
thi nghiem.

AR

g }

G o

Hay xem dia chi IP nguén va dich trong tép PCAP. Chi mdt trong hai dia chi nay tudng ung véi
mét thuc thé bén ngoai. Ban da xac dinh dudc IP nao c6 thé la doc hai chua?

(BEEB) rinn ain
(BEEF) rinn aién

Nhu vay 1a ching ta d tim dugc flag dau tién cua tro choi CTF

Cau® Da gidi quyét: 10580
hoi Viée xac dinh nguén gée dia ly cla cudc tan cdng gilp viéc trién khai cac bién phap chan dia ly va phan
1 tich théng tin tinh bao vé méi de doa trd nén dé dang hon. Cudc tan cong bat ngudn tif thanh phé nao?
. Luu y: May tinh trong phong thi nghiém khéng co két néi internet. D& tra cufu dia chi IP va hoan tat
budc nay, hay s dung dich vu dinh vi dia ly IP trén may tinh cuc bd cla ban bén ngoai mdi trudng phong

thi nghiém.

deokddokokk

Tianjin

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/c/VnProTrungTamTinHoc
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Bai tap 3: Tim la co thir hai trong bai CTF.

Doc qua phan mo ta cua 14 co so 2 dé biet thong tin 14 co can tim.

Quy O Da giai quyét: 10118

2 Viéc biét User-Agent cla ké tAn cong sé gilip tao ra cac quy tac loc manh mé.

Vay Full User-Agent clia ké tan céng 1a gi?

M...a/5.0 (17; L¥*** x86_64; **:109.0) **... » Nop

Quay lai tab may chu, dé tim duogc user-agent thuc ra 1a tim browser dung dé két ndi
to1 may chu, dieu nady ndm ¢ Host-detail,

An vao host-detail ctia host 117.11.88.124 dé biét duogc két qua.

(<) NetworkMiner 2.9.0 A _DOX
{ File Tools Help

Case Panel
Hosts (2) |Files (21) | Images (6) | Messages | Credentials | Sessions (18) | DNS | Parameters (322) | Keywords [ filename | MD5

Filter: | [string <] clear | apply | WebStrike 85903a2t

Sort Hosts On:  |IP Address (ascending) - Sort and Refresh |

| B @@ Outgoing sessions: 2 ﬂ
! B3] Host Details
B0 117.11.88.124 (Linux)
IP: 117.11.88.124
BN MAC: 005056C00009
B NIC Vendor: VMware, Inc,
MM MAC Age: 2000-01-04
Hostname:
&\ 0s: Linux
TTL: 63 (distance: 1)
Latency: 0.049 ms
& Open TCP Ports: 8080 443
~Ep Sent: 194 packets (19,980 Bytes), 0.00 % cleartext (0 of 0 Bytes)
€2 Received: 161 packets (23,216 Bytes), 0.00 % cleartext (0 of 0 Bytes)
B I Incoming sessions: 2
B Z Outgoing sessions: 16
-3 Host Details
. Web Browser User-Agent 1 : Mozilla/5.0 (X11; Linux x86 64; rv:109.0) Gecko/20100101 Firefox/1
Accept-Language 1 : en-US,en;q=0.5

4 | NE Reload Case Files |

An chu6t phai chon coppy, d6 sé 1a phan flag can tim, dan ké qua vao phan c& s6 2 va
nhan submit, nhu vay ta da tim duogc flag thu 2.

Quy @ Da giai quyét: 10098

2 Viée bidt User-Agent cia ké tin cong s& gilp tao ra cac quy tde loc manh mé. Vay Full User-Agent cla

ké tan cdng la gi?

M._.a/5.0 (11; Le#*+ xBBE_B4; ++:109.0) *******/20100101 {...xf115.0
Maogzilla/5.0 (X11; Linux x86_64; rv:109,0) Geckof20100101 Firefox/115.0 ¥ N

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/c/VnProTrun
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Bai tap 4: Tim la c¢ thir ba trong bai CTF

Poc qua phan yéu cau cua flag thir 3 bén dudi dé ndm dugc thong tin can tim.

Quy O Da giai quyét: 9767
3 Chuing ta can xac dinh xem co 16 hdng nao bi khai thac khong. Tén clia web
shell doc hai da dugc tai 1én thanh cong la gi ?

‘ R KR HE ‘ ‘ O Gaiy | ‘ » Nop ‘

Déi véi cac file tai 1én, chung ta vao file dé kiém tra. O day ta thay rang attacker dya
vao filter extension dé c6 giri 1én mot file c6 chira ma doc shell-code, dé dang xac dinh
day l1a cudc tan cong RCE.

Sau khi attacker upload file image. jpg.php 1én, cac file phia sau déu c6 dudi file binh
thuong, vay dép an la image.jpg.php

(<) NetworkMiner 2.9.0 Al 01 9€
@
File Tools Help
Case Panel
Hosts (2) Files (21) Ilmages (6) | Messages | Credentials | Sessions (18) | DNS | Parameters (322) | Keywords || Filename | MDS
Fiterkeyword:| ][ Casesensitive [ExactPhrase v|[Anycolumn  +] Clear | Apply [||[webstrike 85903a2t
Frame nr. | Filename I Extension | Size| Source host | S. port I Destination | ;]
o v o - e Rt 1 - T o oo
11 index.html| htmi 12808 24.49.63.79 [shoporoma.com] TCP 80 117.11.88.12
33 index.html html 10918 24.49.63.79 [shoporoma.com] TCP 80 117.11.88.12
43 index.html htmi 825 B 24.49.63.79 [shoporoma.com] TCP 80 117.11.88.12
53 image.php php 1028 117.11.88.124 TCP 48796 24.49.63.79 |
upload.php.htm: m .49.63.79 [shoporoma.com .11.88.1¢
63 image.jpg.php php 1028 117.11.88.124 TCP 47580 24.49.63.79
63 upload.php[1]l.htm! html 26 B 24.49.63.79 [shoporoma.com] TCP 80 117.11.88.12
73 uploads.html htmi 2758 24.49.63.79 [shoporoma.com] TCP 80 117.11.88.1%
83 uploads.html html 2758 24.49.63.79 [shoporoma.com] TCP 80 117.11.88.12
93 index.html htmi 2758 24.49.63.79 [shoporoma.com] TCP 80 117.11.88.12
103 uploads.html html 324 B 24.49.63.79 [shoporoma.com] TCP 80 117.11.88.12
107 index.html htmi 974 B 24.49.63.79 [shoporoma.com] TCP 80 117.11.88.12
109 blank.gif gif 148 B 24.49.63.79 [shoporoma.com] TCP 80 117.11.88.12
114 back.gif gif 216 B 24.49.63.79 [shoporoma.com] TCP 80 117.11.88.12
121 image2.gif gif 309 B 24.49.63.79 [shoporoma.com] TCP 80 117.11.88.12
326 index[1].html html 974 B 24.49.63.79 [shoporoma.com] TCP 80 117.11.88.12
330 blank{1].gif gif 148 B 24.49.63.79 [shoporoma.com] TCP 80 117.11.88.12
335 back[1].gif gif 216 B 24.49.63.79 [shoporoma.com] TCP 80 117.11.88.12
340 image2[1].gif gif 309 B 24.49.63.79 [shoporoma.com] TCP 80 117.11.88.17_ |
v
< | o Reload Case Files
Buffered Frames to Parse:

Dan két qua va 4n submit, nhu vay chung ta di hoan thanh flag thir 3.

Q3 & Solved: 9771

We need to determine if any vulnerabilities were exploited. What is the name of
the malicious web shell that was successfully uploaded?

sk sk ok
P LR

image.jpg.php

\ J

“

‘ O Hints ‘ ‘ » Submit
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CONG TY TNHH TU VAN VA DICH Vy CHUYEN VIET
TRUNG TAM TIN HQC VNPRO

nj% J PC: 276 - 278 Ung Vin Khiém, P25, QBinh Thanh, Tp H Chi Minh

DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

Bai tap 5: Tim la co thir tu trong bai CTF.
Chung ta doc qua md ta cua flag tiép theo.

Quy O Da giai quyét: 9508

4 Viéc xac dinh thu muc Iuu trif cac tép da tai 1én 1a rat quan trong dé xac dinh
trang dé bi tan céng va loai bo bat ky tép ddc hai nao. Trang web stf dung thu
muc nao dé Iuu trif cac tép da tai lén?

OGgiy || »Nop

\ J o\ AN J

Quay lai tab may chu, trén NetworkMiner tab File, kéo hét qua bén phai, ta s& thy
rang rang cac file dugc tai 1én theo dudng link /reviews/uploads/.

R NetworkMiner 2.9.0 A - DOX

File Tools Help

[ Case Panel
Hosts (2) Files (21) |images (6) | Messages | Credentials | Sessions (18) | DNS | Parameters (322) | Keywords Filename | MDS |
Filter keyword:l v | [ Case sensitive IExactPhrase L”Any column Ll Clear I Apply l WebStrike 85903a2t

Reconstructed file path Details ;]
43:41 UTC /opt/NetworkMiner/AssembledFiles/24.49.63.79/TCP-80/about/index.html| shoporom:
144:38 UTC /opt/NetworkMiner/AssembledFiles/24.49.63.79/TCP-80/admin/index.html shoporom:
44:25 UTC /opt/NetworkMiner/AssembledFiles/24.49.63.79/TCP-80/admin/uploads.html shoporomi
43:28 UTC /opt/NetworkMiner/AssembledFiles/24.49.63.79/TCP-80/favicon.ico.html shoporomi
44:43 UTC /opt/NetworkMiner/AssembledFiles/24.49.63.79/TCP-80/icons/back.gif shoporom:
48:16 UTC /opt/NetworkMiner/AssembledFiles/24.49.63.79/TCP-80/icons/back(1].gif shoporom:
44:43 UTC /opt/NetworkMiner/AssembledFiles/24.49.63.79/TCP-80/icons/blank.gif shoporom:
48:16 UTC /optNetworkMiner/AssembledFiles/24.49.63.79/TCP-80/icons/blank[1].gif shoporomi
44:43 UTC /opt/NetworkMiner/AssembledFiles/24.49.63.79/TCP-80/icons/image2.gif shoporom:
48:16 UTC /opt/NetworkMiner/AssembledFiles/24.49.63.79/TCP-80/icons/image2([1].gif shoporom:

/opt/NetworkMiner/AssembledFiles/24.49.63.79/TCP-80/index. .html shoporom
43:32 UTC /opt/NetworkMiner/AssembledFiles/24.49.63.79/TCP-80/products/index.html shoporom:
43:46 UTC /opt/NetworkMiner/AssembledFiles/24.49.63.79/TCP-80/reviews/index.html| shoporom:
43:55 UTC /opt/NetworkMiner/AssembledFiles/24.49.63.79/TCP-80/reviews/upload.php.html| shoporom:

44:18 UTC IopuNetworkaerlAssembledF-les/Zd 49.63. 79/TCP 80/revnewslupload phpl1].html| shoporom:

44:31 UTC IopUNelworkaer/AssembledFlleslzd 49.63.79/TCP- 80/uploads html shoporom:_ |

_:_] | _L]_ Reload Case Files

Buffered Frames to Parse:

Nhu vay két qua 13 /reviews/uploads/

Q4 & Solved: 9508

Identifying the directory where uploaded files are stored is crucial for locating the vulnerable page and
removing any malicious files. Which directory is used by the website to store the uploaded files?

doskeok ook [ sk ok ok
/ ! /

/reviews/uploads/ ] ‘ Q Hints ‘ ‘ » Submit
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CONG TY TNHH TU VAN VA DJCH VU CHUYEN VIET
TRUNG TAM TIN HQC VNPRO

R
\ M%@ DC: 276 - 278 Ung Vin Khiém, P.25, Q.Binh Thanh, Tp Ho Chi Minh
AY DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

Bai tap 6: Tim la co thir nam trong bai CTF.

Doc qua mo ta cua co thu 5, day 1a 14 co ta can tim 1a port md, quan sat ki ta thay dap an
c6 4 ki tu.
Cau O Dagiaiquyet: 9523
hoi 5 Céng nao dudc md trén may clia ké tan cong la muc tiéu clia web shell déc hai nham thiét Iap giao tiép
ra bén ngoai trai phép?

| 123 I**tt I

G2
v

=
O
=]

Truy cap vao Hosts, ta thdy rang server 117.11.88.124 chi md 2 cong 1a 8080 va 443

-

< NetworkMiner 2.9.0 A _DOx

- File Tools Help
Case Panel
Hosts (2) |Files (21) | Images (6) | Messages | Credentials | Sessions (18) | DNS | Parameters (322) | Keywords |[ Filename | MD5

k| Fiter | [string  v]  Clear A"p"’l WebStrike. 85903a2t

dd SortHosts On: |IP Address (ascending) ~| Sort and Refresh |

B4 117.11.88.124 (Linux) N
i IP:117.11.88.124
MM MAC: 005056C00009
Ml NIC Vendor: VMware, Inc.
M MAC Age: 2000-01-04
: Hostname:
B0 0S: Linux
; TTL: 63 (distance: 1)
; Latency: 0.049 ms
-  Open TCP Ports: BO80 443
~Ep Sent: 194 packets (19,980 Bytes), 0.00 % cleartext (0 of 0 Bytes)
-3 Received: 161 packets (23,216 Bytes), 0.00 % cleartext (0 of 0 Bytes)
E- I Incoming sessions: 2
NER Server: 117.11.88.124 TCP 443
P Server: 117.11.88.124 TCP 443 (198 data bytes sent), Client: 24.49.63.79 [shoporoma.com] Tt
B Server: 117.11.88.124 TCP 8080
: Server: 117.11.88.124 TCP 8080 (99 data bytes sent), Client: 24.49.63.79 [shoporoma.com] Tt
& Outgoing sessions: 16
| Host Details

b Reload Case Files

B

<

Buffered Frames to Parse:

Nhu vay dép 4n la 8080

Q5 ® Solved: 954
Which port, opened on the attacker's machine, was targeted by the malicious web shell for establishing
unauthorized outbound communication?

123 8080 N Q Hints H » Submit
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CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET

TRUNG TAM TIN HQC VNPRO
inPro

DC: 276 - 278 Ung Vin Khiém, P.25, Q.Binh Thanh, Tp Ho Chi Minh

DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

Bai tap 7: Tim 14 co cudi cling trong bai CTF.

Chung ta doc qua md ta cua 14 cd cudi cling, nhu vdy ching ta can tim xem attacker
dang nham téi file gi trong thu myc ctia minh.

Cau
hoi 6

O Da giai quyét: 9279

Viéc nhan biét tm quan trong cla dif liéu bi x&m pham giGp Uu tién cac hanh déng Ung phd su cé. Ké
tan céng dang cé gang danh cép tap tin nao?

ok dok ok

|

Quay lai tab Host, dé diéu khién reverse-shell code, n6 s& la luéng TCP, va 6 ¢ sd 5
chung ta cling biét ké tan cong khai thac trén port 8080.

‘Q NetworkMiner 2.9.0

File Tools Help
Hosts (2) |Files (21) | Images (6) | Messages | Credentials | Sessions (18) | DNS | Parameters (322) | Keywords | Anomalies |
Filter: | [string ~|  Clear Apply
Sort Hosts On: ]Router Hops Distance (ascending) :J Sort and Refresh I
&-{) 24.49.63.79 [shoporoma.com] (Linux)
& ) 117.11.88.124 (Linux)

IP:117.11.88.124

I MAC: 005056C00009
Ml NIC Vendor: VMware, Inc.
I MAC Age: 2000-01-04
Hostname
& :') 0OS: Linux
TTL: 63 (distance: 1)

I & Open TCP Ports: 8080 44 I

g ™ o ytes:
€2 Received: 161 packets (23,216 Bytes), 0.00 %

text (0 of 0 Bytes)
cleartext (0 of 0 Bytes)
& i Incoming sessions: 2
B Server: 117.11.88.124 TCP 443
& Server: 117.11.88.124 TCP 8080
& @ Outgoing sessions: 16

v

& Host Details

Web Browser User-Agent 1 : Mozilla/5.0 (X11; Linux x86_64; rv:109.0) Gecko/20100101 Firefox/115.0
Accept-Language 1: en-US,en;q=0.5

An vao diu cong dé mo rong thong tin, sau d6 an chudt phai vao dong TCP 8080 va
chon coppy text.

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/c/VnProTrun



CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET
TRUNG TAM TIN HQC VNPRO

”%@ DC: 276 - 278 Ung Vin Khiém, P25, Q.Binh Thanh, Tp Hé Chi Minh

DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

(<] NetworkMiner 2.9.0 a_-Box|

File Tools Help
Hosts (2) |Files (21) | Images (6) | Messages | Credentials | Sessions (18) | DNS | Parameters (322) | Keywords | Anomalies | Case Panel i

— Filename| MDS |
Filter; String A Clear Appl!
I l =l PPY 1 [Webstrike 85903a2t
SortHosts On; |Router Hops Distance (ascending) 5 Sort and Refresh

A 24.49.63.79 [shoporoma com] (Linux)
B0 117.11.88.124 (Linux)
1P; 117.11.88.124
B MAC: 005056C00009
M NIC Vendor: VMware, Inc
M MAC Age: 2000-01-04
Hostname:
O 0s: Linux
TTL: 63 (distance: 1)

Latency: 0.049 ms
& Open TCP Ports: 8080 443
TLF 443 - ENUOPY (N | OUU: ©3.3 7 | 03,8V 1yPICal Gatd (N | OUL: FUST | AIIF/LL
. 2222 008, Ql had

 Sent: 194 packets (19,98 Expand All
€3 Received: 161 packets (2| Collapse All
- 12 Incoming sessions: 2 ‘ Copy Text Ctri+C |
Server: 117.11.88.12
Server: 117.11.88.124 Set Host Color
J1 Outgoing sessions: 16
B3 Host Details
Web Browser User-Agi

Accept-Language 1: en-US.en;q=0.5

Reload Case Files

Buffered Frames to Parse:

Sau khi coppy, dan & bat ki dau, ndi dung coppy s& nam & dudi.

#n01 dung coppy

TCP 8080 - Entropy (in \ out): 62.91 \ 59.18 Typical data (in \ out): e an
osslooas:n \ aad mmla

aas /d /etc/passwd http

Tir ndi dung coppy, chiing ta d& dang nhan thay dugc ké tin cong dang cd ging khai thac
file passwd, d6 cling chinh 14 14 cd cudi cung ma ching ta can tim.

Cau @ Da giai quyét: 9279
hoi 6 Viéc nhan biét tam quan trong cua dif liéu bi xam pham gilp uu tién cac hanh dong Ung pho su ¢d. Ké
tan cong dang cé géng danh cap tap tin nao?

Fkkdkk

passwd

= Nhu vay chiing ta di hoan thanh lab CTF dau tién ¢ trang cyberdefenders.
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