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Network Programmability

LAB — Sir dung Python dé thém rules vio Firepower Managerment
Center

1. So d mang:

P FirePower

2. Mo ta:
Hoc vién st dung Python thuc hién 1ay cdu hinh Object vao Firepower Manager Center thong
qua cong API

Hoc vién st dung Python thuc hién cdu hinh Object vao Firepower Manager Center thong qua
cong API

3. Yéu cau ky thuit:

May hoc vién da cai dit Python 3 va mot phan mém Editor (Vscode, Atom, Sublime Text,...)

4. Cac buéc thyc hién:
Cai dat thu vién can dung, mé ecmd 1én nhép 1énh

|pip install requests tabulate

Chuan bi file object.csv chua cic ndi dung object mudn giri 1én FMC

name,value,overridable,description, type

net 1,10.10.1.0/24,FALSE,Adding by API,Network
net 2,10.10.2.0/24,FALSE,Adding by API,Network
net 3,10.10.3.0/24,FALSE,Adding by API,Network
net 4,10.10.4.0/24,FALSE,Adding by API,Network
net 5,10.10.5.0/24,FALSE,Adding by API,Network

net 6,10.10.6.0/24,FALSE,Adding by API,Network

Mo Editor 1én viét code vao file main.py

from tabulate import tabulate
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from requests.auth import HTTPBasicAuth

import requests
import csv
import json
requests.packages.urllib3.disable warnings () #T4t canh bdo Warning
def get token(): #Function lay Token
server = "https://10.215.26.207" #IP Server
api_path = "/api/fmc platform/vl/auth/generatetoken" #budng dadn URL Token
url = server+api path
response = requests.post (url, #Gui requests POST tao token vdi

auth= HTTPBasicAuth ('admin', 'VnPro@149"'), #Username Password dugc encode b
ase64

verify=False)

return response.headers["x-auth-access-
token"]#Lay headers cua gdéi response la Token

def import object (token) :#Function thém Object
list object = []
server = "https://10.215.26.207"

api path = "/api/fmc config/vl/domain/e276abec-e0f2-11e3-8169-
6d9ed49b625f/object/networks™"

url = server+api path+'?bulk=true' #Bulk=true c6 nghia la thém nhiéu obj
ect 1 lac

with open("object.csv") as data: #Xu ly file CSV
csv_data = csv.reader (data,delimiter = ', ")
next (csv_data)
for row in csv_data:
#C4u trtc file CSV bao gdbm

#name |value|overridable|description|type

address = {
"name" : row[O0],
"value" : rowl[l],
"overridable" : bool (row[2]), #Kiéu true/false
"description" : rowl[3],

"type": rowl[4]
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list object.append(address) #Them nhttng théng tin vua xu ly vao Li

st object
headers = {
'Content-Type': 'application/json',

'X-auth-access-token':token,

response = requests.post(url, #Gui requests POST
data=json.dumps (list object), #Xu ly dit 1iéU JSON
headers=headers, #thém header vao truong header
verify=False) #T&t SSL
print (response.status_code) #In response code
if response.status code == 200 or response.status code == 200:
print ("Post was successful")
else:
print ("Something error")
def show object (token) :#Function show object
list object = []
server = "https://10.215.26.207"

api path = "/api/fmc config/vl/domain/e276abec-e0f2-11e3-8169-
6d9ed49b625f/object/networks"”

url = server+api path+'?1imit=999'
headers = {
'Content-Type': 'application/json',
'X-auth-access-token':token,
}
response = requests.get (url,headers=headers,verify=False)
data = response.json() #g&n data response sé&
for item in data['items']:
object = [item['name'],item['id']]
list object.append(object)

print (tabulate(list object,headers=['Name', 'ID'], tablefmt="'fancy grid'))
#Ké bang Name object hién cb

def main() :

token = get token()
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#Tao menu yéu cidu ngudi ding nhip vao

print ("1. Show object \n2. Import object™)
try:
choice = input ("Nhap lua chon cua ban:")
if choice == "1":
show_object (token)
elif choice == "2":
import object (token)
else:
print ("wrong input")
except KeyboardInterrupt:
print ("\nThoat khoi chuong trinh")

if name == " main :

main ()

Luu file lai va chay code (Luu y file CSV phai nim chung thu muc véi file code)

py main.py

D:\github\Firepower>py main.py
1. Show object

2. Import object

Nhap lua chon cua ban:|]

Néu nhap 1 thi n6 s& hién thi toan bd cac object hién dang c6, nhap 2 thi s& import cac object
trong file CSV vao FMC

Vi du: khi nhép 1 s€ ra output nhu sau

Name 1D

any-ipv4 cb7116e8-66a6-480b-8f9b-295191a0940a
TPv4-Benchmark-Tests 86raab8a-9bdd-426d-858b-5690fdesces8
IPv4-Link-Local focedlae-6ee9-4e00-8762-da9370c4fees
TPv4-Multicast 5622db1c-5cd5-4199-a4c8-dgta6dec3hda
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