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Lab cau hinh co bén firewall asa
Chuén bi
e Mot Firewall asa
e Mot may window dat ip tinh 192.168.1.2
e Mot may linux dat ip tinh 172.16.0.1
Muc tiéu
e Khao sat cac ché do dong 1énh trén Firewall ASA.
e Thuyc hanh dat tén(hostname) cho asa.
e CAu hinh IP trén cac interface ciia Firewall ASA.
e Céu hinh cho phép ICMP tir viing Inside t6i ving DMZ.
e CAu hinh cidp DHCP ving Inside.
e Céu hinh NAT overload.

e Cau hinh NAT Overload trén Firewall ASA cho phép cac PC thudc Inside Zone
truy cap duoc

e Luulai cAu hinh trén Firewall ASA.

M6 hinh

Net
» Win

i 192.168.1.1/24 _I
—— Switch
B ASA

W
172.16.0.1/24

W Linux

M0 ta: M6 hinh gom 1 firewall két ndi véi internet qua cong Gi0/1, ving DMZ c6
subnet 1a 172.16.0.0/24 chtra mdt may linux, Vung client 1a ving c6 subnet
192.168.1.0/24 gdm 1 switch va 1 may window.
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Phan thwe hanh
1. Thuwe hanh khio sat ciac ché @9 dong Iénh trén Firewall ASA

Bén dudi 1a cac ché do dong 1énh trén asa.

User EXEC mode

cis :a> enable

Privileged EXEC mode | Password:

ciscoasa#

ciscoasa# configure terminal Base L|Cense

ciscoasa (config) # . g
Global configuration mode ciscoasa(config)# interface e0/0 SpeC|f|CS
sa (config-if) # exit
ciscoasa(config) #

Sub-configuration mode

Khi khoi dong 1én asa s& ¢ ché d6 EXEC Mode

Dé vao ché d6 Privileged EXEC Mode dung 1énh

ciscoasa> enable

Password: # Nhan enter khi chua dit mat khau
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to MPF
MPF

Pé vao ché do Global Configuration Mode dung 1énh

ciscoasa# configure terminal

bé tro vé ché do trude do st dung 1énh

ciscoasa(config)# exit

ciscoasa#exit
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2. Thuc hanh dat tén(hostname) cho asa.

ciscoasa> en

Password:

ciscoasa# conf't
ciscoasa(config)# hostname asa

3. Ciu hinh password cho ASA

asa# conf't

asa(config)# enable password VnPro@123
asa(config)# exit

asa# exit

Kiém tra lai bang cach exit ra Privileged EXEC Mode, sau d6 vao enable, nhap
mét khau.
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4. Chu hinh IP trén cic interface ciia Firewall ASA.

Dé xem théng tin interface dung 1énh

asa# show interface ip brief

CAu hinh ip trén interface gigabitEthernet0/2

asa(config)# interface g0/2 # truy cap interface

asa(config-if)# security-level 100 # gan murc do security
asa(config-if)# nameif Inside #dat tén cho interface

asa(config-if)# ip address 192.168.1.1 255.255.255.0 #gan dia chi ip
asa(config-if)# no shut

asa(config-if)# exit

Lam tuong tu v6i interface g0/3

asa(config)# interface g0/3

asa(config-if)# ip address 172.16.0.1 255.255.255.0
asa(config-if)# security-level 50

asa(config-if)# nameif DMZ

asa(config-if)# no shut

asa(config-if)# exit
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Kiém tra lai két qua sau khi c4u hinh:

asa# show interface ip brief

Kiém tra nameif va security-level

asa# show nameif

Kiém tra két no1 trén cac thiét b1 dau cuor window
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YT DL Y I

E B Select Ci\Windows\System32\cmd.exe

FEoMicrosoft Windows [Version 16.6.18362.30]
(c) 2019 Microsoft Corporation. All rights reserved.

b
n!c :\Windows\system32>ping 192.168.1.1

i
fPinging 192.168.1.1 with 32 bytes of data:
Reply from 192 y time=12ms TTL=255
Reply from 192. . y time=5ms TTL=255
Reply from 192. . 2 time=4ms TTL=255
Reply from 192. 5

Ping statistics for 192.168.1.1:

Packets: Sent = 4, Received Lost = @ (8% less),
Approximate round trip times in milli-seconds:

Minimum = 4ms, Maximum = 12ms, Average = 7ms

1 root@vnpro: ~

64 bytes from 172.16.0.1: icmp_seq=1 ttl=255 time=8.79 ms
64 bytes from 172.16.0.1: icmp_seq=2 ttl=255 time=1.61 ms

--- 172.16.0.1 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1001ms
rtt minfavg/max/mdev = 1.611/5.200/8.796/3.589 ms
~Croot@vnpro:~# ping 172.16.08.1

PING 172.16.0.1 (172.16.0.1) 56(84) bytes of data.

64 bytes from 172.16.0.1: 1 =1 ttl=255 time=7.1
64 bytes from 172.16.0.1: 1 o ttl=255

64 bytes from 172.16.0.1: i ttl=255

64 bytes from 172.16.8.1: 1 o ttl=255

64 bytes from 172.16.0.1: 1 ttl=255

64 bytes from 172.16.0.1: 1 ttl=255

64 bytes from 172.16.0.1: 1 o ttl=255 time=1.6
64 bytes from 172.16.0.1: 1 _se ttl=255 time=1.
nC

--- 172.16.0.1 ping statistics ---

8 packets transmitted, 8 received, 0% packet loss, time 7812ms
rtt min/avg/max/mdev = 1.552/2.489/7.096/1.783 ms
root@vnpro:~#

root@vnpro:~#

root@vnpro:~#

root@vnpro:~#

5. Cau hinh cho phép ICMP tir vang Inside téi viing DMZ.

asa(config)# class-map inspection default
asa(config-cmap)# match default-inspection-traffic
asa(config-cmap)# exit

asa(config)# policy-map global policy
asa(config-pmap)# class inspection default
asa(config-pmap-c)# inspect icmp
asa(config-pmap-c)# exit

asa(config-pmap)# exit

asa(config)# service-policy global policy global
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Kiém tra két qua:
Trén may window ping dugc vung DMZ
C:\Windows\system32>ping 172.16.0.2

Pinging 172.16.0.2 with 32 bytes of data:
Reply from 172.16.8.2: bytes=32 time=15ms TT
Reply from 172.16.8.2: bytes=32 time=9ms TTL

B Reply from 172.16.8.2: bytes=32 time=12ms TT
Reply from 172.16.8.2: bytes=32 time=7ms TTL=64

Ping statistics for 172.16.0.2:

Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:

Minimum = 7ms, Maximum = 15ms, Average = 1@ms

C:\Windows\system32>

= Network
= pe] =i e n Q £ . “~ Nzt»c\ esc a)

6. Cau hinh cip DHCP ving Inside.

asa(config)# dhcpd address 192.168.1.2-192.168.1.254 Inside
asa(config)# dhcpd option 3 ip 192.168.1.1 interface Inside
asa(config)# dhcpd option 6 ip 8.8.8.8 interface Inside
asa(config)# dhcpd enable Inside

Kiém tra két qua, trén may Window dbi thanh ip DHCP.
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4 18 « Networkand Intemet > Network Connections

vl Search Network Connections 0
Orgaminm ikl i Ry Rename this connection 2 - m @
H Networking Internet Protacol Version 4 (TCP/IPv4) Properties x

Connect using: General  Alternate Configuration
& Intel(R) PR

You can get IP settings assigned automatically if your network supports
this capabiity, Otherwise, you need to ask your netwark administrator
for the appropriate IP settings.

This connection uf

5 Gt (@) Obtain an [P address automatically

-g File and () Use the following IP address:

& Intemet

00 s Memsot L. ]
. Microsoft

4 Intemet

<

() Obtain DNS server address automatically

nsta (®) Use the following DNS server addresses:
Description Preferred DNS server: ]
Transmission Ci
wide aron et Alternate DNS server: [

across diverse i

[validate settings upon exit Advanced...

=

Titem  7item selected

Sau d6 dung Iénh ipconfig /renew

C:\Windows\system32>ipconfig /renew

Windows IP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix
Link-local IPv6e Address

IPv4 Address.

Subnet Mask .

Default Gateway .

: fe80::39d5:3298:54cd:4f8e%8
192.168.1.2

. 255.255.255.0

: 192.168.1.1

C:\Windows\system32

7. Nhan DHCP tir viing Outside.

asa(config)# int g0/1

asa(config-if)# nameif Outside

INFO: Security level for "Outside" set to 0 by default.
asa(config-if)# security-level 0

asa(config-if)# ip address dhcp setroute
asa(config-if)# no shut
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Kiém tra lai bﬁng Iénh

show 1p address outside dhcp lease

8. Chu hinh NAT overload.

asa(config)# object network Inside.Zone
asa(config-network-object)# subnet 192.168.1.0 255.255.255.0
asa(config-network-object)# nat (Inside,Outside) dynamic interface
asa(config-network-object)# exit
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[C: \Windows\system32>ping 8.8.8.8

Pinging 8.8.8.8 with 32 bytes of data:

Reply from 8.8.8.8: bytes=32 time=69ms TTL=112
Reply from 8.8.8.8: bytes=32 time=6éms TTL=112
Reply from 8.8.8.8: bytes=32 time=64ms TTL=112
Reply from 8.8.8.8: bytes=32 time=67ms TTL=112

Ping statistics for 8.8.8.8:

Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:

Minimum = 64ms, Maximum = 69ms, Average = 66ms

C:\Windows\system32>_

9. Luru lai cAu hinh

asa# write memory

Nhu vay toan bo cau hinh s& duogc luu, trong trudng hop shutdown hay reload déu
giit nguyén cau hinh.
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