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Authentication, Authorization, Accounting

LAB — Xic thuc va phian quyén login bang giao thirc TACAS+ sir
dung Cisco ISE

1. So do:

FO/1 e FO/0 =a
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Hinh 1: So dé bai lab.

Ta c6 bang thong tin nhu sau:

Tén thiét bi Interface [P/Netmask Gateway
Cisco ISE NIC 10.215.26.49 -
F0/0 DHCP -
Router
FO/1 192.168.99.1/24 -
Client NIC 192.168.99.99/24 192.168.99.1

I1. Yéu ciu:
1. Céu hinh ban diu
- Thuc hién c4u hinh IP cho PC, Router, thuc hién NAT sao cho PC c¢6 thé ping thay ISE server.
2. Cu hinh TACACS+:
- Tién hanh xac thyc va phan quyén privilege cho céc user truy cép telnet dén Router nhur
sau (viéc xac thuc/phan quyén phai do Cisco ISE kiém soat):
e Username: guest, password VauProw123, privilege 7
e Username: adminvnpro, password VnPro@123, privilege 15
- Céu hinh xéc thuc local véi privilege cho cac user nhu trén dé khi hoat dong xac thuc véi
Cisco ISE khong thanh cong, chuyén sang phuong thirc xac thuc/phan quyén local.
I11. Huéng din:

Céu hinh cho Router
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Router (config) #int £0/0
Router (config-if) #ip address dhcp
Router (config-if) #no shutdown

Router (config) #int f0/1
Router (config-if) #ip address 192.168.99.1 255.255.255.0
Router (config-if) #no shutdown

Céu hinh NAT cho Router:
Router (config) #access-1list 1 permit 192.168.99.0 0.0.0.255

Router (config) #ip nat inside source list 1 interface f0/0 overload
Router (config) #int £0/0

Router (config-if) #ip nat outside

Router (config) #int £0/1

Router (config) #ip nat inside

Két ndi PC véi Router, dat IP va Gateway. Kiém tra két ndi t&i ISE Server:

:A\Users\hocangs>ping 18.215.26.49

Pinging 18.215.26.49 with 32 bytes of data:
18.215.26.49: bhytes=32 time=2ms TTL=61

18.215.26.49: bytes=32 time=2ms TTL=61
18.215.26.49: bytes=32 time=1ms TTL=61
16.215.26.49: bytes=32 time=2ms TTL=61

Chi dinh TACACS+ Server cho Router:

Router (config) #tacacs-server host 10.215.26.49

Router (config) #tacacs-server key 123abc

Céau hinh Router xic thwe véi ISE bing gsiao thive TACACS+:

Trén Router, ta dung céc 1énh sau:

Router (config) #aaa new-model
Router (config) #aaa group server tacacs+ ISESRV
Router (config-sg-tacacs+) #server 10.215.26.49

Router (config-sg-tacacs+) #fexit

Router (config) #aaa authentication login VTY group ISESRV local
Router (config) #aaa authorization console
Router (config) faaa authorization exec CON none

Router (config) faaa authorization exec VTY group ISESRV local if-authenticated
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Router (config) #aaa accounting exec default
Router (cfg-acct-mlist) #action-type start-stop
Router (cfg-acct-mlist) #group ISESRV

Router (cfg-acct-mlist) #exit

Router (config) #aaa accounting commands 1 default
Router (cfg-acct-mlist) #action-type start-stop
Router (cfg-acct-mlist) #group ISESRV

Router (cfg-acct-mlist) #exit

Router (config) #aaa accounting commands 15 default
Router (cfg-acct-mlist) #action-type start-stop
Router (cfg-acct-mlist) #group ISESRV

Router (cfg-acct-mlist) #exit

Router (config) #aaa accounting network default
Router (cfg-acct-mlist) #action-type start-stop
Router (cfg-acct-mlist) #group ISESRV

Router (cfg-acct-mlist) #exit

Router (config) #aaa accounting connection default
Router (cfg-acct-mlist) #action-type start-stop
Router (cfg-acct-mlist) #group ISESRV

Router (cfg-acct-mlist) #exit

Router (config) #aaa accounting system default
Router (cfg-acct-mlist) #action-type start-stop

Router (cfg-acct-mlist) #group ISESRV

Chu hinh telnet cho Router:

Router (config)#line vty 0 4
Router (config-line) #login authentication VTY
Router (config-line) #authorization exec VTY

Router (config-line) ffexit

Bat tinh niang TACACS+ trén ISE:
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Pau tién, ta mé trinh duyét va truy cap vao IP 10.215.26.49 (IP cua ISE Server). Dang nhap bang

username va password dugc cung cap.
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Vao Administration — Deployment — Tich chon hostname cta Cisco ISE — Edit:

onfigure New Cisco ISE 24 Inst. X @@ Identity Services Engine x -+ 1

C A Notsecure | 10.215.26.49/admin/#administration/administration_system/administratiog’System_deploy

Identity Services Engine Home b Context Visibility ~ » Operations b Policy [t eE Qe
stem b Identity Management  » Network Resources  » Device Portal Management  pxGnd S System
wment  Licensing P Certificates  » Logging » Maintenance  Upgrade  » Backup & Res . .
— | Licensing
Certificates
Logging 2
xployment 3 Deployment Nodes Maintenance
- en Upgrade
v - (8]
= / = Backup & Restore
o%2 Deployment : : ' Admin Access
dn 4
. Edit @ Register Syncu Derg
=2 PAN Failover o - - @ yneup @ _ Settings
[:] Hostname a | Personas .
Identity Management
Cisco-ISE-2 Administral | gentities
Groups

4

External Identity Sources
Identity Source Sequences
Seftings

o) phén Policy Service, chon Enable Device Admin Service va Save lai:

Thém Router vao ISE:

Vao Work Centers — Device Administration — Network Resources — Network Devices —

Add:

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https

v+ Policy Service

v| w Enable Session Services i

Include Node in Node Group  None ¥ G
d Enable Profiling Service i
O Enable Threat Centric NAC Service
w Enable SXP Service (i

Use Interface GigabitEthermnet 0 v

Enable Device Admin Service i

Enable Passive Identity Service

O pxGrid (i
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'::'. E'&' Identity Services Engine Home » Context Visibility » Operations » Policy » Administration RTINS

» Metwork Access b Guest Access b TrustSec » BYOD + Profiler + Posture « Device Administration » PassivelD

» Overview  » Identiies  User Identity Groups ~ Extld Sources = Metwork Resources  » Policy Elements  Device Admin Policy Sets

o
Network Devices Metwork Devices
Metwork Device Groups
Default Devices yf Edit :ﬂ:Add Eh]uplicete @aImport gl Export © Generate PAC | 3 Delete
TACACS External Servers Name « | IP/Mask Profile Name Location

TACACS Server Seguence

teta'  Identity Services Engine Home » Context Visibility » Operations » Policy » Administration ~ Work Centers

» Network Access b GuestAccess P TrustSec  » BYOD  » Profiler  » Posture | + Device Administration » PassivelD
» Overview  » Ildentities  User Identity Groups  Ext |d Sources  « Network Resources  » Palicy Elements  Device Admin Policy Sets  Repor

MNetwork Devices List = New Network Device
Network Devices

Network Devices
Network Device Groups

Default Devices * Name
TACACS External Servers Description |:|

TACACS Server Sequence

P Address = 1P | 192.188.3.135 I

O phan TACACS Authentication Settings ta chi dinh chudi “Shared Secret” dé Router va ISE
giao tiép véi nhau.
O » RADIUS Authentication Settings

» TACACS Authentication Settings

Shared Secret

e | | Show |

Enable Single Connect Mode [ ™~ 1 23a bc

* Legacy Cisco Device
TACACS Draft Compliance Single Connect Support

O » SNMP Settings

O » Advanced TrustSec Settings
| Cancel |

Sau d6 bAm submit.

C#u hinh xic thwe/phin quyén bing TACACS+:
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Vao Work Center — Device Admin Policy Sets:

y Services Engine Home » Context Visibility » Operations » Policy ~ Administration ~ Work Centers
cess TrustSec Profiler Device Administration |
Overview Overview Overview |
Components Ext Id Sources Identities
TrustSec Policy Network Devices User |dentity Groups
ces Paolicy Sets Endpoint Classification Ext Id Sources
2s0Urces SXP Node Config MNetwork Resources
1ents Troubleshoot Feeds Policy Elements
Reports Manual Scans
ot Settings Policy Elements Reports |
BYOD Profiling Policies Settings

Daliru Qate

Chon Policy Elements — Result - TACACS Command Sets — Add:

C A Not secure | 10.215.26.49/admin/#workcenters/workcenter device administration/workcenter device administratio

;e Identity Services Engine Home » Context Visibility » Operations » Policy » Administration ~ Work Centers

» Network Access » Guest Access » TrustSec » BYOD » Profiler  » Posture  + Device Administration » PassivelD

b Overview  » Identities  User Identity Groups ~ Extld Sources  » Network Resources  w Policy Elements  Device Admin Policy Sets  Report

(<]
TACACS Command Sets
Conditions 3 1
0 Selected
Network Conditions
< Refresh =+ Add Duplicate @ Trash+ Edit 2 |mport 2 Export
Results
~/ Name Description
Allowed Protocols
( DenyAllCommands Default Comn

TACACS Command Sets
TACAGS Profiles \ 2
Tao command set cho user adminvnpro co6 thé dung day du cac 1énh khi telnet:

TACACS Command Sets = CommandSet1

Command Set

Name CommandSet15

Description Full Privilege for Admin

Commands

Permit any command that is not listed below ¢

=+ Add m Trash~ Edit Move Up Move Down i~

= Grant Command Arguments

No data found.
4 3
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Tich chon “Permit any command that is not listed below” va bim Save.
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Ta cling tao thém command set cho user guest c6 privilege 1a 7, khi user nay telnet vao router chi

dung dugc 1€nh cac 1énh show:

» Policy » Administration ~ Work Centers

Identity Services Engine Home » Context Visibilty  » Operations

» PassivelD

» Network Access b GuestAccess  » TrustSec  » BYOD » Profiler  » Posture | + Device Administration
» Overview  » ldentities  User Identity Groups  Ext Id Sources  » Network Resources  « Policy Elements  Device Admin Policy Sets  Reports
I

(<]
TACACS Command Sets > CommandSet7
» Conditions
Command Set
» Network Conditions
Name CommandSet?
¥ Results
Description Privilege level 7 for Guest
Allowed Protocols
TACACS Command Sets
Commands

TACACS Profiles
Permit any command that is not listed below

Down

+ Add M Trashv Edit Move Up

= Grant Command Arguments

( PERMIT show™

Sau d6 bAm Submit.
Tiép theo, ta vio TACACS Profiles — Add:

youtube.com/@vnpro149

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https




CONG TY TNHH TU VAN VA DJCH VY CHUYEN VIET
TRUNG TAM TIN HQC VNPRO
8 Ung Viin Khiém, P. Thanh My Ty, Tp. H6 Chi Minh

nPro -
A - (028 4257 | Hotline: 0933427079 Email: vapro@vnpro.org

Home » Context Visibility » Operations » Policy » Administration

» Network Access » Guest Access ¥ TrustSec » BYOD » Profiler  » Posture =~ Device Administration ¥ PassivelD

» Overview  p ldentities  User Identity Groups  Ext|d Sources  » Network Resources = Policy Elements  Device Admin P
I

(<]
TACACS Profiles
» Conditions
0 Selected 2
» Network Conditions
2 Refresh =+ Add Duplicate m Trash~ Edit
* Results
= Name Type Description
Allowed Protocols
o Default Shell Profile Shell Default Shell Profile
TACACS Command Sets
(W) Deny All Shell Profile Shell Deny All Shell Profils

TACACS Profiles

\ 1 [J WLCALL WLC WLC ALL

O WLC MONITOR WLC WLC MONITOR
Tao

profile cho adminvnpro véi privilege 15:

tuatie
cisco

Identity Services Engine Home » Context Visibility » Operations » Policy » Administration ~ Work Ci

» Network Access  » Guest Access » TrustSec  » BYOD » Profiler  » Posture =~ Device Administration » PassivelD

» Overview b Identiies  User Identity Groups  Ext|d Sources  » Network Resources v Policy Elements  Device Admin Policy £

TACACS Profiles > New
» Conditions

TACACS Profile

» Network Conditions
Name Shell 15

~ Results
Description Shell for user admin, privilege 15
Allowed Protocols

TACACS Command Sets

TACACS Profiles Task Attribute View Raw View

Common Tasks

Common Task Type = Shell v
« Default Privilege [15 v ‘ (Select 0 to 15)
« Maximum Privilege ‘ 15 v ‘ (Select 0 to 15)

Profile cho guest véi privilege 7:
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st van]u.
cisco

Identity Services Engine

Home » Context Visibility » Operations + Policy » Administration ¥ Work Ce

» MNetwork Access » GuestAccess » TrustSec » BYOD » Profiler » Posture ¥ Device Administration » PassivelD

» Overview  » Identities  User ldentity Groups  Extld Sources  » Network Resources = Policy Elements  Device Admin Policy £

(<]
TACACS Profiles > New
» Conditions
TACACS Profile
» Network Conditions
Name Shell 7
¥ Results
Description Shell for user Guest
Allowed Protocols
TACACS Command Sets
TACAGS Profiles Task Aftribute View Raw View

Common Tasks

GCommon Task Type | Shell v
|« Default Privilege ‘7 & ‘ (Select 0 to 15)
[« Maximum Privilege [7 Y 1 (Select 0 to 15)

| Access Control List ‘

‘

Vao Administration — Groups — User Identify Groups — Add:

Home » Context Visibility » Operations » Policy ¥ Administration

~ Identity Management | » Network Resources b Device Portal Management  pxGrid §  gystem

3 Groups  External Identity Sources  Identity Source Sequences » Settings D.eploy.fment
Licensing
Certificates
Logging
Identity Groups User Identity Groups Maintenance
[ - P] Upgrade
G | Backup & Restore
v|Er v J Edit  <fpAdd | M Delete v | @aImport Admin Access
» [] Endpoint Identity Groups { Settings
= ; MName .
» || User Identity Groups Identity Management
- :
O & ADmin7 Identities
[J &8 ALL_ACCOUNTS (defaul)
O 38 Employee Exter.nal Identity Sources
[ 5% GROUP_ACCOUNTS (default) \dentty Source Sequences
= - Settings
O 28 GroupAdmin

Tao 2 group cho user adminvnpro va user guest:
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System | wldentity Management » Network Resources ¢ Device Portal Management  pxGrid Serv
Identities  Groups  External Identity Sources  ldentity Source Sequences
I

» Settings
Identity Groups User ldentity Groups = New User Identity Group
Identity Grou
- & * Name ‘ Group_Admin
> Endpoeint Identity Groups
= ° ! ’ Description ‘ Group for user admin
¥ || User Identity Groups
S ADmin7
e i Cancel
5 ALL_ACCOUNTS (default) iy | Concel |
Identity Services Engine

Home r Context Visibility

» Operations » Policy
P System

* |dentity Management = » Network Resources

» Device Portal Management  pxGrid S

b ldentities  Groups  External ldentity Sources

|dentity Source Sequences  » Settings
I

Identity Groups User |dentity Groups > New User Identity Group

[ - ,D] Identity Group
vy

N * Name ‘ Group_Guest
» Endpoint Identity Groups
= ’ ! ’ Description ‘ Group for user guest
¥ || User Identity Groups
L ADmIn7 _
(Cancel
S ALL ACCOUNTS (default) —
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Vao Identities — Add — Tao user adminvnpro:

» Policy ~ Administration » Work Centers

2 Identity Services Engine Home b ContextVisbiity Operations
» Device Portal Management  pxGrid Services

» Feed Service  » Threat Centric NAC

» System | vldentity Management = » Network Resources

External Identity Sources  Identity Source Sequences b Settings

» |dentities  Groups
I

MNetwork Access Users List = New Network Access User

ers
w Network Access User

test Manual Network Scan Results
* Name | adminvnpro

Status Enabled ~

Email |

w Passwords

Password Type: Internal Users

Re-Enter Password

s VNPro@123 | | Generate Pe

| | Generate Pz

Password

wewed VnPro@123 |

* Login Password

Enable Password |

» User Information
» Account Options
» Account Disable Policy

w User Groups

| Group_Admin O|

[Canel

Trong do:
e Password Type: Internal Users
e User Group: Group_Admin
Tuong tu, ta cling tao thém user guest v6i User Groups 1a Group Guest:

w» MNetwork Access User

* Name | guest

Status Enabled

Email |

vww.youtube.com/(@vnprol49

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https




CONG TY TNHH TU VAN VA DJCH VU CHUYEN VIET
. TRUNG TAM TIN HQC VNPRO
”PFO DC: 276 - 278 Ung Viin Khiém, P. Thanh My Tay, Tp. Ho Chi Minh
- DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

w User Groups

| Group_Guest O|

(el

il Identity Services Engine

Home » Context Visibility » Operations » Policy * Administration

b System =~ ldentity Management » Network Resources

» Device Portal Management  pxGrid Services  » Feed Service

« |dentities  Groups  External Identity Sources  |dentity Source Sequences b Settings
I

(<]
Network Access Users
Users

Latest Manual Network Scan Results

J Edit b Add [[)change Status ~  @nImport @ Export | 3 Delete ~ L&y Dy

Status Name De... F. » Last Na...
[ @ Enabled

£
[ E Enabled 9 guest

E... User Identity Groups
Group_Admin

Group_Guest

Tiép theo, ta vao Work Center — Device Admin Policy Sets — bam (+):

Home » Context Visibility » Operations

» Policy » Administration ¥ Work Centers

tess » GuestAccess P TrustSec » BYOD » Profiler  » Posture | ¥ Device Administration » PassivelD

b Identities  User Identity Groups  Ext |d Sources

: 1
Polch

+ Status  Policy Set Name

» Metwork Resources  » Policy Elements  Device Admin Policy Sets R

Description Conditions

s ©  PolicyforTacacs ——— 2 P4t tén cho policy +

@ Default

Tacacs Default policy set

Tao policy nhu sau:
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idio 1. Click vao chon DEVICE: Device Type

Editor /

Click to add an attribute

AEFEMECALOER

Equals v Attribute value

:set filters.

2. Click vao chon All Device Types

New AND OR

%

3

Sau khi click “AND” ta chon “New” va thiét 1ap nhu sau:

DEVICE-Device Type

=

Equals v All Device Types v oE
Network Access-Protocol
Equals v TACACS+ M
AND v
New AND OR
New AND OR
Set to 'ls not' Duplicate Save

Sau d6 bam “Use”, ta duoc két qua:
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» Administra ~Work Centers

Home » Context Visibility » Operations » Policy
» Posture | ~ Device Administration » PassivelD

Device Admin Policy Sets  Reporis ~ Settings

» Network Access b GuestAccess  » TrustSec  » BYOD » Profiler

» Overview  » Identities  User Identity Groups ~ Ext|d Sources  » Network Resources  » Policy Elements

Click vao chon "Default Device

Policy Sets
., ]
Admin
+ Status Policy Set Name Description Conditions Allowed Protocols / Server Sequence
Searc

Eg DEVICE-Device Type EQUALS All Device Types

s @ Policy for Tacacs AND Select from list v %+
E Network Access-Protocol EQUALS TACACS+

@ Default Tacacs Default policy set Default Device Admin x v

Sau do6 save lai.
Sau d¢, ta click vao miii tén qua phai cta policy vira méi tao:

Allowed Protocols / Server Sequence Hits  Actions View

¥ v | wm 0 G

Default Device Admin

Default Device Admin x v == 0 'u' >

O phan “Authentication Policy” ta chon Use: Internal Users:

» Policy » Administration ~ Work Centers

“thali. Identity Services Engine . Woperao
» Network Access P GuestAccess P TrusiSec » BYOD  » Profiler » Posture = ~ Device Administration | » PassivelD sl
ick he

» Overview  » Identities  User Identity Groups  Extld Sources  » Network Resources b Policy Elements  Device Admin Policy Sets  Reports  Settings

———
Policy Sets = Policy for Tacacs &
Status  Policy Set Name Description Conditions Allowed Protocols / Server St
Search
E' DEVICE-Device Type EQUALS All Device Types
® Policy for Tacacs AND Default Device Admin
Network Access-Protocol EQUALS TACACS+

W Authentication Policy (1)

+ Status  Rule Name Conditions Use
Search
Internal Users x v
v ® Default
¥ Options

Tiép theo, ta ciu hinh phan Authorization Policy:

youtube.com/(@vnprol149

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https




%me

CONG TY TNHH TU VAN VA DJCH VY CHUYEN VIET
TRUNG TAM TIN HQC VNPRO
PC: 276 - 278 Ung Viin Khiém, P. Thanh My Tay, Tp. H6 Chi Minh

DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

W Authorization Policy (2)

1

/

Status

+
Rule Name

[#5]
[17]

[s]
=

Admin Privilege 15

s © 2

O

Default

Cau hinh conditions nhu sau:

Conditions Studio

Library Editor
Search by Na
earch by Rame IdentityGroup-Name
PEOxelERERECLOE R E
Equals v

i B EeapmscHAPY 6] Setto 'ls not

iE eapTLs 6)

@ Guest_Flow ®

i @ Network_Access_Authentication_Passed @

Conditions

Dat tén

= User Identity Groups:Group_Admin

Duplicate

New AND OR

Sau d6 bam “Use” dé quay lai muc Authorization Policy, & muc bén phai, ta chon command set

la “CommandSet15” va shell profile 1a “Shell 15”.

Results
+
Status  Rule Name Conditions Command Sets Shell Profiles
Search
® Admin Privilege 15 &, IdentityGroup-Name EQUALS User Identity Groups:Group_Admin * CommandSet15 + Shell 15 LR
® Default x DenyAllCommands + Deny All Shell Profile ERA

Tuong tu vay, ta cling tao Authorization Policy cho account guest:
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IdentityGroup-Name

a

Equals v

{
'

| x User Identity Groups:Group_Guest |

' 1] H
Set to 'ls not Duplicate Save
New AND OR
Results
Status  Rule Name Conditions Command Sets Shell Profiles Hits  Actions
Search
7 @ Guest Privilege 7 T IdentityGroup-Name EQUALS User Identity Groups:Group_Guest | * CommandsSet7 | + Shell 7 x v 4
Admin Privilege 15 &\ IdentityGroup:Name EQUALS User Identity Groups:Group_Admin | x Commandset15 | + Shell 15 v 4 0
Default [ DenyAllCommands | +  DenyAll Shell Profile v & 0

Sau d6 ta save lai.
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Ta dung PC telnet vao Router véi username 1la adminvnpro password 1a VaPro@123:

CAWindows\system32\cmd.exe

Microsoft Windows [Version 1¢
(c) 2018 Microsoft Corporation.

C:\Users\hoang>telnet 192.168.99.1

Két qua: Telet thanh cong:

Telnet 192.168.99.1

Username : adminvnpro

Password :

louter#

GO “?” dé kiém tra cac Iénh user nay c6 thé st dung, ta thay user adminvnpro c6 thé dung tat ca

cac 1énh:

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149




; CONG TY TNHH TU VAN VA DJCH VU CHUYEN VIET
TRUNG TAM TIN HQC VNPRO
N ;
Y bC 276 - 278 Ung Viin Khiém, P. Thanh My Téy, Tp. Ho Chi Minh
nPro

DT: (028) 35124257 | Hotline: 0933427079 Email: vopro@vnpro.org

B e et 19212299

Username : adminvnpro

Session number to resume
access-enable Create a temporary Access-lList entry
access-profile  Apply user-profile to interface
access-template Create a temporary Access-List entry
alps ALPS exec commands
archive manage archive files
audio-prompt load ivr prompt
auto Exec level Automation
beep Blocks Extensible Exchange Protocol commands
bert Bit Error Rate Testing
bfe For manual emergency modes setting
calendar Manage the hardware calendar
call Voice call
CCm-manager Lall Manager Application exec commands
Change current directory
Reset functions
Manapge the system clock
CHS apgents
confipure Enter confipuration mode
connect Open a terminal connectiocn
copy Lopy from cne file to anocther
credential load the credential info from file system
crypto Encrypticn related commands.
debug Debupgging functions (see also ‘undebug')
delete Delete a file
dir List files on a filesystem
disable Turn off privileged commands
disconnect Discennect an existing network connection
--More--

Routerticont t
Enter confipuration commands, one per line. End with CHTL/Z.
Router{contig)#_

Thir lai v6i account guest ta thiy account ndy duoc sir dung rat it 1énh va chi st dung duogc céc

1énh show:

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/(@vnpro149




CONG TY TNHH TU VAN VA DJCH VU CHUYEN VIET
\ TRUNG TAM TIN HQC VNPRO
Y, pC 276 - 278 Ung Viin Khiém, P. Thanh My Téy, Tp. H6 Chi Minh
nPro o

DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

Router#show ip route

Codes: C - connected, 5 - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

Gateway of last resort is 192.168.3.1 to network @.0.

/24 is directly connected, FastEtherne
/24 is directly connected, FastEthernet@/@
> g @ [254/0] via 192.168.3.1
outer#tconft t

% Invalid input detected at """ marker.

Router#g

Shutdown cong F0/0 ciia Router. Ta s& khong con telnet vao Router dugc nita vi da mat két ndi
dén ISE server:

ser Access Verification

sername: adminvnpro

Authenticatien failed

sername: adminvnpro

¢ Authenticatien failed

SEername:
: Username: timeout expired!

onnection to host lost.

hUsershhoangs

Chu hinh xic thue/phan quyén local:

Keét ndi vao cong console ctia Router, ta dung céc 1énh sau:

Router (config) #privilege exec level 7 show

Router (config) #username adminvnpro privilege 15 password VnPro@123

Telnet lai vao Router, sit dung account adminvnpro, ta thiy telnet thanh cong:
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Uzer Access Verification

Username: adminvnpro
Password:

Routerfishow privilepe
urrent privilepe level is 15
Routerid

Str dung account guest ta van khong két nbi dugc do khong két ndi duoc véi ISE va ta chua tao
account guest trong local:

User Access Verification

Username: guest
Password:

timecut expired!
onnection to host lost.

:\Users\hoang>

Bat tro lai cong FO/0 cua router, ta telnet lai 1an nita v&i account guest:

Router (config) #int £0/0

Router (config-if) #no shutdown

Telnet 192.168.99.1

Jsername: gI.IESt

dassword:

wouter#

Telnet thanh cong do két ndi dwoc vai ISE va dung user guest trén ISE.
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*Chii y: Do str dung giao thirc DHCP nén khi bat lai cong F0/0 ciia Router c6 thé IP s& bi thay
d6i, c6 thé ta s& phai add lai thiét bi trén ISE Server.
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