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LAB - QUAN LY VA TRIEN KHAI TU PONG
HA TANG MANG DUNG ANSIBLE
I. So' dd

Ansible Server
192.168.1.1/24

Switch Router
192.168.1.10/24 192.168.1.20/24 192.168.1.30/24

Hinh 1: So d6 bai Lab

I1. M6 ta

- So dd gém 1 Router, 1 Switch va 1 PC duoc két ndi vao Ansible Server. Yéu cau
cac thiét bi ping thong téi Ansible Server.

- May tinh ctia hoc vién c6 thé truy cdp vao Ansible Server thong qua trinh
duyét web.

I11. Yéu ciu
Hoc vién truy cép vao Ansible Server dé:
+ Thém thiét bi vao Inventory.
+ Thém credential dé xac thuc thiét bi.
+ Thém Playbook véo project/jobs dé ddy cau hinh xudng thiét bi.
+ Chay thir playbook thém VLAN cho Switch va thiét lap cong cho Router.
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IV. Cac buée thue hién
Céu hinh SSH Router:

R# configure terminal

R(config)# username admin password 123
R(config)# enable password 321
R(config)# crypto key generate rsa
1024

R(config)#line vty 0 4

R(config-line)# password 123

R(config-line)# login local

CAu hinh SSH Switch:

SW# configure terminal

SW(config)# username admin password 123
SW(config)# enable password 321
SW(config)# crypto key generate rsa
1024

SW (config) #1line vty 0 4
SW(config-1line) # password 123

SW(config-line)# login local

Truy cip vao Ansible Server bang trinh duyét web:
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Giao dién chinh cua Ansible Server:

QABBOARD e

Joa sTATUS P [ pr [ -

e o 1 oo o 1 comoam
L]
RECENTLY USID JOl TEMPLATES RECENTLY RUN JORS
o b templaies were (exently wied W O e (RCRDy T

Vous £an creste 8 [0 templite heve

Tur giao dién chinh, vao Credentials dé thiét 1ap ma SSH:
RESOURCES
4 Templates

Qe Credentials

B Projects

;:1 Inventories

Inventory Scripts

Sau khi vao Credentials, bAm vao icon dé thém Username/Password SSH:
Trong do:

- Name: Dit tén dé quan 1y mat khau SSH.

- Credential Type: Vi phuong thuc xéac thuc 1a SSH nén chung ta chon “Machine”.
- Username/Password: Tén dang nhap va mat khau SSH cua thiét bi.

Sau khi cai dat xong nhan Save dé luu lai.
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NEW CREDENTIAL

Dé thém thiét bi vao Inventories, tir giao dién chinh vao Inventories dé tién hanh
thém thiét bi:

RESOURCES

4 Templates

Q@ Credentials
Projects
;:1 Inventories

Inventory Scripts

Giao dién Inventories:

. ) + PR A
Bam vao icon . dé thém thiét bi vao:

INVENTORSES

L
o

Q -

NAME = VPE ORGANZATION & ACTIONS.

- Dema inventory Inventory Defauk s & B8

- Devices Inventary Default s 4 o8

et

J
Trong do:

[1]: Nhap tén Inventory dé quan ly.
[2]: Chon nhom cho Inventory, & day mac dinh dé default.

[3]: Khai bao cac théng tin co ban cua cac thiét bi.
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=

Khai bao [3]:

Giai thich:

- Ansible connection: network cli 13 phuong thirc két nbi dén thiét bi thong
qua SSH.

- Ansible become: ‘yes’ va ansible become method: enable la cho phép ansible
¢6 thé vao privilege mode trudc khi thuc thi cac task.

- Ansible_network os: ios & ddy do dung cac thiét bji cua Cisco nén khai bao
nhu vay.

Luu ¥: Thitr t khai bao c¢6 thé thay d6i ma khong anh hudng dén két qua.

ansible connection: network cli
ansible become: 'yes'

ansible become method: enable

ansible network os: ios

Sau khi khai bao xong vao muc [4] dé khai bio IP va Enable Password cia
thiét bi:

CREATE HOST o
* HOST NAME @ DESCRETION
-] Router
CER N v EEN U

1 e
2 snsible_Post: '102.168.1.39
3 ansible_becoms password: 111"

Khai bao [4]
Trong do:

- Host name: Tén host dé quan ly.
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- Variable: Luu ¥: bit ddu véi dau ¢---¢
+ Ansible_host: Dia chi IP cta thiét bi dung dé SSH.

+ Ansible_become password: La enable password cuia thiét bi.

ansible host: '192.168.1.30

ansible become password: '123'

Nhéin Save dé luu lai cAu hinh.

Véi thiét bi Switch ciing cdu hinh tuong tw. Sau khi cdu hinh xong trong
Inventory/Devices s€ c6 2 muc thiét bi nhu sau:

Devices

veais | | vemussons | [ cnowes | ([ | sovmes | | coweiemeonons

a] [
HOSTS. DESCRIPTION @ RELATED GROUPS ACTIONS.
@ - . @
sw P

Tiép theo, dé tao Playbook trong project ta vao muc project

RESOURCES
4 Templates

Q@ Credentials

B Projecis

;:1 Inventories

Inventory Scripts

Bam vao icon dé thém Project m&i vao:

O day can dién vao cac thong s sau:

- Name: Tén dé quan 1y cac Project

- SCM type: Vi Playbook dé trén github nén chiing ta s& chon Git.
- SCM URL: bia chi URL cua github chira cac Playbook.

- Tich vao Update Revision on launch dé update cac project trude khi thye thi cac job.
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Sau khi hoan tit nhan Save dé luu ciu hinh.

SOURCE DETAILS
* SCM URL @
MRLpS/ /gAMb COM/pmikdragon/anitie

SCM CRIDENTIAL
a

DECRETION

SOM BRANCHITAG/COMMT @

SCM UPOATE OPTIONS
@ asne

@ DELETE ONUPDATE @

# UPDATE RESION ON LAUNCH @
0 ALLOW BRANCH OVIRUOE ©

* ORGANZATION

Q| Default

SOM REFSPEC ©

CACHE TMEQUT (SICONDS) @

Vao Job templates dé tao cac tac vu thuc hién Playbook:

O day can dién cac muc sau:

- Name: Tén Job dé quan ly.

- Job type: Dé thyc thi file Playbook chung ta chon Run.

- Inventory: Chon thiét bi dé thuc thi Playbook.

- Project: Chon Project chita cac Playbook dé thyc thi.
- Playbook: Cac Playbook dugc chura trong Github c¢6 dudi yml.

Project 1

DETAILS

PERMISSIONS

MOTIFICATIONS

JOB TEMPLATES

. . + ; .
Bam vao icon . — Job templates dé thém Job mai Q

NEW JOE TEMPLATE

* NAME
Taovlan

* INVENTORY @

Q| Oevices

CREDENTALS @
o EED

*vEnpoaTy @

O (Normal)

LADELS @

TMEOUT @

L

DESCRITION

mour OmLssOn  ® PROJECT @

Q| projectt
B OMTONLMNOY  FOMKS @
0
mourtoNLCe  JOBTAGS ©

INSTANCE GROUPS @

Q

SHOW CHANGES @

*OETPED

Run

* PLAYRDOK ©

vianymi

LiMIT @

JOU SLCING @

ORTIONS

[ ENABLE PRAVILEGE ESCALATION @

B EMALE PROVAIONING CALLBACKS §
ENABLE WESHOOK @

& WNARLT CONCURRENT JORS @
ENABLE FACT CACHE @

SCHEDULES
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vian.yml a

Choose a playbook
router.yml

vlan.yml

Noi dung file vlan.yml:

- name: tao vlan
hosts: all # tén cla thiét bi trong Ansible server( vi & ddy chi cé router nén cé6 thié ad all)
gather facts: no # léy théng tin clla host (khi thuc hi&n playbook s& tu ddng léy théng tin cla host,
#3 ddy chon no hodc false a& khi chay playbook d8 tén thoi gian)

tasks:
- name: Create vlan iﬂar_ tén task ad quan 1y
ios_vlan: # Cua phap dé thiét lip vlan, vlan_id, name,state,... ld céc tham 3o d& cdu hinh vlan

vln.n_ld *{{ item.number }}* #item.number thi nd s& tim gid tri v4i key la number trong phan with items
name: "{{ item.name }}" #item.name thi nd s€ tim gia tri véi key la name trong phan with_items
state: present # trang thai cia vlan; present: tao, absent:xda

- { number: "33", name: "phong_nhan su" }
- { number: "34", name: "phong_ke_| toan' }
#8idn thi céc vlan 1&n min hinh
- name: Show vlan
ios_command: # Ca phap aé viéc 1énh a2 giti & mode command line cda switch
commands :
- show vlan brief
register: show_vlan #gén két qua thwc thi t@ switch vao bién show_vlan

— debug: var=sh9w_vla.u.stduut_lines #debug: in ra man h;nh. dac b:u"au‘vaz
#(ldy thdng tin cida cac dong tu show_vlan gan vao),in bi&n var

Tuong tu v6i Router.yml:

|- name: dat ip cho loobpack
hosts: all # tén ctia thiéc bi trong Ansible server( vi & didy chi cé router nén cé thé at all)
# cac tac vu
| tasks:
| - name: Set loopback IPv4 address # Dit tén task dé quan 1y
| ios_13 interface: # do cdu hinh router nén bt budc khai bido nhu vay
name: loopback 2 # tén cong
ipv4: 10.0.0.1/24 # dia chi IP cua loopback

| - name: S5et GigabitEthernet0/3 IPv4 address
| ios_13_interface:
name: GigabitEthernet(/3
ipv4d: 192 168.0. 1/24
$Xem lai tdt ci cac cdng
| - name: Show ip
| ios_command: # Viét 1énh d& gii & mode command line cia router
commands :
- show ip int br:.ef
register: show_ip # gan xét qua vao bién show _ip

- debug: var=show 1p stdout_lines # debug: in ra man }u.nh, dat bién var
#(lay théng tin ctha cac dong tir show I ip gan vao),in bién var

Vi du mét sb 1énh sir dung trén thiét bj Cisco I0S dé viét cac nhiém vu trong
playbook bang ngén ngit YAML, chay trén Ansible server:
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Ios_command: Thuc hién khi thiét bi & mode Privileged.

tasks:
-name: Chay 1én show version
ios_command:

commands: Show version

-name: Chay lénh show version bao gdm IOS
ios_command:
commands: Show version

wait for: Result[0] contains IOS

-name: Chay nhiédu 1lénh
ios command:

commands :

-show version

-show interfaces

-name: Chay lénh yéu cidu tra 1di prompt

ios command:

commands:

—-command: 'clearcountersGigabitEthernet0/1"
prompt:'Clear"showinterface"countersonthisinterface\ [confirm\]"'
answer:'y'

—-command: 'clearcountersGigabitEthernet0/2"

prompt:'[confirm]'

answer:"\r"

Tos_config: Thuc hién khi thiét bi & mode Configuration:

-name: C&u hinh hostname trong inventory
ios_config:
lines:hostname{ {inventory hostname}}

-name: C&u hinh cbng
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ios_config:

lines:

-description test interface

-ip address 172.31.1.1 255.255.255.0

parents:interface Ethernetl

-name: CAu hinh ip helper-address trén nhiéu céng
ios_config:

lines:

—-ip helper-address 172.26.1.10

-ip helper-address 172.26.3.8

parents: "{{item}}"

with items:

-interface Ethernetl

-interface Ethernet2

-interface GigabitEthernetl

los_interface: Thuc hién trén cong:

-name: C&u hinh cbng
ios_interface:

name: GigabitEthernet0/2
description:test-interface
speed: 100

duplex: half

mtu: 512

-name: Xbéa cbng looback
ios_interface:

name: Loopback9

state: absent

-name: M& cdbdng (up)

ios_interface:

name: GigabitEthernet0/2
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enabled: True

-name: Tat cbng (down)
ios_interface:

name: GigabitEthernet0/2

enabled: False

Ios_vlan: thuc hién trén VLAN

-name: Tao vlan
ios_vlan:

vlan id: 100
name: test-vlan

state: present

-name: Thém cbdng vao vlan
ios vlan:

vlan id: 100

interfaces:
-GigabitEthernet0/0

-GigabitEthernet(/1

-name: Xdbéa vlan
ios vlan:
vlan id: 100

state: absent

-name: Thém vlan dung aggregate
ios vlan:
aggregate:

-{ vlan id:100, name:test-vlan, interfaces:[GigabitEthernet0/1,
GigabitEthernet0/2], delay: 15, state: suspend}

-{ vlan id: 101, name: test-vlan, interfaces:GigabitEthernet0/3}

Credentials: Chon tai khoan va mat khau xéac thuc SSH cho thiét bi.

Sau khi hoan thanh bdm Save rdi Launch dé khai chay Job.
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Khi chay file vlan.yml thanh cong:

SSH password:

PLAY [tau vlan] EEE KK #* ’ K ;A KK *xkxkkEER  02:06:33
TASK [Create vlan] * EEK EEXRREAKRRR AR NRERN KRR K B2:06:33
changed: [SW] => (item={u'number’: u'33", u'name': u'phong_nhan_su'})

changed: [SW] => (item={u'number’': u’'34°, u'name’: u'phong_ke_toan'})
fatal: [R]: FAILED! => {"msg”: “timed out"}

TASK [Show vlan] ***x=xx — R AR . TrERRRRRK  02:07:04
ok: [SW]
TASK [debug] #**#x*x* * AR *rExkRER*  B2:07:06

ok: [SW] => {
"show_vlan.stdout_lines": [
[
“VLAN Name Status Ports™,
ot default active Fa@/1, Fa@/2, Fa®/3, Fa0/4, Fa@/5, Fa0®/6, Fa@/7, F
a@/8, Fa@/9, Fa@/10, Fa@/11, Fa@/12, Fa@/13, Fa@/14, Fa@/15, Fa@/16, Fa@/17, Fa@/18, Fa@/19, Fa@/20, Fa®/21, Fa
@/22, Fa®/23, Fa@/24, Gie/1, Gie/2",

=33 phong_nhan_su active e
"34 phong_ke_toan active i
“1002 fddi-default act/unsup *,
“10@3 token-ring-default act/unsup ",
"1084 fddinet-default act/unsup ",
“1005 trnet-default act/unsup”

Vi Router khong khoi tao VLAN duge nén béo 15i.
Két qua khi chay file Router.yml:

ok: [R] => {
“show_ip.stdout_lines™: [
[
"Interface IP-Address 0OK? Method Status Protocol”,
“FastEthernet@/0 10.215.11.68 YES DHCP up up 2ot
“FastEthernet@/1 unassigned YES unset administratively down down =
"Serial@/0/0 unassigned YES unset administratively down down i
"Loopback2 10.0.0.1 YES manual up up™
]
1
}
PLAY RECAP e e 2 3 2k ke e 2 ok i i ke ek ok k3 e i 8 ok ke ko ok ke i 3 kol ik ok ok 3k K e i i ok Ol i ok ok i i Ol e ik ke ok ik ok ik ok ok koK ok 92:25:13
R : ok=4 changed=1 unreachable=0 failed=0 skipped=0 rescued=0 ig
nored=0
SW : ok=4 changed=1 unreachable=0 failed=0 skipped=0 rescued=0 ig
nored=0

Khi ¢6 chinh stra trén Github va muon dong bd ngay vdi Ansible Server ta vao
Project nhan vao icon © nhu sau:

® Project1 a7 ) il



