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I1. Muc dich thyc hién:

Profiling 1a chirc nang trong Cisco ISE kham pha, dinh vi va x4c dinh kha nang ctia
cac diém cudi dugce dinh kém, cho du diém cudi d6 dugc két ndi qua co diy hay
khong day. ISE s& phat hién loai thiét bi, sau d6 chi ISE méi cép phép cho no theo
chinh sach ma ban da dinh ciu hinh. D¢ thu thap nhiing thong tin nay, ISE sir dung
nhiéu ngudn khac nhau nhu DHCP, MAC, SNMP, IP, RADIUS hoic NetFlow,

chung dugc goi la Probes.

Hb so sit dung CoA (Thay dbi oy quyén), vi du: dién thoai IP dugc két ndi trong
mang ctia ban va dién thoai nay da dwgc ISE cap phép nhung dot nhién ciing mot
MAC (Dién thoai IP) sir dung cong Skype cho hdi nghi truyén hinh thi ISE biét rang
day khong phai 1a Pi¢n thoai IP ai d6 gia mao MAC dé n6 s& xéc thyc lai thiét bi va
theo d6 chi dinh mot chinh sach cau hinh khéc.
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Ly do cén Profiling:

1. Biét chinh x4c vé inventory va duy tri mot hé thong 16n, giam sat dugc cic user
truy cap vao hé¢ théng ctia ban 1a thiét bi nao

2. Lap céc Profile cho céc thiét bi dé xay dung chinh sach xéac thyuc va y quyén

I1I. Thyuc hién:

v Dau tién ta truy cap vao Cisco ISE sau khi dang nhap ta truy cp ta vao Work
Center > Profiler > Overview dé xem cac budc can thiét dé bat cau hinh

profiling.

v Tiép theo ta vao phan Work Centers > Profiler > Endpoint Classification

dé xem cac thiét bi da truy cp

= Cisco ISE | Work Centers - Profiler | Q

Overview Ext Id Sources Network Devices Endpoint Classification Node Config Feeds Manual Scans More

v Ta chon mot thiét bi bat ky da join vao dé xem thong tin.
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Cisco L Work Centers « Profiler

urce Network ices Endpoint Classification Node nfig

00:17:95:BF:B52A O @ H
MAC Address: 00:17:95:BF:B5:2A

Username: 00-17-95.BF.B5-2A
| ! Endpoint Profile: Cisco-IP-Phone-7961 [}

g Current IP Address: 172.16.67.33
- Location: Location — All Locations

Applications Attributes Authentication Threats Vulnerabilities
S —————
General Attributes
Description
Static Assignment false
Endpoint Policy Cisco-IP-Phone-7961

Static Group Assignment false

Identity Group Assignment  Cisco-IP-Phone

Custom Attributes

view Ext Id rCces Network Devices Endpoint Classification

No data found. Add custom attributes here

Other Attributes

AAA-Server LM-ISE1
AllowedProtocoiMatchedRule MAB
AuthenticationldentityStore Internal Endpoints
AuthenticationMethod Lookup S

AuthorizationPolicyMatchedRule  Profiled Cisco IP Phones

BYODRegistration Unknown

Calling-Station-ID 00-17-95-BF-B5-2A
DTLSSupport Unknown
Destination|PAddress 172.16.32.102

Device Type Device Type=All Device Types
DeviceRegistrationStatus NotRegistered

ElapsedDays 0

v Tiép theo ta truy cip vao Administration > System > Deployment & phan
Deployment ta thdy c6 1 node do 1a ise ta tich vao o ise rdi nhan edit dé cau

hinh node nay
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= Cisco ISE Administration - System Q ® M@
Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore More
Deployment Deployment Nodes

j§o Deployment

Selected 0 Total 1

All
& PAN Failover
[j Hostname Personas Role(s) Services Node Si
O Administration, Monitoring, Policy ... STANDA... SESSION,PROFILER

v Sau khi vao node ise ta tich vao phan Enable Profiling Service dé bat cac

c4u hinh cua profiling.

[[) pedicated mnT )

W F%Iicy Service

v Enable Session Services (O

Include Node in Node Group  None

Enable Profiling Service w:rJ

Ej Enable Threat Centric NAC Service (7)

(J > Enable SXP Service ®

v Tiép theo ta qua phan Profiling Configuration va bat cac cau hinh
v DHCP, HTTP, RADIUS, Network Scan(NMAP), SNMPQUERY.

v Sau khi bat xong ta kéo xudng va nhan save. Sau d6 Cisco ISE s& tu dong

thoat ra va cac ban chd 1 vai phat dé Cisco ISE luu cdu hinh rdi ta tiép tuc

dang nhap lai.
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= Cisco ISE Administration - System A L Q ¢
Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore More
Deployment Deployment Nodes List > ISE
Edit Node
5 Deployment
3% PAN Failover General Settings Profiling Configuration

~ DHCP

Interface

GigabitEthernet O ~

Port

67

Description

The DHCP probe listens for
DHCP packets from IP helper.

4

a3y ) - RADIUS

Description

The RADIUS probe
collects RADIUS session
attributes as well as CDP, P

E ~  Network Scan (NMAP)

Description

The NMAP probe will scan
endpoints for open ports and
0s. P

v Sau khi truy cédp vao lai Cisco ISE.
v Ta vao phan Work Center > Profiler > Feed dé ty dong hoa viéc phan phoi

cac ho so diém cuoi moi.
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= Cisco ISE Work Centers - Profiler ) Q
Overview Ext Id Sources Network Devices Endpoint Classification Node Config Feeds Manual Scans More

—

Profiler Feed Service Configuration

Online Subscription Update Offline Manual Update

Update occur automatically at a regularly scheduled interval and can also be done manually. [}

Enable Online Subscription Update

Automatically check for updates every day at ()

91 v 19 ¥ ICT Update Now

Test Feed Service Connection

v Tiép theo ta tich vao 6 Enable Online Subscription Update néu né chua

duoc tich.

v Sau khi tich vao xong thi man hinh s& hién thi thong bao va ta nhan OK.

Enable Online Subscription Update

Automatically check for updates every day at ()

or v v

Test Feed Service Connection ]l

v Sau khi Iuu xong ta click vao Test Feed Service Connection thi man hinh
s& hién thi 13 ta d4 c4u hinh thanh cong Feed Service ta ciing c6 thé coi lai
nhu hinh dudi.

v VaFeed Service s& dugc cap nhat va co thé mat vai phat.
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° Server Response

heck It or resull

5 =T=1 -] 1 - Teailn 2
Test Feed Service Connection 0 Server Response

v Tiép theo ta truy cip vao Administrator > Network Resources > Network

Devices (Work Centers > Profiler > Network Devices)

v O phan Network Devices ta nhan add dé thém thiét bi vao ISE.

)

Jo)
)
G

= Cisco ISE | Work Centers-Profilerl AcE

Overview Ext Id Sources Network Devices Endpoint Classification Node Config Feeds Manual Scans More

Network Devices

Selected 0 Total 2

+ Add Import T Export @ Delete All
O Name 2 IP/Mask Profile Name Location Type Description
O SwW 10.1.1.25... & Cisco (§) My LAN LAN Switches LAB SW

WLCO7 10.1.1.10... &% Cisco (G) All Locations All Device Types
O y

v Sau d6 ta thém tén thiét bi va dia chi ip dé tat ca dit liéu chuyén vé Cisco

ISE.

jo)

= Cisco ISE Work Centers - Profiler A

Overview Ext Id Sources Network Devices Endpoint Classification Node Config Feeds Manual Scans More

Name 5w1

Description LAB S

IP Address *p 10.1.1.253 I 32

Device Profile & Cisco v O
Model Name 1oL v
Software Versiony 15,2 v

Network Device Group
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v Sau d6 ta check vao 6 Radius authentication
v O phan Share Secret ta nhap pass 1a VnPro@123

v Takéo xudng dudi ta nhin Save.

MNetwork Device Group

Location My LAN e Set To Default

IPSEC v Set To Default

Device Type LAN Switches A Set To Default

RADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS

Shared Secret El Show

D Use Second Shared Secret ()

Second Shared

Show
Secret o

CoA Port 1700 Set To Default

v Sau khi cai xong chung ta vao Operations > Live Logs
v Sau khi vao chung ta click vao 1 thiét bi d3 két ndi duoc dé xem cac thong

tin cua no

Overview
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