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LAB — Cau hinh Dynamic Assign VLAN va 802.1X véi Cisco ISE

So do:

int €0/1.1: 172.168.1.1/24
4 X int €0/1.10: 172.168.10.1/24
Net »R1  inte0/1.20: 172.168.20.1/24
@D int €0/1.30: 172.168.30.1/24

e So dd Lab gdom 1 router, 1 switch layer 2, 1 Cisco ISE dong vai tro 1a server RADIUS va
4 PC duoc dau ndi nhu hinh.

e Trén so dd nay, hoc vién s& thuc tip cau hinh xac thue 802.1x va dynamic assign vlan cho
cac PC dam bao cic PC dugc xac thyc va phan quyén dua vao cic ving vlan trén mé hinh.

Yéu cau:

1. Hoc vién thuc hién ddu ndi cac thiét bi va dat dia chi [P(trtr cac PC trong vlan 10, 20 va
30) ciing nhu céc hostname cua cac thiét bi duoc chi ra mé hinh.

2. Trén switch cdu hinh trunk trén interface €0/1, cAu hinh tao ra thém cac vlan 10, 20 va 30
dat tén lan luogt 1a: IT, SALE, ACCOUNTING. Sau d6 ciu hinh ip cho vlan 1 la
172.168.1.10/24.

3. Hoc vién tién hanh xin IP tir ddm may Net trén cong e0/0 cua router bang cau lénh ip
address dhcp, cdu hinh NAT Overload dam bao moi dia chi c6 thé di internet. Cau hinh
DHCP dé cap ip cho cac vlan 1, 10, 20 va 30 diéu chinh sao cho dhcp cip dia chi nhu trong
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hinh cho cac PC va cu hinh router-on-stick trén router dé cac 16p mang c6 thé ping thay
nhau.

4. Céau hinh cac thong tin cho cisco ise nhu ip va gateway, cAu hinh ip cho PC trong vlan 1.
Bit ddu ciu hinh xac thuc 802.1x trén switch va Cisco ISE dam béo cac PC trong cac vlan
10, 20 va 30 c6 thé vao mang duoc.

5. Céu hinh dynamic assign vlan trén Cisco ISE dé cac PC vao duogc cac vlan nhu trong mé
hinh.

Thue hién:

Bude 1: Két ndi va cAu hinh co bén:
Hoc vién thuc hién két ndi thiét bi va cau hinh co ban trén céc thiét bi theo yéu cau dat ra.

Budc 2: CAu hinh trunk va vlan trén switch:
Hoc vién thuc hién cau hinh trén switch theo yéu cau dat ra.

Buéc 3: Cau hinh NAT, dhep va router-on-stick trén router:
Hoc vién thuc hién cau hinh trén router theo yéu cau da déit ra.

Budéc 4: Ciu hinh xic thye 802.1x:
Cau hinh:

e Céu hinh dit ip va gateway cho cisco ise:

CiscoISE/admin (config)# interface gigabitEthernet 0
CiscoISE/admin (config-GigabitEthernet) #ip address 172.168.1.100 255.255.255.0
CiscoISE/admin (config-GigabitEthernet)# exit

CiscoISE/admin (config)# ip default-gateway 172.168.1.1

e CAu hinh bat xac thuc 802.1x trén switch:

SW1 (config) #aaa new-model

SW1 (config) #aaa authentication dotlx default group radius
SW1 (config) #aaa authorization network default group radius
SW1 (config) #dotlx system-auth-control

SW1 (config) #fexit

e CAu hinh thong tin radius server trén switch:

SW1l (config) #radius server Cisco_ ISE
SW1 (config-radius-server) #address ipv4 172.168.1.100
SW1 (config-radius-server) #key VnProl23

SW1 (config-radius-server) #exit

e Céhu hinh bat 802.1x trén interface €0/2, ¢0/3 va e1/0:

SW1 (config) #interface range e0/2-3, el1/0

SW1 (config-if-range) #switchport mode access
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SW1 (config-if-range) #authentication port-control auto

SW1 (config-if-range) #dotlx pae authenticator
SWl (config-if-range) #spanning-tree portfast

SW1 (config-if-range) #exit

e Mo PC Manage vao web va g6 dia chi Cisco ISE 172.168.1.100 sau d6 cAu hinh network
devices dé co6 thé trao doi véi switch: Vao Administration->Network Devices->Add:

@& |dentity Services Engine X +

< C A Notsecure | 172.168.1.100/admin/
Identity Services Engine » Context Visibility » Operations A~ Administration
Sumr  System Network Resources pxGrid Services
— Deployment Network Devices )
¥ i et _ G Feed Service
icensing etwork & 'lice Groups
Profiler
METRI Cerfificates Metwork Device Profiles
Loaging External RADIUS Servers Threat Centric NAC ) )
Maintenance RADIUS Server Sequences Third Party Vendors jected Endpoir
Upgrade MAC Managers
4 Backup & Restore External MDM
Admin Access Location Services
Settings Device Portal Management L
Identity Management Blacklist
|dentities EYOD
Groups Certificate Provisioning
External Identity Sources Client Provisioning
AUT Identity Source Sequences Mobile Device Management 0 O X
Settings My Devices
Idenity St Custom Portal Files
Settings I
NU Udtd avanaie. NU Udtd avananie.

"Hses:  ldentity Services Engine Home  » ConfextVisibiity  » Operaions b Policy (R luliCiC il

b Sysiem » |dentity Management = Metwork Resources » Device Portal Management  pxGrid Services » Feed Service
» Network Devices  Wetwork Device Groups  Metwork Device Profiles  External RADIUS Servers  RADIUS Server Sequences

o
Network Devices Network Devices

Default Device

T Es Es [ BT IE ,-.f? Edit Eh:uplicate ghoimport & Export © Generate PAC ¥ pel
me ‘U

MNa a  IP/Mask Profile Name Location

e Cau hinh céac thong so nhu hinh r6i nhan submit:
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Home » Context Visibility » Operations » Policy + Administration » Work Centers

» System  » Identity Management | «MNetwork Resources » Device Portal Management  pxGrid Services » Feed Service » Threat Cen
Click here to do wireless s

- Network Devices  Network Device Groups  Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managsis — casmarmonr v ©
———
o
Network Devices List > New Network Device

Network Devices
Default Device %

* Name |Swi
Description | ket noi voi switch 1

Network Devices

Device Security Settings

“[Paddress  +| *IP: [ 172.168.1.10 N |

* Device Profile | &% Cisco | » €5

Software Version l:l

* Network Device Group

Location [all Locations © | [ set To Defauit |

IPSEC [1s 1psEC Device &) | [ Set To Default |

Device Type [all Device Types &) | [ Set To Default |

- RADIUS Authentication Settings

RADIUS UDP Settings

Protocol  RADIUS

* Shared Secret [ vnpro123 | Hide

Use Second Shared Secret [] 7

(show |
CoAPort [ 1700 | [ set To Default |
RADIUS DTLS Settings (i
DTLS Required [] &
Shared Secret |radius/dtls i
CoAPort [ 2083 | [ set To Default |
Issuer CA of ISE Certificates for CoA |Se|ect if required (optional) - | i
DNS Name | |
General Settings
Enable KeyWrap [ 7
* Key Encryption Key Show
* Message Authenticator Code Key Show
Key Input Format = ASCII HEXADECIMAL
O » TACACS Authenticafion Settings
O 7y sNMP Settings
O v Advanced Trustsec Settings
4 »

e CAu hinh tao ra cac group IT, SALE va ACCOUNTING trén Cisco ISE: Administration-
>Groups->User Identity Groups->Add:
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il |dentity Services Engine

Home

» Context Visibility » Operations

+ Administration + Work Centers

» System System Network Resources pxGrid Services vice  » Threat Cen
« Network De Deployment Network Devices Feed Service ences  MNAC Manage
————— Licensing Metwork Device Groups Profiler !
Certificates Network Device Prafiles
Network Device Logging External RADIUS Servers Thl’?ﬁt Centric NAC
Maintenance RADIUS Server Sequences Third Party Vendors
Default Device Upgrade NAC Managers !
Backup & Rest Ext 1 DM Delete =
Device Security ac _up estore * ema . K Delete
Admin Access Location Services ﬁon
Settings Device P M t
evice Portal Managemen locations
Identity Management Elacklist
Identifies BYOD

External IENW Sources

|dentity Source Sequences
Settings

bl Identity Services Engine

Home

» Context Visibility

Certificate Provisioning
Client Provisioning

Mobile Device Management
My Devices

Custom Portal Files
Settings

» Operations » Policy

« Administration » Work Centers

pxGrid Services

» Feed Service » Threat Cen

Click here to do

» System + |dentity Management » Network Resources » Device Portal Management
b Identities  Groups  External Identity Sources  Identity Source Seguences b Settings
I
Identity Groups User Identity Groups
L )
aviEr

Name

S ALL_ACCOUNTS (default)

1 Employee

81 GROUP_ACCOUNTS (default)
:-} GuestType_Contractor (default)

82 GuestType_Daily (default)

£2 GuestType_SocialLogin (default)
S GuestType_Weekly (default)

B OWN_ACCOUNTS (default)

oooooooag

- |dentity Services Engine

Home » Context Visibility } Operations

{é}' ;f? Edit M Delete ~  @Ralmport @ Export +

4 | Description
Default ALL_ACCOUNTS (default) User Group
Default Employee User Group
Default GROUP_ACCOUNTS (default) User Grou
Identity group mirroring the guest type
Identity group mirroring the guest type
Identity group mirroring the guest type
Identity group mirroring the quest type
Default OWN_ACCOUNTS (default) User Group

+ Policy ~ Administration » Work Centers

pxGrid Services  » Feed Service  » Threat Cen

» System | ~ |dentity Management | » Network Resources  » Device Portal Management
» Identities  Groups  External Identity Sources  Identity Source Sequences  » Settings
——
Identity Groups User |dentity Groups > New User Identity Group
[ - o J Identity Group
Sl &, * Name | IT |

* [ Endpaint Identity Groups Description | chg phong IT

» [ User Identity Groups

Submit [ Cancel |
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Lam tuong tu cho group SALE va ACCOUNTING:

Identity Services Engine e

b System =~ Identity Management » Metwork Resources

+ Context Visibility

» Device Portal Management  pxGrid Services

b Identities  Groups  External Identity Sources  Identity Source Sequences b Settings

» Operations » Policy « Administration

+ Work Centers

¥ Feed Service  » Threat Cen
Click here to do w

Identity Groups User Identity Groups
2 2) [
o e %5}7 ;f? Edit él]DAdd M peleste v @aImport @ Export +
> E] Endpoint Identity Groups MName 4 | Description
. ﬁ User Identity Groups I O S ACCOUNTING I cho phong accounting
O S ALL_ACCOUNTS (defaulf) Default ALL_ACCOUNTS (default) User Group
O 1 Employee Default Employee User Group
O &% GROUP_ACCOUNTS (default) Default GROUP_ACCOUNTS (default) User Group
O ‘1‘1 GuestType_Contractor (default) Identity group mirroring the guest type
O 22 GuestType_Daily (default) Identity group mirroring the guest type
O ‘1‘1 GuestType_SocialLogin (default) Identity group mirroring the guest type
O £ GuestType_Weekly (default) Identity group mirroring the guest type
I 0 & I cho phong IT
[] 2% OWN_ACCOUNTS (defaulf) Default OWN_ACCOUNTS (default) User Group
I [] a8 SALE I cho phong sale

Tao cac user cho cac group, d6i véi group IT tao username vlan10 pass VnPro@123, group SALE
username vlan20 pass VnPro@123 va group ACCOUNTING username vlan30 pass VnPro@ 123

bang cach vao Administration->Identities->Users->Add:

~ ~r AR TUOR STULIT |10 S U L DU G R G DL G I GRS S IS LAY S T IS L G IO SIS LY S T e e %

Identity Services Engine Home

» Context Visibiity ~ » Operations  » Policy

+ Administration

» Work Centers

Identity ( Maintenance

C Upgrade

Backup & Restore

RADIUS Server Sequences
NAC Managers
External MDM

ARl Admin Accass Location Services
» BEn  Seftings Device Portal Management
v [ sy Blacklist

BYOD

Certificate Provisioning
Client Provisioning
Mobile Device Management

External Identity Sources

Identity Source Sequences

Settings My Devices
Custom Portal Files
Settings

I 3 GuestType_WeeKly (defaulty
0O s

| .:! OWN_ACCOUNTS (default)
O stsale
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» System System Network Resources pxGrid Services
» Identities Deployment Network Devices Feed Service
1 Licensing Network Device Groups Profiler
Cerfificates Network Device Profiles
Logging External RADIUS Servers Threat Centric NAC

Third Party Vendors

rvice  » Threat Cen
I Click here fo do wireles

ion
ng accounting
ALL_ACCOUNTS (default) User Group
Employee User Group
GROUP_ACCOUNTS (default) User Group
group mirroring the guest type
group mirroring the guest type
group mirroring the guest type
Tdentity group mirroring the guest type
cho phong IT
Default OWN_ACCOUNTS (default) User Group

cho phong sale
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itk Identity Services Engine Home  » ContextVisibiity  » Operatons  » Policy [RICLLCiadl * Work Centers

» System | wldentity Management » MNetwork Resources » Device Portal Management  pxGrid Services b Feed Service » Threat Cen

~|dentities  Groups External Identity Sources  Identity Source Sequences » Settings

I
<]
Network Access Users
Users
Latest Manual Metwork Scan Results . :
J Edit I#Ad% I [ change status @aImport @ Export v | 3 Delete [f Duplicate

Status = Metwork Accesz Users a | Description First Name Last Nam

No data available

“tees Identity Services Engine Home b ConfextVisibiity  » Operations  » Policy RRECLLCidl  WorkCenters

» System | «Identity Management | » Meiwork Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Cen|
Click here to do wirel
= |dentities ~ Groups  External Identity Sources  Identity Scurce Sequences b Settings
—
(<]
Users MNetwork Access Users List = New Network Access User

¥ Network Access User
Latest Manual Metwork Scan Results

* Name I vlan10 I

Status Enabled =

Emai |
¥ Passwords @
Password Type Internal Users |
Password Re-Enter Password
* Login Password || sessssses | I [ | | Generate Password | i
Enable Password | | | | | Generate Password | i

Change password on next login O

¥ Account Disable Policy

O Disable account i date exceeds | 2020-11-28 (yyyy-mm-dd)

¥ User Groups

o)

@ [ Cancel :,

Lam tuong tu cho user vlan20 va 30.
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“dueh-  Identity Services Engine Home b ContextVisiblity b Operations  » Policy PRI CIL * Work Centers

» System |~ l|dentity Managesment | » Metwork Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Cen

- |dentities  Groups  External Identity Sources  ldentity Source Sequences  » Settings
I
o

MNetwork Access Users
Users

Latest Manual Metwork Scan Resulis ) )
J Edt  Jpadd [ change status » | nImport  @oExport v | Y Delete v Uy Duplicate

Status Mame 4 | Description First Name Last Na
[ Enzbled g vlan10
(] Enzbled 2 vlan20
| Enabled 2 vlan30

Tao policy dé xac thuc Policy->Policy Sets:

"dseh’ Mdentily Services Engine Home ) ConfextVisibiity  » Operations RS in el * Work Centers

» System ~ Identity Management » Metwork Resources » Device Portal Manageme| Policy Seis Profiling |
! ; E
w|dentities  Groups  External Identity Sources  Identity Source Sequences b Setting Posture Client Provisioning I
[<] Policy Elements
Users Network Access Users Dictionaries
Conditions
Latest Manual Network Scan Results | Results
,".? Edit ‘=|‘]=‘Add @Change Status v | e Imp )
Status Name « | Description First Name Last Name Email Adi
O Enabled @ vlan10
O Enabled @ vlan20
O Enabled @ vlan30

Bim nut + dé tao ra 1 Policy m¢i dat tén 1a 802.1x

“hees  Identity Services Engine Home  » ContextVisibiity  » Operafions » Administration  » Work Centers

Policy Sets | Profiling  Posture  Client Provisioning » Policy Elements i .
Click here to do wirel

Policy Sets
+ Status  Policy Set Name Description Conditions Allowed Protocols
Search
@ Default Default policy set Default Network Ac

Sau d6 bim + chd Conditions cuia Policy dé dit cac diéu kién cua Policy
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Identity Services Engine Home  » ConiextVisibfity b Operations » Administration  » Work Cenlers

Policy Sete | Profiling Posture  Client Provisioning » Paolicy Elements i .
Click here to do wireless setur

Policy Sets @

+ Status  Policy Set Name Description Caonditions Allowed Pratocols / Serve
Search
i ® 802.1x + Select from list
@ Default Default policy set Default Network Access

Conditions Studio
Library Editor

wire N

&

CED0aeBR@FERECLOE= ) )
Select attribute for condition

[E] wired_802.1X @ — -
o o offfe = > 1
; g (irediMAS @ Dictionary Attribute 1D
g Wireless_802 1X @ All Dictionaries ~ | Affribute D
[E] wireless Access @ = SEVEE & BENEETIRE
. = DEVICE Model Name
Z Wiicless MRE @ = DEVICE MNetwork Device Profile
= DEVICE Software Version
= Microsoft MS-TSG-Device-Redirection 63
= Network Access Device |P Address
= Network Access NetworkDeviceName
= Radius Called-Station-1D 30
= Radius NAS-Identifier 2>

Conditions Studio

Library Editor
e DEVICE-Device Type
9E0ael@FEBECLOELS = 7
= Equals v 3
i B Wired 802.1X @ Set to s not
Wired_MAB @
Wireless_802.1X @
Z Wireless_Access @
Wireless_MAB @
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Conditions Studio
Library Editor
wire
DEVICE-Device Type
PEO0xeREFRFERECLOES =
Equals ~ All Device Types
Bl Wwired 802.1X ®
Wired_802.1X
AND v =) -
Wired_MAB @
ERE _
i [l wireless_802.1X @ New AND OR
Wireless Access @
Setto 'ls not'
‘B Wireless_MAB @
Editor
DEVICE-Device Type
‘2R ECLO LT =)
Equals v All Device Types v om
@
AND v @ Wired_802.1X
@
@ New AND OR
@
Set to 'ls not' Duplicate @
@

Sau d6 chinh stra Policy vira tao

Identity Services Engine Home ) ConfextVisibiity  » Operafions » Administration  » Work Cenfers
Policy Sets | Profiling  Posture  Client Provisioning  » Policy Elements
Click here to do wireless setup
Resean ncounts X Resst 3 sove
Description Conditions Allowed Protocols / Server Sequence Hits Actions View

DEVICE-Device Type EQUALS All
AND  DeviceTypes Default Network Access x v 4 Fo

Wired_802.1X

Default policy set Default Metwork Access “ L 4 n . )
Default Network Access
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Chd Authentication Policy

Identity Services Engine Home b ContexiVisibiity  » Operations » Administration  » Work Centers
Policy Setz | Profiling  Posture  Client Provisioning  » Policy Elements
Click here to do wireless setu
Policy Sets = 802.1x m
Status  Policy Set Name Description Conditions Allow
Search
_D__ DEVICE-Device Type EQUALS All Device Types
@  so2x AND Defz
Wired_802.1X
I “ Authentication Policy (1) I
@ Status  Rule Name Conditions Use
Search
All_User_ID_Stor
®  Default
? Options

? Authorization Palicy - Local Exceptions

¥ Authorization Policy - Global Exceptions

Identity Services Engine Home  » Context Visibility + Administration  » Work Centers
Policy Setz | Profiling  Posture  Client Provisioning  » Policy Elements Py 7
ICK here 0 Wireless seiu
Policy Sets = 802.1x E
Status  Policy Set Name Description Conditions Allow
Search

E DEVICE-Device Type EQUALS All Device Types
Defz

® s021x AND
Wired_802 1%
I * Authentication Policy {2) I
+  Status  Rule Name Conditions Use
Search
Internal Users
w7 ®  so21x
¥ Options
All_User_ID_Stor
®  Default
? Options

¥ Authorization Policy - Local Exceptions
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Identity Services Engine 58.1.100/admin/#policy/policy_grouping_new i e

Editor
= Wired_802.1X a
glealelllo ke = Set fo 'ls not' @ Duplicate @
@
@ New | AND | OR

—
o =
"

Chd Authorization Policy

Identity Services Engine Home ContextVisibiity  » Operations + Administration  » Work Centers
Policy Sets | Profiing  Posture  Client Provisioning  » Policy Elements
Click here to do wireless setuf
+ Status Rule Name Conditions —_—
Search
All_User_ID_Store
®  Default
? Options
¥ Authorization Policy - Local Exceptions
¥ Authorization Policy - Global Exceptions
I ~ Authorization Policy (1) I
Results
Status  Rule Name Conditions Profiles Security Groups
Search
G) Default = DenyAccess + Select from list
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Identity Services Engine Home  » ConiextVisibiily b Operations } Administration  » Work Centers
Policy Sets | Profiling  Posture  Client Provisioning » Policy Elements
Click here fo do wireless sefur
+ Status  Rule Name Conditions S
Search
All_User_ID_Store
®  Default
2 Options
? Authorization Palicy - Local Exceptions
? Authorization Palicy - Global Exceptions
W Authorization Policy (2)
Results
+
Status  Rule Name Conditions Profiles Security Groups
Search
i ® s021x % Select from list + Select from list
®  Defautt = DenyAccess - Select from list

Identity Services Engine 58.1.100/admin/#policy/policy_grouping_new

172.168.1.100

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https

Editor
= Wired_802.1X -
R ECLE RS = Set to 'Is not' (@ Duplicate @
@
@ New AND CR
DT |
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il Identity Services Engine

Policy Sets | Profiling  Posture
Conditions

[
Caonditions
Wired_802.1X

Kiem tra:

Home:

Client Provisioning

+ Contexi Visibility

» Operations » Administration

» Policy Elements

» Work Centers

Use _ ___
All_User_ID_Stores x v
0 o
? Options
Cisco_IP_Phones -
Cisco_Temporal_Onbeard
Cisco_WebAuth
DenyAccess
NSP_Onboard
Security Groups Hits  Actions
Non_Cisco_IP_Phones
PermitAccess
Select from list * +
* DenyAccess + Select from list v & 0

Kiém tra ciu hinh 802.1x trén switch:

SWl#show dotlx
Sysauthcontrol

Dotlx Protocol

Dotlx Info for

all

Version

Ethernet0/2

Enabled

3

PAE
QuietPeriod
ServerTimeout
SuppTimeout
ReAuthMax
MaxReq

TxPeriod

Dotlx Info for

Ethernet0/3

AUTHENTICATOR
60

0

30

30
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PAE

= AUTHENTICATOR
QuietPeriod = 60
ServerTimeout =0
SuppTimeout = 30
ReAuthMax =2
MaxReq =2
TxPeriod = 30
Dotlx Info for Ethernetl/0
PAE = AUTHENTICATOR
QuietPeriod = 60
ServerTimeout =0
SuppTimeout = 30
ReAuthMax =2
MaxReq =2
TxPeriod = 30

Kiém tra server radius da cau hinh trén switch:

SWl#show radius server-group all
Server group radius
Sharecount = 1 sg unconfigured = FALSE
Type = standard Memlocks = 1
Server (172.168.1.100:1645,1646) Transactions:
Authen: 16 Author: 0 Acct: O
Server auto test enabled: FALSE

Keywrap enabled: FALSE

Kiém tra cau xac thuc trén PC winl:
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Best match

Services
A
App

IS
153

Apps

». Component Services

Settings

=1 View local services

Search the web

£ service
L Services - O X
File Action View Help
e B EBc=z Hm »®nwp
2. Services (Local) © Services (Local)
Wired AutoConfig Marme Description Status Startup Type Lag ™
. -..‘,‘;?‘;Windows Management Inst.. Providesa c.. Running  Automatic Lo
Start the service J,'(I?‘;Windows Media Player Met... Shares Win... Manual Net
-{,‘;?‘;Windows Mobile Hotspot ... Provides th... Manual (Trig... Lec
Description: -..‘,‘;?‘;Windows Maodules Installer  Enables inst.. Manual Lo
The_er.ed AUtUCP”F'Q (DOT3SW:_J J,'(I?‘;Windows Perception Service  Enables spa... Manual (Trig... Lec
f;;égi;;?iﬁ;:ﬂi:;;geor?rmlng -{,“(:?‘;Windows Presentation Fou...  Optimizes p... Manual Lec
Ethernet interfaces. If your current -..‘%?‘;Windows Push Matification... This service... Running  Automatic Lo
wired network deployment enforces 25k Windows Push Motification...  This service... Running  Automatic Loc
EDE'_-IX a';'_lthel:'t';atm"%_the DdOJBSVC -.",“(I?‘;Windows PushTelnstall Serv  Provides inf... Manual (Trig... Loc
service should be configured to run 8 L )
for establishing Layer 2 connectivity -..‘%_;Wlndows Remote Manage.. Windows R... Manual Met
and/or providing access to network 5k Windows Search Provides co...  Running  Automatic (D.. Lec
resources. Wired networks that do -.",“(I?‘;WindowsTime Maintains d... Manual (Trig... Loc
not enforce 802.1X authentication are &, Windows U - :
. 3 pdate Enablesthe.. Running Manual (Trig... Lec
unaffected by the DOT3SVC service. o
Y 5} Windows Update Medic Ser... Enables rem... Manual Lec
-.",“(I"n.WinH'I'I'P Web Proxy Auto-... WinHTTPi.. Running Manual Lec
Wired AuteConfig ‘ The Wired AutoCenfig (DOT3SVC) service is responsik
55 WLAN AutoConfig authen%aticn; the DOT3SVC service should be confic
-.",“(I?‘;WMI Performance Adapter  Provides pe... Manual Lec
-.‘.}'?‘;Work Felders This service ... Manual Lo
-.‘,";?‘;Workstation Creates and... Running  Automatic Net
-.‘,';?‘;WNAN AutoConfig This service ... Manual Loc ¥
£ >
\Extended /(‘Standard/
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..e Services — O e
File Action View Help
= 1
= ERCIES
i | | | Wired AutoConfig Properties (Local Computer) x h
2. Services (Local) ';;’, T
General |lpgOn R D denci
Wired Autol =T | Tecouey | Tependences Status Startup Type Log ™
Service name:  dotdsve Running  Automatic Loc
Start the seny M | Net
Display name: Wired AutoCorfig anua
Manual (Trig... Loc
intion: Description: e Wired AutoConfig (DOT3ISVC) service is A
DESCrIFItI ' esciiption F’s'ponsible for performing |EEE 802.1X W Manual Loc
The Wired A Manual (Trig... Loc
SEMVICE I5 res|
|EEE 802.1X% & Path to executable: Manual Loc
Ethernet intd ~ C\Windows'\system 32\svchost exe & LocalSystemMNetwork Restricted p Running  Automatic Loc
wired netwol Startup typ I.Mt " I" Running  Automatic Loc
artup type:
SOE.jX authe Pape ClL=l Manual (Trig.. Loc
service shou M | Net
for establishi anua
and/or provi Running  Automatic (D.. Loc
resources. W|  Service status:  Stopped Manual (Trig... Loc
not enforce . .
Runnin Manual (Trig... Loc
unaffected bj Starf, | Stop Pause Resume J (Tig
b Manual Loc
You can specify the start parameters that apply when you start the service Running  Manual Loc
from here. Manual Loc
Start parameters: | Manual Loc
Manual Laoc
Manual Loc
Cancel Apply Running  Automatic MNet
Manual Loc ¥
£ >
Extended /(\Standardf
&/ MNetwork Connections - O
+ E‘-“ << MNetwork and Internet » Network Connections v O Search Metwork Connections 0@
Organize » Disable this network device Diagnose this connection Rename this connection = - v [ 0

"-. Ethernet
k",‘? Authentication failed

W Intel(f ) Disable

Status

Diagnose

) Bridge Connections

Create Shortcut
Delete

Rename

Prcl}ertiﬁ I

sleS

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149




%Proi

CONG TY TNHH TU VAN VA DJCH VU CHUYEN VIET
TRUNG TAM TIN HQC VNPRO

BC: 276 - 278 Ung Vin Khiém, P. Thanh M§ Ty, Tp. H Chi Minh
DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org
& Network Connections - O X
w Search Network Connections 9

4 I‘EI <« Metwork and Internet » MNetwork Connections

Dicahla thic netuarl dei Dizanncs thic ion

(leaaniz
,‘1 Ethernet Properties

Select this option to provide authenticated network access for
this Ethemet adapter.

X

Choose a network authentication method:

Microsoft: Protected EAP (PEAF)

Bemember my credentials for this connection each
time |'m logged on

Fallback to unauthorized network access

Additional Settings...

Cancel

1 e e e

m @

Rename this connection #»

EAP MSCHAPvZ Properties

When connecting:
w3\, com):
Automatically use my Windows logon name and
password (and domain if any).

O

Cancel A

[CITCEss S FUDmC FTImEr Y e U oo AOaTorTTy
[ bigicert Assured ID Root CA

[ pigicert Global Root CA

[ bigicert Global Reot G2

D DigiCert High Assurance EV Root CA

[ DST Root CA %3 W
£

Notifications before connecting:

Tell user if the server’s identity can't be verified

Select Authentication Method:
Secured password (EAP-MSCHAP v2)
Enable Fast Reconnect

[[] Disconnect if server does not present aryptobinding TLV
(] Enable Identity Privacy

OK Cancel

"-

% |

n

Search Metwork Connections 0@

m @

v O

» = -

Rename this connection
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& Network Co — O x
t E.‘r « Metwork and Internet » MNetwork Connections ] Search Metwork Connections @
(rnanize = Dirahla thic netuwarl de Dizannca thic cannaction Rename this connection  # S I @
[l Ethernet Properties X
Metworking  Authertication
Select this option to provide authenticated network access for
this Ethemet adapter.
Enable |IEEE 802.1X authertication
Choose a network authentication method:
Microsoft: Protected EAP (PEAF) ~
Bemember my credentials for this connection each
time I'm logged on
Fallback to unauthorized network access
oK Cancel
1 reerrr TTCETTTSETET e =2 [&=]
onne — O x
4N El « MNetwork and Internet » Network Connections w Search Metwork Connections 0
Qirnanize Nicahle thic netunrd deica Niannncs thic cannection Rename this connection 3 ~ 1 @
@ Ethemet Properties >
|
Nety Advanced settings * I}
302, 1¥ settings
| -1 5pecify authentication mode
I User authentication ~ Save credentials

Delete credentials for all users

[JEnable single sign on for this netwark

Perform immediately before user logon
Perform immediately after user logon

Maximum delay {seconds): 10

Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

1 reerrr—|
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@ Network Ce ctions — O pad
™ EI <« Network and Internet » Metwork Connections v 0 Search Metwork Connections 0@
(rnanize - Nicahle thic et devics Nizannace thic cannection Rename this connection  »» = ~ [ 9
@ Ethernet Properties >
b
Nety 2duanc x
802, 1¥ settings
| Specify authentication mode
L
Windows Security X

Save credentials

Saving your credentials allows your computer to connect to
the network when you're not logged on (for example, to
download updates).

I vlan10 I
I| ssssesass I
I OK I Cancel
o] (o
1 e f-: =

el B - <=5 - S A

Bugrce 5: Céu hinh dynamic assign vlan:
Cau hinh:

e Chu hinh trén switch:

SW1 (config) #aaa server radius dynamic-author
SW1l (config-locsvr-da-radius) #client 172.168.1.100
SW1 (config-locsvr-da-radius) #server-key VnProl23

SW1 (config-locsvr-da-radius) #exit

e Cau hinh trén Cisco ISE
Vao Policy->Results->Authorization->Authorization Profiles->Add:

Identity Services Engine Home  » ConiextVisibiity — » Operations » Administration  » Work Centers
Policy Sets  Profiling  Posture  Client Provisioning = ~ Policy Elements Policy Sets Profiling
Dictionaries b Conditions  +Results . Posture Client Provisioning
[<] . Policy Elements
Dictionaries

Allowed Protocols Services __
For Policy Export go to Administration = System = Conditions

T —

+ Authentication

Allowed Protocols

Edit opAdd [f3Duplicate Delete
» Authorization
[ Service Name a | Description
» Profiling [0 Default Network Access Default Allowed Protocol Service
» Posture

¢ Client Provisioning
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Home » Coniext Visibility » Operations » Adminisiration » Work Centers

Policy Sets  Profiling  Posture  Client Provisioning = Policy Elements
Click here to do wireless setup
Dictionaries  » Conditions ~ ~Results

(<]
IR Standard Authorization Profiles
For Policy Export go to Administration = System = Backup & Restore > Policy Export Page
~ Authorization
& - -
J Edit add Duplicate Delete Shov
I Authorization Profiles I - [tl‘ ’ X
[ Mame ™~ Profile a | Description
Downloadahle ACLs
[J Blackhole_Wireless_Access &k Cisco & Default profile used to bl
uhing [ cisco_IP_Phones b Cisco & Default profile used for Ci
» Posture [ cisco_Temporal_Cnboard Wt Cisco & Onboard the device with ¢
[J cisco_WebAuth &k Cisco & Default Profile used to rec
» Client Provisioni
RN O wsP_onboard il Cisco & Onboard the device with |
[ won_cisco_IP_Phones Wt Cisco & Default Profile used for N
[ vian10 ks Cisco &
[ wvian20 iy Cisco &

Xem thong tin id va name trén switch bang 1énh show vlan brief:

Identity Services Engine

» Administration » Work Centers

Policy Sets  Profiling Posture  Client Provisioning =~ - Policy Elements i .
Click here to do wireless setug
Dictionaries  » Conditions  ~Results
—

<]
Authorization Profiles > vian10
» Authentication o
Authorization Profile
 Authorization * Name |\.rlan10 |
Authorization Profiles Description | assign vian 10
Downloadable ACLs * Accass Type| [ Access ACCEPT ]
» Profiling Metwork Device Profile ity Cisco | = | €2
» Posture Service Template [
» Client Provisioning Track Movement (7 ;

Passive Identity Tracking |

¥ Common Tasks @

Security Group

VLAN | 7o 10 | ((Edit Tag | iDNamef T |

+ Advanced Attributes Settings

|
0

‘Select an item

w Attributes Details

Access Type = ACCESS_ACCEPT
Tunnel-Private-Group-1D = 10:1T
Tunnel-Type = 10:13
Tunnel-Medium-Type = 10:6

==l
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Tao profile twong tu cho vlan 20 va 30.

e Chinh lai policy:

Home » Context Visibility » Operations
Policy Sets  Profiling  Posture  Client Provisioning | ~ Policy Elements
Dictionaries  » Conditions ~ ~Results
Lo TasKs
(<]

» Authentication

Downloadable ACLs

[ Voice Domain Permission
» Profiling

} Posture
} Client Provisioning

w Advanced Attributes Settings

[J Web Redirection (CWA. MDM. NSP. CPP)

+ Administration » Work Centers
Polijy Sets | Profiling
"
Posture

eless setup
Client Provisioning I

Policy Elements

Dictionaries
Security Group Conditions
Results
 Authorization
VLAN TagD 10
Authorization Profiles

[ Edit Tag | ID/Name| 1T

# [select an item

0
L

™
3

w Attributes Details

Access Type = ACCESS_ACCEPT
Tunnel-Private-Group-1D = 10:1T
Tunnel-Type = 10:13
Tunnel-Medium-Type = 10:6

Identity Services Engine Home

€

» Context Visibility » Operations
Policy Sets | Profiling  Posture  Client Provisioning  » Policy Elements
Description Conditions
DEVICE-Device Type EQUALS All
~*=  Device Types
AND e

Wired_802.1X

Default policy set

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: htt

» Administration

+ Work Centers

Click here to do wireless setup

Resef

itcounts

Allowed Protocols / Server Sequence Hits Actions  View

Default Network Access

Default Metwork Access =+ 4
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Identity Services Engine Home » Conlexi Visibiity ~ » Operations » Administraion  » Work Cenlers

Policy Sets | Profiling  Posture  Client Provisioning  » Policy Elements i .
Click here to do wireless setup

¥ Authorization Policy - Global Exceptions

“ Authorization Policy (4)

Results
+
Status  Rule Name Conditions Profiles Security Groups
Search
InternalUser-|dentityGroup
. EQUALS User Identity
@ 802 1xvlan30 AND Groups: ACCOUNTING [%wlan30 | + Select from list
Wired_802.1X
InternalUser-ldentityGroup
s EQUALS User Identity
® 802 1xvlan20 AND Groups:SALE [=wlan20 | + Select from list
Wired_802.1X
@ 802 1x-vlan10 | =vlan10 | + Select from list
Gl Default | = DenyAccess | + Select from list
14 »

Editor

Click to add an attribute

PERECLOE=

Select attribute for condition x
ed @ — .
e offfle r P =@ EC 1oL
callWebFAuthenticatiy, Dictionary Aftribute D Info
All Dictionaries - Attribute D
wn_Devices @
a2 CWA CWA_ExternalGroups 6) -
@ & IdentityGroup Description @
@ & IdentityGroup MName @
|-l IdentityGroup 16)
@
& PassivelD PassivelD_Groups @
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Editor

InternalUser-IdentityGroup

FER2ECLOE= €

Equa|g ~ Choose from list or type
User Identity Groups:GuestType_Daily (defaulf)

ed @ Set 1o 'ls not' @

User Identity Groups:GuesiType_SocialLegin (default)

lcal_\Web_Authenticat User Identity Groups:GuestType Weekly (defaulf)

@
User ldenfity Groupp: T
wn_Devices @ User Identity Gmup OWN_ACCOUNTS (default)
User Identity Groups:SALE
@

User Identity Groups: Test

3

Editor

InternalUser-IdentityGroup

PFERECLOER a

Equals v * User Identity Groups:IT

®

AND v @ Wired_802.1X

|_Web_Authenticat

New AND OR

Set o 'Is not’ Duplicate @

®

n_Devices

®

©

®

®

]
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» Context Visibility } Operations » Administration » Work Centers
Policy Sets | Profiling Posture  Client Provisioning » Policy Elements i i
Click here fo do wireless setu)
Results
Conditions Profiles Security Groups Hits  Actions
InternalUser- ldentityGroup
Fiy EQUALS User Identity
AND Groups:ACCOUNTING | = vian30 | + Select from list . 0 -a-
DenyAccess -
B wired_802.1X
NSP_Onboard
Internallser Identity Group Non_Cisco_IP_Phenes
e EQUALS User Identity Permithccess
AND Groups:SALE Select from list v =+ 0 -a
B wired_802.1x
vlan20
InternalUser-1dentityGroup vian30 =
AND EQUALS User Identity Groups:IT |m| + Select from list - 1 .n_
B wired_802.1X
| = DenyAccess | + Select from list . 0 Q
Crese 1 soe
] )

Lam tuong tu cho group SALE va ACCOUNTNG.
Kiém tra:

Nhap mat khau trén winl va kiém tra trén switch vlan c6 thay ddi sang vlan 10 khong.
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& Network Connections - m} H
+ FE\ <« Metwork and Internet » Metwork Connections w Search Metwork Connections 0
(lemanize = Nicahla thic netuwnark dsvica Nizannacs thic cannsction Rename this connection  » EE ~ [H e
| ,‘: Ethernet Properties X |
Nﬂ\i Advanced settings >
| 802, 1I¥ settings
! Specify authentication mode
J
Windows Security had
Save credentials
Saving your credentials allows your computer to connect to
the network when you're not logged on (for example, to
download updates).
I vlan10 I
I assBB008S I
I oK I Cancel
o] (o
1 hoerm—| =
Ok Cancel
SWl#show vlan brief
VLAN Name Status Ports
1 default active Et0/0, Et0/3, Etl/0, Etl/1
Etl/2, Etl1l/3
10 IT active Et0/2
20 SALE active
30 ACCOUNTING active
1002 fddi-default act/unsup
1003 token-ring-default act/unsup
1004 fddinet-default act/unsup
1005 trnet-default act/unsup
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