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LAB - WIRELESS 802.1X WITH EAP-TLS AND PEAP
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I1. Muc dich thye hién:

Vi bao mat Mang cuc bo Wi-Fi (WLAN) 1a diéu can thiét va cac loai xac thuc EAP
cung cip mot phuong tién tét hon co kha ning bao mat két néi WLAN, Mot s6 loai

xéc thuc EAP dugc trién khai pho bién nhat bao gom, EAP-TLS, PEAP.

e EAP-TLS thuong dugc st dung cho mang khong day. Certificate duoc cai
trén ca authentication server va supplicant. Chinh vi yéu cau nay ma ca client
va server ¢c6 mot cap key duoc ky boi CA server. EAP-TLS duoc st dung
tuong tu nhu mi hoa SSL. EAP-TLS thiét 14p mot dudong hdm ma hoa dé
certificate ctia user dugc gui vao trong do.

e PEAP (Protected EAP) dau tién bén server sir dung certificate dé tao ra mot
duong him ma hoa. Sau d6 qua trinh chung thuc dugc dién ra trong dudng

ham d6 bang cach sir dung (MS-CHAPv2) hoic Generic Token Card (GTC)
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“ User = admin1 Q

~ Kis
i~ Group: Wireless Users
LM-AP1 SSID: LM-INTERNAL PASS DACL: DACL_USER
- 000

PEAP/' ‘\ EAP-TLSPEAP

x L

FAIL Domian Computer
Group: LM-WIN10-TEST1
DACL: DACL_COMPUTER

x User = employee1 Q

Group: Domain Users

Ta s€ tao SSID: LM-INTERNAL cho phép user adminl group Wireless Users truy
cap vao mang wifi. Trong truong nay ta vi du Phong tai chinh chi cho phép dung
laptop khong dugc dung dién thoai. Trén ISE ta s& bo tick xac thuc PEAP dé dién
thoai khong thé truy cap vao.

II1. Thuec hién:

- Khau chuén bi:
v Cisco ISE
v VWLC
v Win Server cai DC

v Chuan bi may PC cai win 7 hodc win 10

v Ta thuc hién cdu hinh WLC:
v Tavao Wireless / General
v Admin Status: Enable

v AP Mode: FlexConnect
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MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

All APs > Details for APf40f.1b19.fb60

General | Credentials ] Interfaces | High Availability | Inventory | FlexConnect | Advanced
General Versions
AP Name |APf40f.1b19.fb60 | Primary Software Version 8.3.150.0
Location Idefault location | Backup Software Version 0.0.0.0
AP MAC Address f4:0f:1b:19:fb:60 Predownload Status None
Base Radio MAC 38:1c:1a:9b:3d:b0 Predownloaded Version None
Admin Status [Enable v| Predownload Next Retry Time NA
AP Mode |FlexConnect v Predownload Retry Count NA
AP Sub Mode [None v Boot Version 12.4.23.0
Operational REG 10S Version 15.3(3)ID17%
Status v s
Mini IOS Version 0.0.0.0
Port Number 1
IP Config
Venue Group | Unspecified b =
Venue Type |W| CAPWAP Preferred Mode Ipv4 (Global Config)
Add New Venue DHCP Ipv4 Address 10.215.25.224
Venue Static IP (Ipv4/Ipv6) O
Language Name

v Tab High Availability:
v Primary Controller vVWLC
v Manegement IP Address (Ipv4/Ipv6): 10.1.1.100

All APs > Details for APf40f.1b19.fb60

| General | Credentials | Interfaces | High Availability | Inventory | FlexConnect | Advanced |

Name Management IP Address(Ipv4/Ipve)
Primary Controller  [wWLC |[10.1.1.100 |
Secondary Controller | || |
Tertiary Controller | || |
AP Failover Priority Low hd

Trong Tab WLANS/ General

Profile Name: LM-INTERNAL

SSID: LM-INTERNAL

Status: tick enable

Interface/ InterfaceGroup(G): Im-userl

Broadcast SSID: tick enable

A N N N RN
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CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Type

Profile Name [ LM-INTERNAL |
SSID [ LM-INTERNAL |
o

v Trong tab Security/ Layer 2

v Layer 2 Security: WPA + WPA2
v WPA2 Policy: tick vao enable

v 802.1x: tick vao enable

MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

WLANSs > Edit 'LM-INTERNAL'

D
~ General lrmlv—l[ QoS ] Policy-Mapping | Advanced |

[tayer2|| Layer3 | AAAServers |

Layer 2 Security & | WPA+WPA2 v|

MAC Filtering2 [

Fast Transition
Fast Transition Adaptive V|

Over the DS
Reassociation Timeout| 20 Seconds

Protected Management Frame

PMF Disabled v

WPA+WPA2 Parameters

WPA Policy O

WPA2 Policy

WPA2 Encryption Baes Tkip [Jcempesse  [Jeompizs [eempzss
OSEN Policy ™

Authentication Key Management 19

| 802.1% Enable |

- Tiép tuc ta chon qua phan AAA Server

+Authentication Server, bat enabled

+Accounting Server, bé chon
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YnPro

ONITOR  WLANSs

CONTROLLER ~ WIRELESS  SECURITY MANAGEMENT

WLANSs > Edit 'LM-INTERNAL'

' General | Security | QoS | Policy-Mapping | Advanced |

Layer 2 | Layer 3 i AAA Servers ]

Layer 2 Security & | WPA+WPAZ ~ |

[s
MAC Filtering? [

Fast Transition

Fast Transition
Over the DS

Adaptive w

- tiép tuc ta chon qua phan WLAN/ Advanced

CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

MONITOR  WLANS

WLANSs > Edit 'LM-INTERNAL'

| General l Security ] Qos [ Poliq-uapphg[ Advanced 1

Timeout Value (secs)

giaximum Allowed Clients D

Static IP Tunneling 42 [Jenabled

Wi-Fi Direct Clients Policy |[Disabled v
Maximum Allowed Clients 200

Per AP Radio

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https

Allow AAA Qverride DHCP
Coverage Hole Detection Enabled DHCP Server [J override
Enable Session Timeout ] 1800
Session Timeout (secs) DHCP Addr. Assignment [ ] Required
Aironet IE v
!Enabled OEAP
Diagnostic Channel 18 [JEnabled
Override Interface ACL IPv4 | None v IPv6 | None v SelE el L] enabled
Layer2 Acl None Vv
b4 Vl Management Frame Protection (MFP)
URL ACL None v
P2P Blocking Action Disabled v MFP Client Protection 2 | Optional v
Client Exclusion £ ®Enabled |5°7| DTIM Period (in beacon intervals)

802.11a/n (1 - 255) |1—|

802.11b/g/n (1 - 255) |1

NAC

I NAC State [ISE NAC VI

Load Balancing and Band Select

ww.youtube.com/(@vnprol149
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v Chuyén qua tab Advanced /
v/ Muc NAC State : Chon ISE NAC

MONITOR  WLANs

CONTROLLER WIRELESS SECURITY MANAGEMENT

COMMANDS

HELP FEEDBACK

WLANS > Edit 'LM-INTERNAL'

~ General | Security | QoS | Policy-Mapping | Advanced |

Enabled
Enabled

Enable Session Timeout w3 | 1800
Session Timeout (secs)

Allow AAA Qverride

Coverage Hole Detection

Aironet IE EEenabled
Diagnostic Channel 18 [CJenabled
Override Interface ACL  IPv4 1Pv6 | None v

Layer2 Acl None Vv
URL ACL None Vv

P2P Blocking Action
3

Client Exclusion = ®Enabled 50
Timeout Value (secs)
Maximum Allowed Clients I:I
Static IP Tunneling 41 [CJenabled
Wi-Fi Direct Clients Policy | Disabled v
Maximum Allowed Clients 200

Per AP Radio

DHCP
DHCP Server [ override
DHCP Addr. Assignment | Required

OEAP
Split Tunnel [ Enabled

Management Frame Protection (MFP)

Optional v

DTIM Period (in beacon intervals)

802.11a/n (1 - 255) |1
802.11b/g/n (1 - 255) |1

MFP Client Protection £

NAC
NAC State |ISENAC Vv
Load Balancin Nones elect

SNMP NAC

Chon Tab Security / RADIUS Authentication Servers:

v Server address: 10.1.1.102
v Port: 1812
v Admin Status: Enable

MONITOR CONTROLLER WJRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Security RADIUS Authentication Servers Apply few
Auth Cslled Stabon 1D Type | AP MAC Address:SSID ¥
Use AES Key Wrap (Designed for FIPS customers and requires a key wrap complant RADIUS server)
MAC Delimiter Hyphen v
Framed MTU 1300
Network Server x&'
User Management Index Server Address (1P /Ipve) IPSec Admin Status
v 3 102 Ozabled Erabled =
“ Desabled Enabied -]
Q » Local EaAP
Advanced EAP
¥ Priority Order
» Certificate t ’ h ’ . rt
¥ Access Control Lists ao b | Cal I I Iang C U"a Ip |Se po
b O ‘“"\"‘"\., L —— e w ! ——— .«M
Wireless Protection ]
Policies " 8 ly’ u C
» Web Auth e e —— \..m—-A;M
TrustSec SXP
Local Policies

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https
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v Cai dat Shared Secret

alvaln
MONITOR WIANs CONTROLLER WJRELESS SECURITY MANAGEMENT COMMANDS NELP FEEDBACK
Security RADIUS Authentication Servers > Edit < Back Apply
o Server Index 1

Server Address(lpva/ipes)

Shered Secret Format
Shared Secret

Confirm Shared Secret

rov e (Designed for FIPS customers and requres 3 key wrap comphant RADIUS se
Port tumber 112
A
Server Status R [Enabled v
Suppert for Coa Enabled ¥
) Local EAP Server Timeout 2 seconds
: > ~ e ,
Advanced EAP etmork User ? enatie oxd ay, huwycai
» Priority Order Management Ensbie ' S ?

» Certificate Management Retransmit Timeout 2 seconds key g I n g
Sepim Lat e

¥ Access Control Lists

> WJ‘mless Protection Whec e béﬁ \C-Q ise Cho

Policles 1PSec Profie Name nene ¥
b Web Auth

s radius,chon

bt version 2¢,

v Tai Tab Management
v Add New

v Community Name: cisco

v 1P Address (Ipv4/Ipv6): 0.0.0.0
v IP Mask/Prefix length: 0.0.0.0
v Access Node: Read-Only

v Status: Enable

alvaln Seye Configuraton  Ping  Logout Refresh
MONITOR WLANs CONTROLLER WIRELESS SECURTTY MANAGEMENT COMMANDS HELP FEEDBACK # Home
Management SNMP v1 / v2c Community Apply New...
Summary
Community Name 1P Address(Ipva/Ipvé) 1P Mask/Prefix Length Access Mode Status
cisco 0.0.0.0 0.0.0.0 Read-Only Enable -]

IPSec Parameters

Trap Controls )
Trap Logs PSec

HTTP-HTTPS
IPSEC
Telnet-SSH
Serial Port

Local Management
Users

User Sessions
» Logs

Mgmt Via Wireless
» Cloud Services
» Software Activation

» Tech Support

v Tai Tab WLAN / Security / AAA Servers
v Muc Authentication Server: IP 10.1.1.200 Port 1812
v Muc Accounting Server: IP 10.1.1.200 Port 1813

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/(@vnpro149
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Save Configuration  Ping Logout Refresh
afvaln
CISCO MONITOR. WLANs CONTROLLER ~ WIRELESS SECURITY MANAGEMENT <COMMANDS HELP FEEDBACK A Home
WLANSs WLANSs > Edit 'LM_INTERNAL' [=sack | [ ey ]
» “@NS | General | Security " QoS .I’ Policy-Mapping T Advanced ‘|
» Advanced P L . -
Layer 2 | Layer 2 I AAA Servers |
Select AAA servers below to override use of default servers on this WLAN
RADIUS Servers
RADIUS Server Overwrite interface  |_|Enabled
Authentication Servers Accounting Servers EAP Parameters
Enabled Enabled Enable O
Server 1 [IP:10.215.28.54, Port:1812  |[IF:10.215.36.54, Port: 1813 %)
Server 2 |Ncne V”None Vl
Server 3 |Ncne V”Nane Vl
Server 4 |None V”None Vl
Server 5 |Ncne V||Nane V|
Server 6 |Ncne V||Nane V|
RADIUS Server Accounting
Interim Update Interim Intewal@ Seconds
I NAP Servers h
4 3
Foot Notes
1 Web Policy cannot be used in combination with IPsec
2(a) FlexConnect Local Switching is not supported with IPsec, CRANITE suthentication, Override Interface ACLs
2(b) When flexconnect local authentication is enabled, irrespective of AP on connected or standalone mode the AP wiil act as NAS
Z(c) When flexconnect local authentication is disabled, AP on connected mode will use WLC 55 NAS and AP as NAS while its on standalone
e
7 e S U ST S A -
. 14 ~ M }\ ? b)
v Tai Tab Advance: cac ban s¢€ tick day du nhu hinh sau
WLANSs > Edit 'LM_INTERNAL' == W
General [ Security | QoS | Policy-Mapping | Advanced |
Allow AAA Override Enabled DHCP
Coverage Hole [ i
Shvermge Enabled DHCP Server ) override
Enable Session Timeout | 1800 i | DHCP Addr. Assignment Required
SIssion Timeout (secs)
Aironet IE ®Enabled OEAP
E)éagnoﬂlc Channel T 4ied split Tunnel [CJ Enabled

Override Interface
ACL

Layer2 Acl
URL ACL

Client Exclusion 2

Maximum Allowed
Clients &

Static IP Tunneling
11

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: htt

P2P Blocking Action | Disabled v

IPvE

1Pv4 @ [None v | Management Frame Protection (MFP)

None v
[None v

MFP Client Protection 2

Optional v

DTIM Period (in beacon intervals)

802.11a/n (1 - 255) 1
s02.130/g/n (1. - 259

NAC

NAC State |ISENAC Vv

4l80
Timeout Value (secs)

|

[CJenabled

Enable:

ww.youtube.com/(@vnprol49
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WLANSs > Edit 'LM_INTERNAL' |_<Back | |__Apply

~ General | Security | Qos [ Policy-Mapping ] Advanced |
WitFi Direct Clients —err v — o1 @ 0o CAmdsiE T

Palicy Dbl v] Client Load Balancing O i
?'?:';';';Up"e‘rAﬂgwe‘j [Tl Client Band Select O
Radio I Passive Client
g:f:gg’;‘::ég?\t Oenabled Passive Client [J
Client user idle - Yoxe
TB"U%%USIS' U Media Session Snooping ] Enabled
Client useridle Re-anchor Roamed Voice Clients () Enabled
ihoroeggggjogo' I28800 Bytes KTS based CAC Policy () Enabled
R Nl el 0 Radius Client Profiling
o NI G DHCP Profiling

Off Channel Scanning Defer HITE Profling
Scan Defer Priority 0123456 7 Local Client Profiling

0000 (] DHCP Profiling

SDeror o HTTP Profiling
Time(msecs) —‘ Universal AP Admin Support

FlexConnect Universal AP Admin O

v Tai Tab MONITOR: ta s€ quan sat dugc MAC cua thiét bi Client da join

< € | bag//172.1632.104/5creens/frameset ht ~

i Apps @ ISEI @@ IsE2 [§ wiC

cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Monitor Clients Entries 1 -1 0f 1
Summary Current Filter Teone [Change Fiter] [Clear Fiter]
» Access Points
» Cisco CleanAlr Client MAC Addr 1P Address(ipva/Ipv6) AP Name WLAN Profile WLAN SSID User Name
» Statistics £0:1£:02:c:ce:59 bl72.16.64.37] LM-HQ-AP1 LM-INTERNAL LM-INTERNAL LM-WINIO-TEST
» CcoP k8
} Rogues
Clients

Sleeping Clients
Multicast

Applications

Local Profiling

v Quay lai Cisco ISE

v Tavao Muc Work Center / Network Access / Ext id Sources / Certificate
Authentication

v/ Ta tao mot Certificate Authentication Profile

v Name: LM_CERT _ON

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: htt v.youtube.com/(@vn;
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v Identity Store:All_AD Join_Points
v User Identity From: Certificate Attribute: Subject-Common

v Match Client Certificate Against: tick vao Only to resolve ambiguity

= Cisco ISE Work Centers + Network Access

Overview Identities Id Groups Ext Id Sources Network Resources Policy Elements Policy Sets

Centificate Authentication Profiles List New Certificate Authentication Profile
External Identity Sources
= e Certificate Authentication Profile N
1 Certificate Authentication |
1 Active Directory * Name LM_CERT_CN

“9 ad.eve.lab !
= Description

1 LDAP
-1 ODBC
51 RADIUS Token ) -
Identity Store All_AD_Join_Points v @
5 RSA SecurlD
5 SAML Id Providers
Use Identity From © Certificate Attribute Subject - Common Nam

3 Social Login 1

(O Any Subject or Alternative Name Attributes in the Ceértif

Match Client Certificate O Never
Against Certificate In onl ve id biqui
Identity Store (D) © Only to resolve identity ambiguity

(O Always perform binary comparison

v Tavao Muc Work Center / Network Access / Identities / Identity Source

Sequences

v Name: CERT _AD LOCAL

v Certificate Based Authentication: tick vao Select Certificate Authentication
Profile: LM_CERT CN

v Authentication Search List: add céac identity source (ad.eve.lab; Internal

Uses; Internal Endpoints)

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149
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= Cisco ISE Administration - Identity Management

Identities Groups . External Identity Sources Identity Source Sequences Settings

Identity Source Sequences List New |dentity Sokce Sequence

Identity Source Sequence

v |dentity Source Sequence

* Name
| CERT_AD_LocAL |

~ Certificate Based Authentication

Select Certificate Authentication Profile
LM_CERT_CN Vv

= Cisco ISE Administration - Identity Management

Identities Groups External Identity Sources Identity Source Sequences Settings

A set of identity sources that will be accessed in sequence until first authentication succeeds

b Available Selected
~ ~
Guest Users ad.eve.lab
All_AD_Join_Points Internal Users

Internal Endpoints

v Ta vao Muc Work Center / Network Access / Ext Id Sources / Active
Directory / ad.eve.lab / +Add

v eve.lab/WIRELESS USER
v eve.lab/Domain Computer

Vv eve.lab/Domain Users

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https v.youtube.com/(@vnprol49
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c Click here to do visibility setup Do not show this again
Ext Id Sources Network Resources Policy Elements Policy Set Y P "
nnectior i D } IC Attrit | 1

External Identity Sources Groups

= Certificate Authentication F
P

1 _Active Directo -
I~ R
<} ad.eve.lab ] eve lab/LAB BYOD USER

£ LDAP I O

ODBC e B b R A R L e A

RADIUS Token I O evelabjusersiDomsin

RSA SecurlD
£ SAML Id Providers

3 Social Login

v Ta vao Muc Work Center / Network Access / Network Resources / Network
Devices/ + Add

= Cisco ISE Work Centers + Network Access

Overview Identities Id Groups Ext Id Sources Network Resources Policy Elements Policy Sets

Network Devices

Device Groups Network DeViCGS

Default Device

External RADIUS Servers

i Add L, Import T Export fl Delete
RADIUS Server Sequences o N
MDM / UEM Integrations [J Name IP/Mask Profile Name Location

v Network Devices

v Name: LM-WLC1

v 1P Address: 10.1.1.100/23
v Location: MY _LAN

v Device Type: WLC

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: httj vw.youtube.com/@vnpro149
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= Cisco ISE Work Centers + Network Access

Overview Identities Id Groups Ext |d Sources Network Resources Policy Elements

Network Devices

Network Devices List ~ New Network Device

Device Groups

, Network Devices S
Default Device

External RADIUS Servers
Name LM-WLC1

RADIUS Server Sequences

MDM / UEM Integrations

Description
P S 10.1.1.100 - - @
Location My LAN h Set To Default
IPSEC Is IPSEC Device ~ Set To Default
Device Type WLE ~ Set To Default

v Tick vao RADIUS Authentication Settings:

v Shared Secret: cisco

s

~ RADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS

Shared Secret cisco Hide

(] Use Second Shared Secret (3)

Second Shared

Show
Secret

CoA Port 1700 Set To Default

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: httj youtube.com/@vnpro149
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v Tick vao SNMP Settings:
v/ SNMP Version: 2¢
v/ SNMP RO Community: cisco

B SNMP Settings

Dat mat khau nhu ben
SNMP Version Ie WLC dE 2 thIEt bl kEt
nr:nwr:ﬂ Thhau

SNMP RO : .
Community cisco Hide
SMMP Username

Security Level W

Auth Protocol bl

v Ta vao Muc Work Center / Network Access / Policy Elements / Results /
Downloadable ACLs / + Add

= Cisco ISE Work Centers + Network Access

Overview Identities Id Groups Ext Id Sources Network Resources Policy Elements

Conditions > Downlo&dable ACLs

Results N~
Allowed Protocols "
+ Add
Authorization Profiles
Downloadable ACLs O Name Description
O DENY_ALL_IPV4_TRAFFIC Deny all ipv4 traffic
OJ DENY_ALL_IPV6_TRAFFIC Deny all ipv6 traffic

v Tatao mot DACL:
v Name: DACL_COMPUTER

v DACL Content: permit ip any any

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/(@vnpro149
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> ACL List > DACL_COMPUTER

Downloadable ACL

* Name DACL_COMPUTER

Pv4 IPv6 Agnostic (D)

" DACL Content 12345678 | permit ip any anyl
91011121
31415161
71819202
12223242
52627282
93031323
33435363
73839404
14243444

v Check DACL Syntax ®

v Name: DACL_USER

v DACL Content: permit ip any any

t > DACL_USER

Downloadable ACL

* Name DACL_USER

rsion Pv4 IPV6 Agnostic ()

" DACL Conteit 12345678 permit ip any any
91011121
21415161
71819202
12223242
52627282
93031323
33435363
73839404
14243444
54647484

v Check DACL Syntax ®

v Ta vao Muc Work Center / Network Access / Policy Elements / Allowed
Protocols/ lick vao HOST PEAD_TLS FAST/ edit
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= Cisco ISE Work Centers + BYOD
Overview Identities Identity Groups Network Devices Ext Id Sources Client Provisioning
Conditions >

Allowed Protocols Services [

Results v

Allowed Protocols

Authorization Profiles

For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

- Add  [J Dup

Downloadable ACLs

O Service Name Description
Default Network Access Default Allowed Protocol Service
HOST_PEAP_TLS_FAS For MAB and 802.1X

v Tai phan edit cia HOST PEAP TLS FAST
v Description: For MAB and 802.1X
v Céc ban s& tick ddy da nhu hinh.

= Cisco ISE Work Centers - BYOD

Overview Identities Identity Groups Network Devices Ext Id Sources Client Provisioning

Allowed Protocols Servi List New Allowed Protocols Service

Conditions >

Allowed Protocols h

Results v

N

Authorization Profiles

Description ['for MAB and 802.1X
Downloadable ACLs

~ Allowed Protocols

Authentication Bypass
Process Host Lookup r:)
Authentication Protocols
[ Allow PAP/ASCII
[ Allow CHAP
[ Allow MS-CHAPV1
[ Allow MS-CHAPv2
[ Allow EAP-MDS

@ Allow EAP-TLS

v Tai muc Preferred EAP Protocol: EAP-TLS

= Cisco ISE I Work Centers - BYOD I

Overview Identities Identity Groups Network Devices Ext Id Sources

[J Allow MS-CHAPv2
(] Allow EAP-MD5

Conditions ~
@@ Allow EAP-TLS
Library Conditions [,\\S
Smart Conditions [ Allow LEAP
& Allow PEAP
Results > @& Allow EAP-FAST

Authorization Profiles
& Allow TEAP
Downioadable ACLs

referred EAP Protocol

[ EAP-TLS L-bit (D
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v Tick vao tab Allow EAP-TLS

v Tick vao Allow Authentication of expired certificates
v Tick vao Enable Stateless Session Resume

v Session ticket time to live: 2 Weeks

v Proactive session ticket update: 10%

ticket time to live
2 Weeks Vv

Proactive session ticket update will occur after 10 % of Time To Live has expired

[ Attow Leap

v Tab Allow PEAP

v B6 chon muc Require cryptobinding TLV

v B4 Allow PEAP

PEAP Inner Methods
Allow EAP-MS-CHAPV2

O

Allow EAP-GTC

0

b Allow EAP-TLS

Allow Password Change Retries 1] (Valid Range 0 to 3)

Allow Password Change Retries 0 (Valid Range 0 to 3)

L_J Allow Authentication of expired certificates to allow certificate renewal in Authorization Policy

®
Chr’(: cryptobinding TLV ®— bo’ Chon muc nay

N Allow PEAPVO only for legacy clients

v Tick vao Allow EAP-FAST
v Ta sé tick dy du vao
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v [ Allow EAP-FAST

EAP-FAST Inner Methods
Allow EAP-MS-CHAPV2

[j Allow Password Change Retries 1 (Valid Range 0 to 3)

Allow EAP-GTC

O

Allow EAP-TLS
C] Allow Authentication of expired certificates to allow certificate renewal in Authorization Policy

©)

(O Use PACs © Don't Use PACs

D Accept client certificate during tunnel establishment

Allow Password Change Retries 1 (Valid Range 0 to 3)

[:] Allow Machine Authentication
D Enable EAP Chaining

v & Alow TEAP

TEAP Inner Methods
Allow EAP-MS-CHAPv2

D Allow Password Change Retries 3 (Valid Range 0 to 3) @

Allow EAP-TLS
[:] Allow Authentication of expired certificates to allow certificate renewal in Authorization Policy

@

D Allow downgrade to MSK (7)
Accept client certificate during tunnel establishment @
Enable EAP Chaining @
Preferred EAP Protocol  EAP-TLSWV @
(J EAP-TLS L-bit
D Allow weak ciphers for EAP @
D Require Message-Authenticator for all RADIUS Requests @
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v Ta vao Muc Work Center / Network Access / Policy Elements /
Authorization Profiles/ + Add

= Cisco ISE Work Centers : Network Access
Overview Identities Id Groups Ext Id Sources Network Resources Policy Elementa
Conditions

Standard Authorization Profiles

Resuits v

For Policy Export go to Administration > System > Backup & Restore > Policy Export
Allowed Protocols

Authorization Profiles

L1 Add

Downlcadable ACLs

O Name Profile

v Name: WLAN_COMPUTER
v DACL Name: DACL COMPUTER

]
(=4

= Cisco ISE I Work Centers « Network Access I i

Network Resource Policy Elements

Conditions
Authorization Profile

Results v

Allowed Protocols WLAN_COMPUTER

I Authorization Profiles

Downloadable ACLs %
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v/ Name: wlan user
.

v/ DACL Name: DACL USER

> WLAN_USER

Authorization Profile

LAN_USER
“
Access Typ
ACCESS_ACCEPT ™

etwork Device P it Ci -

m]

0o

SNO)

Passive Identity Tracking O (D

v _Common Task

DACL Name DACL_USER v

v Ta vao Muc Work Center / Network Access / Policy Sets
v Tao tao mot Policy méi:
v Name: WLAN
v Conditions:
e DEVICE:Device Type EQUALS All Device Types#WLC
e Radius-NAS-Port-Type EQUALS IEEE 802.11
e Allowed Protocols / Server Sequence: HOST PEAP TLS FAST
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= Cisco ISE Work Cen A © QA 0 &
Ove Identities Id Groups xt Id Sources Network Resources Policy Elements Moreé
Policy Sets Reset Policyset Hitcounts
\"_l‘/ Status Policy Set Name Description Conditions Allowed Protocols / Server Sequence Hits Actions View
Q
DEVICE:Device Type
@ |EQUALS All Device
e TypestWLC
(] WLAN AND) Radius-NAS-Port ! {(:)} ’
) = e
EQUALS Wireless
IEEE 802.11
DEVICE-Device Type
Q@ EQUALS Al Device
TypesHSWITCH
LM WIRED AND HOST_PEAP_TLS_F < 0 >
Radius:NAS-Port {é}
@ Type
EQUALS Ethernet
I (EVISELovatiy V& Thi Thu Ngan (2001181221 @hufiedun) is signed in
Status Policy Set Name Description Conditions Allowed Protocols / Server Sequence Hits
o DEVICEDevice Type EQUALS All Device
T Types#WLC
(] WLAN AND EAP_TLS ] 0
- Radius:NAS-Port-Type EQUALS Wireless
~ IEEE 802.11
> Authentication Policy (3)
> Authorization Policy - Local Exceptions
> Authorization Policy - Global Exceptions
> Authorization Policy (7)
v Tab Authentication Policy:
v Ta add policy MAB va DOT1X nhu hinh
s Authentication Policy (3)
(+) Status Rule Name Conditions Use Hits  Actions
Internal Endpoints P
[} MAB E  wireless_maB 0 {(:)}
Options
CERT_AD_L L
[} DOT1X [F]  wireless_so2.1x 0 {@,
Options
5 &
] Default 0
> Options {é}
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v/ Tab Authorization Policy
v Tatao 2 muyc phan quyén: COMPUTER VA USER

v Rule name: COMPUTER
v Condition:
e ad.eve.lab ExternalGroups EQUALS eve.lab/USERs/Domain

Computers

e and Normalised Radius-SSID CONTAINS LM_VnPro

| “~ Authorization Policy (7)

Results

(&) Status Rule Name Conditions Profiles Security Groups Hits Actions

[o8

ad.eve.lab-ExternalGroups
A EQUALS eve.lab/Users/Domain

Computers WLAN_COMPUTER Select from lis 0 {é‘;}
Normalised Radius-SSID
CONTAINS LM_VnPro

(] COMPUTER AND

ad.eve.lab-ExternalGroups
R EQUALS eve.lab/LAB
MINUTES/WIRELESS USER

Network -
©  user AND WLAN_USER Select from list 0 Ben

b Access-WasMachineAuthenticated
EQUALS True

Normalised Radius-SSID
CONTAINS LM_VnPro

v Tai Domain Controller ta tao
+ adminl

+ employeel
v Cac group Wireless USER, NHANVIEN
v Add adminl vao USER DC
v Add employeel vao USER DC
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i i ?
B Active Diectiony Usesi:and admin1 Properties ? X O
File Action View Help Remote control Remote Desktop Services Profile COM+ =
. ; General  Address  Account Profle  Telephones  Organization [ Hi
allica —
e amE &0 Member Of Dialin Environment Sessi
] Active Directory Users and ¢ ion
» | Saved Queries Member of:
v 5 labminutes.com Name Active Directory Domain Services Folder ols
| Builtin labminutes com/Lab Minutes
. Computers labminutes com/Users
, 21 Domain Controllers labminutes.com/Lab Minutes
" ForeignSecurityPring labminutes.com/Lab Minutes
= Lab Minutes labminutes.com/Lab Minutes
| Managed Service Ad| labminutes.com/Lab Minutes
" Users labminutes.com/Lab Minutes TLS
Primary group: Domain Users
. There is no need to change Primary group unless
Set Pamany BRUB. | oy have Macintosh clients or POSIX-compliant
applications.
<
| I
B acaco . = employeel Properties ! X
File Action View Help Remote control Remote Desktop Services Profile COM+
Ee | 2D “, D | 1 General  Address Account Profle  Telephones  Organization
= : Member Of Dialin Environment Sessions
7 Active Directory Users and ¢ i
s ry Member of: pon
» | Saved Queries
v 5 labminutes.com Name Active Directory Domain Services Folder
~ Builtin Domain Users labminutes com/Users
» | Computers labminutes .com/Lab Minutes
, 2. Domain Controllers labminutes.com/Lab Minutes
| ForeignSecurityPring
2 Lab Minutes %
» [ Managed Service Ad|
~ Users
Add... Remove

Primary group: Domain Users

= There is no need to change Primary group unless
SeL Famary GOUS | o have Macintosh clients or POSIX-compliant
applications.

e

v Tién hanh ding nhap vao DC coi cic user di tao c6 thanh cong khong, do
bang winserver2016, dé gip 16i khi tao user, néu tao user thanh cong dang

nhap rdi ta ha add vao cac group.
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Ta s€ khong cho phép cac User thuoc Group: Wireless User truy cap:

« User = admin1 Q

Ly Group: Wireless Users (i)
LM-AP1 SSID: LM-INTERNAL PASS  DACL: DACL_USER
PEAP_~ "\ EAP-TLSPEAP
x User = employee1 e

Group: Domain Users
X -
FAIL Domian Computer

Group: LM-WIN10-TEST1
DACL: DACL_COMPUTER

Ta sé tiép hanh truy cap wifi trén iphone (user: admin1)

»- 11:27 AM =g 11:28 AM [ 11:28 AM
Enter the password for “LM-INTERNAL" Enter the password for “LM-INTERNAL" Cancel Certificate Trust
Cancel  Enter Password | Cancel  Enter Password Join
~access.ise.labminutes.com
Username | Username admini Issued by LM-ROOT-CA
Password Password eeeee Not Trusted
Expires 9/19/22, 2:00:43 PM
More Details Incorrect password for
Mode Automatic Mode Automatic “LM-INTERNAL"
OK
Cho phép
dang tin cay,
P A
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v Vao muc Operation/ RADIUS/ Live logs

v Khi nay ta s& thay xéc thyc fail

= Cisco ISt perations « RAC A @
Live Logs
—
&+ ' Ex
Time Status Details Repea... Identity Endpoint ID Endpoint Profile Authenti... Authoriz...
v Identity Endpoint ID Endpoint Profile Authenticat Authorizatic

128,434 EI 3 4ci57.CABEEE e

Overview
! e
anmu
C:57:CA:S6 EE.BS
f Apple-Device
! l WLARN 1%
I I } WLAN ¢ |
Authentication Details
2020-09-27 0:03.69
I 2020-09-27 11 3.69
f LM-ISE
( ithor
\ultl zation Profile with A S REJI tribute
Extracted EAP-Responst MLait 1 PEAP challenge-

xTEE= -
1SE o hor confirmed 1ocam

authe l sSLon 1o user In ‘.‘.,'

e Fvaluating A 1”"‘4‘_‘_'Yi"w" Pt
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v Thir két qua két ndi qua laptop

v Truy cép vao user: adminl

Other user

Sign in to: LABMINUTES

How do | sign in to another domain?

employee1

Other user
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v Vao phan setting / Network Status/ két ndi wifi LM-INTERNAL

Settings - a X
(A Home Status
| | 3 sett I Network status
Network & Internet
o+ 1+®
I B Status LM-INTERNAL
labminutes.com 2
@ Wi-Fi You're connected to the Internet
If you have a limited data plan, you can make this network a
%3 Ethernet metered connection or change other properties.
e Wi-Fi 7 (LM-INTERNAL) 9 MB
= Dial-up ﬁ From the last 30 days
% VPN Properties Data usage
g Airplane mode MGMT 2M8B
g From the last 30 days
" Mobile hotspot S
: - P Properties Data usage D}
& Proxy

@ Show available networks

he connection options around you

v Chuyén huéng sang Network and Sharing Center”

v Lick vao Set up a new connection or network

5% Network and Sharing Center = O X
4 52 « AllControl Panel ltems > Network and Sharing Center v O L
View your basic network information and set up connections

Control Panel Home

View your active networks
Change adapter settings

Change advanced shanng labminutes.com 2 Access type: No Intemnet access
settings Domain network Connections: § MGMT
Media streaming options

Change your networking settings

Set up a breadband, dial-up, or VPN connection; or set up a router or access point.

C— ubles " b ~
- Troubleshoot problems

hlachoot 1

Diagnose and repair network problems, or get t g infor

v Trong muc Set Up A Connection or Network

v/ Chon Manually connect to a wireless network
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? Set Up a Connection or Network

Choose a connection option

Connect to the Intemnet

Set up a broadband or dial-up connection to the Intemnet

Ct. Set up a new network
" Set Up 2 NEW FOULer O3

ess point

:. Manually connect to a wireless network
- onnect te a hidde etwork or create a ne

) Connect to a workplace
'* ot up a dial-uy Pl

r VPN connection to your workplace

Goncel

v Network name: LM-INTERNAL

v Security type: WPA2-Enterprise

v Tick vao Start this connection automatically

v Tick vao Connect even if the network is net broadcasting

v/ Chon next

& & Manually connect to a wireless network

Enter information for the wireless network you want to add

Network name: [ LM-INTERNAL ]

Security type: WPA2-Enterprise v

Encryption type: AES

Security Key: Hide charagters
[ Start this connection automatically

[4] Connect even if the network is not broadcastinig
Warning: If you select this option, your computer's privacy might be at risk.

Cancel
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v Lick vao Change added LM-INTERNAL

= X
&¥ Manually connect to a wireless network
Successfully added LM-INTERNAL
—> Change connection settings
Open the connection properties so that | can change the settings.
v Tai tab Security
v/ Muc Choose a network authentication method:
v Mircosoft: Protected EAP (PEAP)
v Ta chon ti€p Setting
B Nhework anid Shating Gaiite i
Control & Manually connect to a wireless network
Changt o cracchullv added | M-INTERNAL |
Change LM-INTERNAL Wireless Network Properties ¢ ‘
settings l
INTERNAL)
Media ¢ Connection Security
Security type: WPA2 Enterprise vl
Encryption type: AES v point.
Choose a network authentication method:
Microsoft: Protected EAP (PEAP) | settings
[Microsoft: EAP-TEAP
‘ Close
See alst ﬁ e s -

Internet Options
Windows Defender
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v Tai muc Setting:
v Trusted Root Certification Authorities:
v Tick vao LM-ROOT-CA nhu hinh:

= e ' f ente
Control &F M; Protected EAP Properties x
When connecting:
Change Sucd
Change 9% [AVverify the server's identity by validating the certificate
ttings
setting || Connect to these servers (examples:srv1;srv2;. *\.srv3\.com):
Media ¢
—Tltusted Root Cectification Authorities:
M tmrooT-CA =
M RrooTCA
[T Microsoft ECC Product Root Certificate Authority 2018

[] Microsoft ECC Product Root Certificate Authority 2018

[ Microsoft ECC TS Root Certificate Authority 2018

[] Microsoft Root Authority

[[] Microsoft Root Certificate Authority v
< >

Notifications before connecting:
Tell user if the server name or root certificate isn't spedified v

'

Select Authentication Method:
See alst. i Secured password (EAP-MSCHAP v2) v Configure...
Internet Options [V Enable Fast Reconnect
i S [ Disconnect if server does not present cryptobinding TLV
indows Defender [] Enable Identity Privacy

[Cox ] conce

v Lick vao Advanced settings:

b<

Close

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: http vw.youtube.com/@vnpro149




CONG TY TNHH TU VAN VA DJCH VU CHUYEN VIET
TRUNG TAM TIN HQC VNPRO

5
“ﬁﬁ DC:  276- 278 Ung Viin Khiém, P. Thanh Mg Tay, Tp. Ho Chi Minh
A

DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

&¥ Manually connect to a wireless network
Suceessfulhzadded | M-INTERNALI
LM-INTERNAL Wireless Network Properties X

Connection Security

Security type: WPA2-Enterprise ¥,

Encryption type: AES v

Choose a network authentication method:

Microsoft: Protected EAP (PEAP) v

Remember my credentials for this connection each
time I'm logged on

Close

. |
Advanced settings

t Options
vs Defender

v Lick vao 6 Specify authentication mode: User or computer authentication

Advanced settings *

802, 1¥ settings

[#] spedfy authentication mode

User[% computer authentication < Save credentials

[T ]Delete aredentials for all users

[C]Enable single sign on for this netwerk

Perform immediately before user logon
Perform immediately after user logon

Maximum delay (seconds); 10

4

Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication
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v Truy cap vao ISE/ Operation / RADIUS

v Ta sé thiy xac thuc thanh cong

= Cisco

Live Logs

Misconfigured Supplicants

Time

0

Status

Misconfigured Network Devices

Details

o

0

Repea...

v Ta xem lai thong tin device

Overview

Identity Endpoint ID
Identit Endpoint ID
LABMINUTES\a E B
1P
BM f
LM MPU
WLA 1
WLAT R
WLAR R
| M-l
LABMIN I
E8:DE:2 B:2
LA ITER
66 2
LABMINI
LM MPUTE
682 AC000000 1
11x
PEAS AP-MSCH
Fr
LM

RADIUS Drops

7
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Client Stopped Responding F

0

v 2 v
Endpoint Profile Authenti... Authoriz...
Endpoint Profile Authenticat Authorizatic
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