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LAB — Cau hinh Cisco Profiling

So d6 LAB

172.16.20.0/24

> Vian10
VLAN 10
172.16.10.0/24

Mo ta:

So d6 Lab gdom 1 router, 1 switch layer 3, 1 cisco ISE déng vai trd 1a server radius va 3 PC duogc
dau ndi nhu hinh.

Trén so dd nay, hoc vién s& thuc tap ciu hinh chirc ning cisco profiling dé gitip phan loai cac
thiét bi khi két ndi vao mang.

Yéu cau:

1. Hoc vién thuc hién dau ndi cac thiét bi va dat dia chi [P(trtr cac PC trong vlan 10,20 va
100) ciing nhu céc hostname cua cac thiét bi duoc chi ra mé hinh.

2. Sau khi thiét 1ap xong mé hinh, hoc vién tién hanh ip address dhcp trén cong €0/0 caa
router, cAu hinh nat theo kiéu PAT dam bao moi dija chi c6 thé di internet. Cau hinh dhep
trén router dé céap ip cho cac vlan 1, 10, 20 va 100.

3. Trén switch cdu hinh cac vlan 10, 20 va 100 dat tén 1an luot 1a: window10, window20 va
window100. Sau d6 cau hinh SVI, ip cho vlan 1 14 172.16.1.1/24, vlan 10 1a
172.16.10.1/24, vlan 20 1a 172.16.20.1/24 va vlan 100 1a 172.16.100.1/24.
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4. Céau hinh cac thong tin cho cisco ise nhu ip va gateway, cdu hinh dhcp cho PC trong vlan
100. Bit dau cdu hinh xac thuc 802.1x két hop mab va phan quyén dam bao cac PC trong
cac vlan 10, 20 va 100 c6 thé vao mang duoc.

5. CAu hinh chtrc nang profiling sao cho néu pc 1 thiét bi microsoft va thudc cac endpoints
group thi tu dong doi phan quyén cho thiét bi do.

Thuyc hién:

Buéc 1: Két ndi va ciu hinh co bén:

Hoc vién thuc hién két ndi thiét bi va cdu hinh co ban trén céc thiét bi theo yéu cau dit ra.
Bwéc 2: CAu hinh nat, dhep trén router:

Hoc vién thuc hién céu hinh trén router theo yéu cAu d3 dat ra.

Buwéc 3: CAu hinh vlan va SVI trén switch:

Hoc vién thuc hién ciu hinh trén switch theo yéu cau dit ra.

Buéc 4: CAu hinh 802.1x, mab va phan quyén:

Ciu hinh dit ip va gateway cho cisco ise:

CiscoISE/admin (config)# interface gigabitEthernet 0

CiscoISE/admin (config-GigabitEthernet)# ip address 172.16.100.60
255.255.255.0

CiscoISE/admin (config-GigabitEthernet)# exit

CiscoISE/admin (config)# ip default-gateway 172.16.100.1

CéAu hinh bat xac thuc 802.1x trén switch:

SW1 (config) #aaa new-model

SW1 (config) #aaa authentication dotlx default group ISE-RADIUS local
SW1 (config) #aaa authorization network default group ISE-RADIUS local
SW1 (config) #dotlx system-auth-control

SW1 (config) #exit

CAu hinh thong tin radius server trén switch:

SW1 (config) #radius server ise-radius

SW1 (config-radius-server) #address ipv4 172.16.100.60
SW1 (config-radius-server) #key VnProl23

SW1 (config-radius-server) fexit

SW1 (config) #aaa group server radius ISE-RADIUS

SW1 (config-sg-radius) #server name ise-radius
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SW1 (config-sg-radius) fexit

CAu hinh bat 802.1x va mab trén interface e0/1 va e1/0:

SW1 (config) #interface range e0/1, el1/0

SW1l (config-if-range) #switchport mode access

SW1l (config-if-range) #ip device tracking maximum 1

SW1 (config-if-range) #authentication host-mode multi-auth
SW1 (config-if-range) #authentication order mab dotlx

SWl (config-if-range)# authentication priority dotlx mab
SW1 (config-if-range) #authentication port-control auto
SW1 (config-if-range) #authentication periodic

SW1 (config-if-range) #authentication timer reauthenticate server
SW1 (config-if-range) #mab

SW1 (config-if-range) #dotlx pae authenticator

SW1 (config-if-range) #dotlx timeout tx-period 10

SW1 (config-if-range) #spanning-tree portfast

Mé PC Linux vao web va gé dia chi cisco ise 172.16.100.60 sau d6 cau hinh network devices dé
c0O thé trao doi voi switch Administration->Network Devices->Add:

@ Identity Services Engine X ‘ +

&« c @ © | & https://172.16.100.60/admin/#administration/administration_networkres «s« & ¥

+* Centos @ Wiki @ Documentation @ Forums

el Identity Services Engine Home » Context Visibility » Operations » Palicy ~ Administration » Work Centers
» System System Network Resources pxGrid Services nice b Threat Centric N
+ Metwork De D.eployfmem Feed Service ances  NAC Managers

— ] Licensing MNetwkk Device Groups Profiler

Certificates Metwork Device Profiles
Netwark Device Logging External RADIUS Servers TmﬁﬂCemﬁcNAC

Maintenance RADIUS Server Sequences Third Party Vendors
Default Device Upgrade NAC Managers
Device Security Elack.up & Restore E:-:Ienjal MDM ¥ Delete «

Admin Access Location Services | =

Settings . jtce

Device Portal Management Locations
Identity Management Blacklist

Identities BYOD

Groups Certificate Provisioning

External ldentity Sources Client Provisioning

Identity Source Sequences Mobile Device Management

Settings My Devices

Custom Portal Files
Settings
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@ Identity Services Engine X | +
| &) c & © | g o https://172.16.100.60/admin/#administration/administration_network «=» & ¥ m a &

4% Centos @ Wiki @ Documentation @ Forums

il Identity Services Engine Home » Context Visibility pe s Y ~ Administration » Work Centers

b System b Identity Management - MNetwork Resources | b Device Portal Management  pxGrid Services  » Feed Service  + Threat Centric NAC

~Network Devices ~ Network Device Groups ~ Metwork Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM  » Loca
——

<]
Network Devices Network Devices
Default Device
J Edi plicate o - Generate PAC v
Device Security Settings J Edit -{,E:dd [y Duplicate | @ulmport gvExport v | @ rate PAC | )¢ Delete
Name « IP/Mask Profile Name Location Type
O swi 172.16.100.... g Cisco & All Locations All Device Types

Cau hinh cac thong s6 nhu hinh r6i nhan submit:

@ Identity Services Engine X | aF
[ &) g @ © | & https://172.16.100.60/admin/#administration/administration_networkres s+ & % In @O &

% Centos @ Wiki @ Documentation @) Forums

~ Administration

» System b Identity Management = Network Resources | » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

~ Network Devices  Metwork Device Groups  Metwork Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM  » Lt
—
[}

Network Devices List = sw

Network Devices
* Name

Metwork Devices
Default Device

Device Security Settings

IP Address | *IP: [ 172.16.100.1 | i[24 |

* Device Profile |4 Cisco| » | &

* Metwork Device Group
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(<] Location [All Locations © | [ Set To Default |

Network Devices

™

IPSEC [no © | [ Set To Default |

Default Device

Device Type |AII Device Types () | [ Set To Default ]

W

Device Security Settings

~ RADIUS Authentication Settings

RADIUS UDP Settings

Protocol  RADIUS

* Shared Secret ‘Vnp[0123| | [ Hide ]

Use Second Shared Secret []

(Show |
CoA Port [ 1700 | [ Set To Default |
RADIUS DTLS Settings (i
DTLS Required [ (i
Shared Secret | radius/dils i
CoA Port | 2083 | [[Set To Default |
Issuer CA of ISE Certificates for CoA [ Select if required (optional) .l

Céu hinh tao ra cac endpoint groups window10, window20 va window100 trén cisco ise
Administration->Groups->Endpoint Identity Groups->Add:

@ Identity Services Engine X ‘ +

(€ ) C @ @ | & =o https://172.16.100.60/admin/#administration/administration_identityr «== & ¥

+* Centos @ Wiki @ Documentation @ Forums

aliiln i rnvices Engine
dli - 1dentity Services Engine

~ Administration
» System |~ |dentity Management | » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC
b ldentities  Groups  Extemnal |dentity Sources  Identity Source Sequences  » Settings

Endpoint Identity Group List = window-vlan10
j Endpoint Identity Group

B *Name |window-vlan10

Parent Group

(CReset)

Identity Group Endpaints Selected 0 | Toral 0 B 83,
okAdd | ) Remove v Show (All v || B
MAC Address Static Group Assignment Endpoint Profile
No data available

Lam tuong tu cho window20 va window100
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@ ldentity Services Engine X | =+
&« > ¢ o © | & ~o https://172.16.100.60/admin/#administration/administration_identityr ==« & <%
4% Centos @ Wiki € Documentation @ Forums
"tes Identit jices Engine Home » Context Visibility » Op
b System |« |dentity Management | » Network Resources  » Device Portal Management  pxGrnid Services  » Feed Service  » Threat Centric NAC
b Identities  Groups  External ldentity Sources  |dentity Source Sequences  » Settings
MCU-Meraki-Device Identity Group for Profile: Cisco-Meraki-Device
[ Epson-Device Identity Group for Profile: Epson-Device
[0 GuestEndpaints Guest Endpoints Identity Group
O Juniper-Device Identity Group for Profile: Juniper-Device
[ Linux-workstation Identity Group for Profile: Linux-Workstation
O Microsoft-Workstation Identity Group for Profile: Microsoft-Workstation
O Pprofiled Profiled Identity Group
[0 RegisteredDevices Asset Registered Endpoints Identity Group
[ sony-Device Identity Group for Profile: Sony-Device
[ synology-Device Identity Group for Profile: Synology-Device
[ Trendnet-Device Identity Group for Profile: Trendnet-Device
O unknown Unknown Identity Group
O vizio-Device Identity Group for Profile: Vizio-Device
[0 workstation Identity Group for Profile: Workstation
O window-vian10 vlan 10
O window-vian20 vlan 20

Céu hinh thém cac dja chi mac cua endpoints theo ting group, pc trong vlan 10 vao group
window10 va pc trong vlan 20 vao group window20 Context Visibility->Endpoints->+

Endpoints = Users  Network Devices  Application

connected: [100% )

Last Activity Date

0 Selected Rows/Page | o j
] I m ANC ~ Change Authorization ~ Clear Threats & Vulnerabilities Export = Import ~ MDM Actions = Release Rejected Rev
[J mAc Address Status IP Address Username Hostname Location Endpoint Profile Authe
x MAC Address Status - IP Address Username Hostname Locatio Endpoint Profile Authe

Mo data found
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@ Identity Services Engine X | 4+

< c @

a* Centos (@ Wiki @) Documentation @ Forums

@ | § ~o hitps://172.16.100.60/admin/#context_dir/context_dir_devices

- U W N @

Add Endpoint

~ General Attributes

Mac Address *

Description

Static Assignment
Policy Assignment
Static Group Assignment

Identity Group Assignment

50:00:00:79:00:00

Unknown

&l

window-vlan10

Lam tuong tu cho pc trong vlan 20

) + m ANC ~ Change Authorization Clear Threats & Vulnerabilities Export~ Import - MDM Actions Release Rejected Rev
[J mac address Status IP Address Usemame Hostname Location Endpeoint Profile Authe
x WMAC Address Status v IP Address Username Hostname Locatior Endpoint Profile Auth
|:| 50:00:00:79:00:00 Unknown
] 84:49:15:3C:F5:DA Unknown

Tao policy dé xac thuc MAB Policy->Policy Sets:
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vnPro

@. Identity Services Engine X | +

© | £ =0 hitps://172.16.100.60/admin/#policy/policy_grouping_new | 80% [T 7 B d in @ &

Policy Sets profiing  Poswre  Client Provisioning » Palicy Elements.
——————
+ Status Policy Set Name Description Conditions Allowed Protocols / Server Sequence Hits Actions Wiew
(=) DEVICE Device Type EQUALS Al
T Device Types
@ sz AND Network Default Network Access x v 4 0 o >
Access-Protocol EQUALS RADIUS
B  wired_soz1x
Q DEVICE-Device Type EQUALS Al
@ .- AND Device Typas Default Network Access x v+ o & >
wired_MAB
@  Defaut Default policy set Default Nefwork Accass x v o o >

@@ Identity Services Engine % | +

BO% e <& m @ &

© | # =0 https://172.16.100.60/admin/#tpolicy/policy_grouping_new

&% Centos ) Wiki @ Documentation @) Forums

ming &

Policy Sets | Profiling  Poswre  client Provisioning ¥ Palicy Elements

Policy Sets = MAB

Reset Policyset Hitcounts
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Q DEVICE Device Type EQUALS All Device
® MAE AND W2 Default Network Access x4 o
B wired_mas
w Authentication Policy (2
+ Status Rule Name Conditions Use Hits. Actions
Internal Endpoints P
@ MAB B wied_mas o [
¥ Opfions
All_User_ID_Stores v
@ Default ] o
» Options
~ Authorization Policy (4)
Resulis
+ - "
Status Rule Name Conditions Profiles Security Groups Hits. Actions
@ MAB B wired mas [= PermitAccess | + lect from list » = o
@ Default [ = penyAccess | + lect from list » = o
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Buéc 5: Cau hinh chirc ning profiling:

Bat chure nang profiling Work Centers->Node Config->ise->General Settings

X | @ Identity Services Engine X | +

& I|dentity Services Engine

<) C &

a* Centos @ Wiki @& Documentation @& Forums

© | £ https://172.16.100.60/admin/#workcenters/workcenter_profile | 80% e & &

Nemof.k Access TrustSec Profiler Device Administration Click here 1o do wireless sstup and visibi
Overview Oveniew Ovendew Ovensew e —
Identites Components Ext id Sources Identities
Id Groups TrustSec Policy Network Devices User Identity Groups
Ext Id Sources Policy Sets Endpeint Classification Ext Id Sources
Network Resources SXP Network Resources
Policy Elements Troubleshoot Feew: Policy Elements
Policy Sets Reports Manual Scans Device Admin Policy Sets
Troubleshoot Seftings Policy Elements Reports Show | All
Reporns aYoD Profiling Policies Settings Services
Settings Overview Policy Sets PassiveiD AL.. SESSION,PROFILER
Dictionasies Troubleshoot

identities Overvew

Guest Access identity Groups Reports Providers
Overview Network Devices S'm_mgs Subscribers
Identibes Ext Id Sources Dicticnanes Certificates
Identity Groups Client Provisioning Posture Troubleshoot
Ext id Sources Ponals & Components Ovendew Reports
Admirastraton Policy Elements Metwork Devices
Metwork Devices Policy Sets Chent Provisioning
Ponals & Components Reports. Policy Elements
Manage Accounts Custom Portal Files Posture Policy
Palicy Elements Seftings Policy Sets
Paolicy Sets Troubleshoot
Reports Reports
Custom Ponal Files Settings
Settings

@ Identity Services Engine X | @ Identity Services Engine X | +
(&)= ¢ @ © | £ https://172.16.100.60/admin/#workcenters/workcenter_profile | 80% o m @am & =

& Centos @ Wiki &) Documentation € Forums

~Work Centers

b Metwork Access b Guest Access b TrustSec b BYOD | vProfiler | b Posture b Device Administration b PassivelD

Click here ta do wireless sewp and visibility setup Do not show this again

Overiew Extld Sources  Network Devices  Endpaint Classification  Mode Config  Feeds  » Manual Scans b Policy Elements  Profiling Policies — e owcy o v iroooesnous — repors — aemngs — orooonanes
—

Deployment Nodes

Deployment
.
oo
+ % Deployment
oo PAN Falover
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[0 | Hostname
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] t Register
/ Edit [B Register

D sy

[ Deregister

&« | Personas

Administration, Monitoring, Policy Service

Roleis) Services

STANDAL... SESSION PROFILER

seecieao |y @ G o

e —

Node Status
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@ Identity Services Engine X | +

{I(—.}% c o © & https://172.16.100.60/admin/#workcenters/workcenter_profile | 80% o % mn @ &

&% Centos @ Wiki @ Documentation @ Forums

~ Wark Centers

» Network Access } Guest Access ¥ TrustSec * BYOD - Profiler ¥ Posture » Device Administration ¥ PassivelD
Click here to do wireless setup and visibility setup Do not shou this again.

Overview Extid Sources Memwork Devices  Endpoint Classification  Node Config  Feeds  » Manual Scans b Policy Elements  Profiling Policies— oy sem—r rousesmoon—ruepors— Ssongs— ownanes

e Gy Edit Node
» -;’; Deployment General settings Profiling Configuration
—

afa PAN Fallover

Hostname ise
FQDN ise.dacn.info
IP Address. 172.16.100.60
Node Type identity Services Engine (ISE)

Fole STANDALONE Make Primary

v Administration
7 ¥ Monitoring

Rola PRIMARY v
Gther Manitaring Node

Dedicated MnT (i

“  w Policy Serice

¥ ¥ Enable Session Services i

Inciude Noda in Node Group | None > @
,, Enable Prglmg Service (7
| Enable Threat Centric NAC Service

] P Enable SKP Service (i

A Enable Device Admin Service i

Chon cac thudc tinh ma cisco ise s€ st dung khi phan loai thiét bi Work Centers->Node Config-
>ise->Profiling Configuration

@ Identity Services Engine X | +

(— - C @ © | . https://172.16.100.60/admin/#workcenters/workcenter_profile | 80% wes [xg m o &

&% Centos @ Wiki @ Documentation @& Forums

»Work Canters.

b Metwork Access b Guest Access b TrustSec » BYOD ~ Profiler b Posture ¥ Device Administration » PassivelD
Click here to do wireless sewp and visibility Setup Do not show this again

Overview Extid Sources Network Devices Endpaint Classification  Node Config Feeds b Manual Scans  » Policy Elements  Frofiling Policies —rumy smia—r rousmanoo— epons v sswngs— oeamanss
—

Deployment Deployment Modes List > ise
Rl —d G Edit Node
» ' Deployment ceneral Setfings  Profiling Configuration
——
wla PAN Falover

» NETFLOW

I

DHCP

-

DHCPSPAN

a 0N
z
3
Rl

-

RADIUS

=l

Netwark Scan (NMAR)

» DNS

|

SNMPQUERY

[l

SNMPTRAP

¥ Active Directary

0o o

» prerd

Save Heset
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Céu hinh trén SW1 dé guri cac thong tin vé cisco ISE:

Radius:

SW1l (config) #aaa accounting dotlx default start-stop group ISE-RADIUS

DHCEP:

SW1 (config)#int range vlan 1,vlan 10, vlan 20,vlan 100

SW1 (config-if-range)#ip helper-address 172.16.100.60

SNMP:

SW1 (config) #snmp-server community VnPro RO
SW1 (config) #snmp-server trap-source Vlanl
SW1 (config) #snmp-server source-interface informs Vlanl

SW1 (config) #snmp-server enable traps snmp authentication linkdown linkup
coldstart warmstart

SW1 (config) #snmp-server host 172.16.100.60 version 2c VnPro snmp

CAu hinh SNMP trén cisco ise Administration->Network Devices->SW1

@ Identity Services Engine X | +

- c & © | § =0 https://172.16.100.60/admin/#administration/administration (80% | | «- & ¥ in @ & =

& Centos @ Wiki @ Documentation @& Forums

¥ Operations » Policy ~ Administraion ¥ Work Centers

) System b Idenbly Management | Network Resources | b Device Portal Management  pxGrid Services b Feed Service b Threat Centric NAC

~Metwork Devices  Metwork Device Groups  Network Device Profles  External RADIUS Servers  RADIUS Server Sequences  MAC Managers  External MDM b Location Services
——

(<] * Key Encryption Key
Network Devices + Message Authenticator Code Key
Default Device N
Key Input Format (8] ASCH () HEXADECIMAL
Device Security Setlings
L) [» acacs authentication settings

[ ey p——

SNMP Username
Security Leve| r
Auth Profocal -

Auth Password
Privackpro‘o:o\ 4

Frivacy Password

* Polling Interval seconds (Valid Range 600 to BE400 or zero)

Link Trap Query [

MAC Trap Query [

+ Originating Policy Services Node

Luu V: Cisco ISE da hd trg cho chiing ta rat nhiéu policy dé detect ra thiét bi bang cach ldy céac
thong tin nhu: hostname, OS, MAC... thong qua cac giao thirc SNMP, DHCP, NMAP,
RADIUS... Néu mudn tu customs cac policy co thé vao muc Work Centers->Policy Elements-
>Profiler Conditions. Sau khi ¢ duoc cac policy thi can phai thém profling policy tai Work
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Centers->Profiling Policies->Profiling Policies. O bai nay ta s& sir dung céc policy c6 sin trén
cisco ISE.

Tao cac Logical Profiles dé xac dinh thiét bi Work Centers->Profiling Policies->Logical
Profiles->Add

@ Identity Services Engine X | +

&) c @ © | . https://172.16.100.60/admin/#workcenters/workcenter_profile | 80% wes [xg m e &

&% Centos @ Wiki @ Documentation @& Forums

»Work Canters.

b Metwork Access b Guest Access b TrustSec b BYOD | vProfiler | b Posture b Device Administration b PassivelD

Overview Exiid Sources  Nefwork Devices  Endpoint Classificaion  Node Config  Feeds b Manual Scans  » Policy Elements  Profiling Policies  Policy Sets  » Troubleshoot  Reports  » Settings  Dictionaries
——

Profiling Logical Profiles
C 5) :
ol - ol Setected 0 | Toti 13 G G
v B Proling Polcies JEdit dlAdd | 3¢Delcte e Restore Cisco Provided Logical Profiles show [ ||
» [ Logical Profiles Logical Profiles & | System Tvpe Description
O cameras Ci Provids Default 1o
[ caming Devices Default lo
[0 Home Metwork Devices Default logi
M 1P-Phones Default o
[ infrastructure Metwork Devices Default Lo
[0 Medical Devices Default 1o
[ mabile Devices Defalt logi
O ehi
[ printers Default lo Mile for printers.
L] est-profiling Administrator ¢
O apple Ardministrata
L] linux Administrator ¢
O window Administrator C
3
@ Identity Services Engine X | +
| &) C @ © | . https://172.16.100.60/admin/#workcenters/workcenter_profile | 80% e O Y I =

4% Centos @ Wiki @ Documentation @& Forums

=Work Centers

b Metwork Access b GuestAccess b TrustSec b BYOD | vProfiler | b Posture b Device Administration  » PassivelD
Overview Exiid Sources Network Devices  Endpoint Classificaion  Mode Config  Feeds  » Manual Scans  » Policy Elements  Profiling Policies  Policy Sets  » Troubleshoot  Reports  » Settings  Dictionaries
—

Profiling Logical Profiles List > window

( Iﬂ Logical Profile

= B
» [ Profiing Palicies

+ = Logical Profies

* Policy Assignment

Available Policies: Assigned Policies:

3Com-Device — ‘Workstation

2Wire-Device = Windows10-Workstation
Aastra-Device k I

Aastra-IP-Phone
Aerohive-Access-Foint ==
Aerohive Device o
American-Power-Conversion-Device
Android

¥ Logical Profiles
Endpoints in Logical Prafile ramo G &,
) —

Endpoint palicy « | MAC Address IF Address I

Mo data available

Diéu chinh CoA thanh Reauth dé phan quyén lai thiét bi khi phan loai duoc thiét bi d6 Work
Centers->Settings->Profiler Settings
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@ |dentity Services Engine X | aF

- O n o e =

(&)= @ @ | © | & -0 hitps://172.16.100.60/admin/#workcenters/workcenter_pro ( 80%

% Centos @ Wiki @ Documentation @& Forums

¥ Admir
b Metwork Access b Guest Access b TrustSec b BYOD | vProfiler | b Posture b Device Administration b PassivelD
Overview Extid Sources  Network Devices  Endpoint Classification  Wode Config  Feeds b Manual Scans b Policy Elements  Profiing Policies  Policy Sats  » Troubleshoot  Reports = Settings  Dictionaries
——

L]
Frofiler Settings Profiler Configuration
NMAP Scan Subnet Exclusions * CoA Type: | Reauth -

Current custom SNMP community Strings:  sssss Show

Change custom SNLP community strings: I:l (For NMAP, comma separated. Fiedd will be cleared on successiul saved change.)
Confirm changed custom SNMP community strings: |:| (For NMAP, comma separated. Field will be cleared on successful saved change.)

Endpoint Anribue Fiter [

Enable Anomalous Behaviour Detection: ||y
Enable Anomalous Behaviour Enforcement: |
Enable Custam Attrinute for Profiling Enforcement: [ _ o
Enable profiing for MUD: C]Emued
Enable Profiler Forwarder Persistence Queue: [ o
Enable Probe Data Publisher: [ |

Save Reset

Thay d6i SNMP string thanh VnPro

@ Identity Services Engine X | + 3

(:(—:) > a0 '@ & ~o hitps://172.16.100.60/admin/#tworkcenters/workcenter_pro (80% | « @ ¥ in @ &

a* Centos @ Wiki @ Documentation @& Forums

Tao Authorization profile cho vlan 10 va vlan 20 Policy->Results->Authorization-
>Authorization Profiles->Add
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@ Identity Services Engine X | +

| &) c o © | & =0 hitps://172.16.100.60/admin/#policy/policy_elements/policy « 80% - @ In @ & =

&% Centos @ Wiki @ Documentation & Forums

Policy Sets  Profiling  Posture  Client Provisioning | +Policy Elements

Dictionaries b Conditions  + Results
—

Authorization Profiles > win-vlanl0

Authorization Profile

¥ Authentication

Authorization Profiles Description | A
Downloadable ACLS * ADDESE TVPE |sccESS ACCEPT -
+ Profiling

Netwark Device Profile | g Cisco | »

» Posture
sanvice Template

¥ Client Provisioning eack b
rack Movement

Passive ldentity Tracking

0ODD

w Comman Tasks

lz DACL Mame

LJ IPVG DACL Name

O

ACL (Filter-1D)

3]

ACL 1PV (Filter-10)

Security Group l

@ VLAN Tag I 10 | Edit Tag |iD/Name | windowld

U Woice Domain Permission

Lam tuong tu cho vlan 20

~ Policy
Policy Seis  Profiling  Posire  Client Provisioning | ~ Policy Elements
Dictionaries b Conditions = Results
+ Authentication Standard Authorization Profiles
For Policy Export go to Administrafion > System > Backup & Restore > Policy Export Page
RERaECIERE Selected D | Tatal 11 @ ¥ .
P Edit ok 1 8
Downloadable ACLS [ | Name Profile + | Description
[ elackhole_wireless_Access & Cis Default profile used to blacklist wi devices. Ensure tha
+ Profiling
[ Cisco_IF_Phones Default profile used for Cisco Phones.
¥ Posture [ cisco_temporal_onboard Onboard the device with Cisco tel
[ cisco_webauth Default Profile used to redirect users to the CWA portal.
+ Client Provisioning
[ nsp_onboard &k Cisco Onboard the device with Native Supplicant Provisioning
C no _IP_Phones &% Cisco @ Default Profile used for Non Cisco Phones.
M uen 4 Cise Default profile used for UPN
L win-ian1o #& Cisco ©
C win-vianzo e Cise
[ penyaccess Default Profile with
C rermitaccess Default Profila with

Thay d6i lai authorization cho MAB

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: htt routube.com/(@vnprol49




VaPro

CONG TY TNHH TU VAN VA DJCH VY CHUYEN VIET
TRUNG TAM TIN HQC VNPRO

PC: 276 - 278 Ung Viin Khiém, P. Thanh M§ Téy, Tp. H6 Chi Minh

DT: (028) 35124257 | Hotline: 0933427079 Email: vpro@vnpro.org

@ Identity Services Engine X | +

(&) c @

% Centos @ Wiki @ Documentation @ Forums

Policy Sets | Profiling  Posture  Client Provisioning  + Palicy Elements.

¥ Authentication Policy (2)
» Authorization Policy - Local Exceptions
» Authorization Policy - Global Exceptions

W Authorization Policy (4)

Status Rule Name Conditions

Kiém Tra:

Kiém tra phan MAB:

© | & =0 https://172.16.100.60/admin/#policy/policy_grouping_new

Results

Profiles

EndPoints- LogicalProfile EQUALS window

@  prolingvianio <win-vian10
P 9 AND ~ IdentityGroup-Mame EQUALS Endpaint
Identity Groups:window-vian10
e Endroinis-LogicalProfile EQUALS window
@  profiing-vianzo <win-vianzo
- 4 AND = IdentityGroup-Name EQUALS Endpaint
Identity Groups:window-wlan20
@ MAB ;I wired_MAB * PermitAccess
®  oefaur « DenyAccess

- @ 1y N @& =

Security Groups Hits. Actions

[ v * 5 o
i ~ [ ) o
li -+ 0
li -+ o

SWl#show mab all

MAB details for Ethernet0/1

Mac-Auth-Bypass

MAB details for Ethernetl/O0

Mac-Auth-Bypass

SWl#show mab all ?
details Show MAB details
summary Show MAB summary

| Output modifiers

<cr>

Enabled

Enabled

for all interfaces

for all interfaces
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SWl#show mab all details

MAB details for Ethernet0/1

Mac-Auth-Bypass = Enabled

MAB Client List Is Empty

MAB details for Ethernetl/0

Mac-Auth-Bypass = Enabled

MAB Client List Is Empty

Kiém tra phan 802.1x:

SWl#show dotlx all details
Sysauthcontrol Disabled

Dotlx Protocol Version 3

Dotlx Info for Ethernet0/1

PAE = AUTHENTICATOR
QuietPeriod = 60
ServerTimeout =0

SuppTimeout = 30

ReAuthMax = 2

MaxReq =2

TxPeriod =10

Dotlx Authenticator Client List Empty

Port Status = AUTHORIZED

Dotlx Info for Ethernetl/0
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QuietPeriod = 60

ServerTimeout =0
SuppTimeout = 30
ReAuthMax = 2
MaxReq =2
TxPeriod =10

Dotlx Authenticator Client List Empty

Port Status = AUTHORIZED

Kiém tra thong tin radius server:

SWl#show radius server-group all
Server group radius
Sharecount = 1 sg unconfigured = FALSE
Type = standard Memlocks = 1
Server (172.16.100.60:1645,1646) Transactions:
Authen: 0 Author: 0 Acct: O
Server auto test enabled: FALSE
Keywrap enabled: FALSE
Server group ISE-RADIUS
Sharecount = 1 sg unconfigured = FALSE
Type = standard Memlocks = 1
Server (172.16.100.60:1645,1646) Transactions:
Authen: 11 Author: 1 Acct: 13
Server auto test enabled: FALSE

Keywrap enabled: FALSE

Kiém tra authetication sessions:

SWl#show authentication sessions

Interface Identifier Method Domain Status Fg Session ID

Et1/0 8449.153c.f5da N/A DATA Auth
AC1001010000001300777CF1
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Et0/1 5000.0079.0000 N/A DATA Auth
AC10010100000014007B5B3C

Session count = 2

Key to Session Events Blocked Status Flags:

A - Applying Policy (multi-line status for details)
D - Awaiting Deletion

F - Final Removal in progress

I - Awaiting IIF ID allocation

N - Waiting for AAA to come up

P - Pushed Session

R - Removing User Profile (multi-line status for details)
U - Applying User Profile (multi-line status for details)
X - Unknown Blocker

SWl#show vlan br

VLAN Name Status Ports

1 default active Etl/1, Etl/2, Etl1l/3
10 windowl0 active Et0/1

20 window20 active Et1l/0

100 windowl00 active Et0/0, Et0/3

1002 fddi-default act/unsup

1003 token-ring-default act/unsup

1004 fddinet-default act/unsup

1005 trnet-default act/unsup

Ta thay author profiles thay doi tir MAB sang profiling-vlan10
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@ Identity Services Engine X | +

(— = @ @ © | £ =0 hitps://172.16.100.60/admin/#monitor/radius_logs/monitor. ( 80% | | e & ¥ N @ & :

&% Centos ) Wiki € Documentation & Forums

+ Operations

~RADIUS | Threa:-Ceniric NAC Live Logs  » TACACS b Troubleshoot  » Adapiive Network Control — Reports
Live LOgs  Live Sessions
——

Misconfigured Supplicants @ Misconfigured Network RADIUS Drops @ client Stopped Responding & Repeat Counter &
Devices @

0 v 0 0 0

Rafresh | Naver j Show| Latest 20 records j Within | Last 3 hours j
< Refresh © Resst Repeat Counts B Eqport To - ¥ Filter v - 24
Time Status Details Repeat Identity Endpaoint ID Endpoint P...  Authorizati_ Authenticat. Authorization Po
® - deniity ndpoint i Endpoint Prof | | Authorization | | Authenticatior | | Authorization Palicy
Dec 23, 2020 04:17:03.556 P (] P 0 50:00:00:78:00:00 MicrosoftW...  Permitaccess  MAB > MAB  MAB >> MAB
Dec 23, 2020 04:16:54.051 P a 50:00:00:78:00:00 Unknawn Permitaccess  MAB >> MAB  MAB >> MAB
@ Identity Services Engine X | arF
= @ @ © | £ =0 https://172.16.100.60/admin/#monitor/radius_logs/monitor. | 80% e Y meo e =

+ Operations

~RADIUS | Threat-Centric NAC Live Logs  » TACACS b Troubleshoot b Adaptive Network Confrol  Reports

Live Logs  Live Sessions
—

Misconfigured Supplicants @ Misconfigured Network RADUS Drops & client Stopped Responding & Repeat Counter @
Devices @

0 0 0 0 0

Refresh | Mever j Show | Latest 20 records j Within | Last 3 hours j
< Refresh © Reset Repeat Counts A EqortTo~ T Filter ~ -2
Time Staws Details Repeat ...  Identity Endpoint 1D Endpoint P... Authorizati... Authenticat... Authorization Policy

j dentin Endpoint IC

Dec 23, 2020 04:36:34.638 PM [ ] a ] 50.00:00:79:00:00 Microsoft-w...  win-vlanlo MAB > MAB  MAB »= profiling-vianlo
Dec 23, 2020 04:35:42.284 PM a 50.00:00.78:00:00 Microsoft-w...  win-vlanlo MAB > MAB  MAB »= profiling-vianlo
Dec 23, 2020 04:27-31 226 FM a 50.00-00:75:00-00 50:00-00:75:00-00 Microsofi-w. Permiticcess  MAB 22 MAB  MAB 22 MAB
Dec 23, 2020 04:16:54.051 PM a 50.00:00.78:00:00 50:00:00:78:00:00 Unknown Permiticcess  MAB »2 MAB  MAB 2= MAB
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@ Identity Services Engine % | +

(&) c & © | & =0 https://172.16.100.60/admin/#context _dir/context_dir_devi ( 80% @ | === & ¢ in @ & =

4« Centos @ Wiki @ Documentation @ Forums

Endpoints users  Network Devices  Application

Authentication BYOD Compliance Compromised Endpoints Endpaint Classification Guest ‘uslnerable Endpoints Hardware [ 3
INACTIVE ENDPOINTS @ = AUTHENTICATION STATUS @ = AUTHENTICATIONS @
Falure Reason  Identity Stare  isantity Group

No data available.

comnecied: [100%

RowslPage| 4 - 1 2 Go 4 Total Rows
4] + (] ANC = Change Authorization * Clear Threats & vulnerabilities Export = Import = MDM Actions ~ Release Rejected Revoke Certificate ¥ Filter ~ -2
D MAC Address Status IP Address Usemame Hostname Location Endpoint Profile Authentication Failure Reason Authenti
x i . P add Usema Hostname cati Endpaint Profile utt tion Failure Reason utt
l:J 00:S0-00-00:TE-00 172.16.100.51 Unknown
l:J 50:00:00:79:00:00 L 172.16.10.51 S0-00-00-79-...  WINID-VLANIO Location= Al..  Microsoft-Workstation - MAB
D 84:49°15:3C-F5:DA "L 172.16.20.51 84-45-15-3C-..  WINIO-VLANZO Location= Al Microsoft-Workstation - MAB

AABECCS0:01:00 Cisco-Device

Céu hinh day di:

Router:

ip dhcp excluded-address 172.16.1.1 172.16.1.50

ip dhcp excluded-address 172.16.10.1 172.16.10.50
ip dhcp excluded-address 172.16.100.1 172.16.100.50
ip dhcp excluded-address 172.16.20.1 172.16.20.50

!

ip dhcp pool vlanl

network 172.16.1.0 255.255.255.0

default-router 172.16.1.1

dns-server 8.8.8.8 8.8.4.4

ip dhcp pool vlanlO
network 172.16.10.0 255.255.255.0
default-router 172.16.10.1

dns-server 8.8.8.8 8.8.4.4
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ip dhcp pool v1lanl00

network 172.16.100.0 255.255.255.0
dns-server 8.8.8.8 8.8.4.4
default-router 172.16.100.1

!
ip dhcp pool vlan20

network 172.16.20.0 255.255.255.0
default-router 172.16.20.1
dns-server 8.8.8.8 8.8.4.4

!

interface Ethernet0/0

ip address dhcp

ip nat outside

ip virtual-reassembly in

!

interface Ethernet0/2

ip address 172.16.1.2 255.255.255.0
ip nat inside

ip virtual-reassembly in

!

ip nat inside source list 1 interface Ethernet0/0 overload
ip route 172.16.0.0 255.255.0.0 172.16.1.1
!

access-list 1 permit any

SWi1:

hostname SW1

|

aaa new-model

|

aaa group server radius ISE-RADIUS
server name ise-radius

|

aaa authentication dotlx default group ISE-RADIUS local
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aaa authorization network default group ISE-RADIUS local

aaa accounting dotlx default start-stop group ISE-RADIUS
!

interface Ethernet0/0

switchport access wvlan 100

|

interface Ethernet0/1

switchport mode access
authentication host-mode multi-auth
authentication order mab dotlx
authentication priority dotlx mab
authentication port-control auto
authentication periodic
authentication timer reauthenticate server
mab

dotlx pae authenticator

dotlx timeout tx-period 10
spanning-tree portfast edge

!

interface Ethernet0/3

switchport access wvlan 100

|

interface Ethernetl/0

switchport mode access
authentication host-mode multi-auth
authentication order mab dotlx
authentication priority dotlx mab
authentication port-control auto
authentication periodic
authentication timer reauthenticate server
mab

dotlx pae authenticator

dotlx timeout tx-period 10

spanning-tree portfast edge
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interface Vlanl

ip address 172.16.1.1 255.255.255.0
ip helper-address 172.16.100.60

ip helper-address 172.16.1.2

!
interface Vv1anlO

ip address 172.16.10.1 255.255.255.0
ip helper-address 172.16.100.60

ip helper-address 172.16.1.2

!
interface V1an20

ip address 172.16.20.1 255.255.255.0
ip helper-address 172.16.100.60

ip helper-address 172.16.1.2

!

interface V1anl00

ip address 172.16.100.1 255.255.255.0
ip helper-address 172.16.100.60

ip helper-address 172.16.1.2

!

ip route 0.0.0.0 0.0.0.0 172.16.1.2

!

snmp-server community VnPro RO
snmp-server trap-source Vlanl
snmp-server source-interface informs Vlanl

snmp-server enable traps snmp authentication linkdown linkup coldstart
warmstart

snmp-server host 172.16.100.60 version 2c VnPro snmp

!

radius server ise-radius

address ipv4 172.16.100.60 auth-port 1645 acct-port 1646

key VnProl23
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