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LAB - VIET CHUONG TRINH DUNG NGON NGU PYTHON SU
DUNG NETCONF PE THUC HIEN LAY DANH SACH THONG
TIN CAC CONG TREN THIET BI CISCO (SANDBOX)

1. So dd

Hinh 1: So do6 bai Lab

I1. Mo ta

- So dd bai thyc hanh gém 1 PC va 1 thiét bi chay hé diéu hanh 10S XE
(CSR1000V) duoc dau ndi véi nhau nhu hinh 1.

- Trén so d6 nay, hoc vién thyuc hién két ndi dén Router CSR, viét chuong trinh dé
lay thong tin bang ngdn ngir Python.

- May PC phai dép (mg yéu cau da cai dat tram lam viéc cho developer.

II1. Yéu cau k¥ thuat
- Hoc vién thyc hién két ndi may tinh dén Agent bang mang Internet.
- Cai dat thu vién ncclient, xmltodict trén may tinh.
- Viét code bang Python thuc hién yéu cau:
+ Tao bo loc XML cho truy van Netconf.

+ M& két ndi dén thiét bi bang ncclient va tao cau truy van Netconf (get_config) sir
dung bd loc trén.

+ In két qua tra vé dang XML.

+ Tao danh sach interfaces va in bao céo trang thai cac cong up/down.
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IV. Cac buéc thuc hién
4.1. Cai dat thw vi¢n
- Mé cmd bang t6 hop phim Win+R: gd cmd.

- GO python —m pip install ncclient - -user.

tuptoo
: paramiko>=1.15

Lxml> @ in c: uanhoar
appdata

tuanhoal

rom pyn|
ite-packages (f]

s (from cffi3]

llected packages:
installed xmltod

Kiém tra di dugc Internet: ping 8.8.8.8
Vao sandbox cua cisco dé 1iy thong tin CSR1000V:

- Vao chrome search tir khoa: devnet sandbox tim trang nhu hinh sau:

IS eay ) :
& htips://devetoper-ciscocomys: Qiers

ar Import bookmarks & Hé théng Iuu trir DA.. @) Kt chuan UEF| hay L. @ Mot s thuatngirm... @) Kién thic co ban vé English Listening Le.. @S
I g Y 9 g 9

EVN ET Discover Technologies mmunity Support Events 'w Announcement

Sandbox Sandbox Catalog

Looking for a development lab?

Dig in with DevNet Sandbox - technology packed Cisco labs - today! FREE with 24x7 access!

Get stated with Sancos
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bang nhdp vao website devnet dung cisco ID hodc dung tai khoan Facebook,
Google:

dsce DEVNET
Login with Github

Login with Google

Login with Facebook _

alal | ogin with a Cisco ID

cisco

Q @ ®

o Login with Webex Meetings

o Login with Webex Teams

Khi ding nhap xong man hinh s& hién 1én giao dién web tat ca sandbox lab:

el DEVNET LAB MANAGEMENT

Q i iiadie _

[-;& Sandbox Labs

— Reservations All Sandbox Labs (77)

New, 0 Total

FILTER BY:
~ Sandbox Lab Status £ Version 3.1(2m) 19 Version 4.1 e
Available
ACI & Kuberr lato
Unavailable
View only
ACI and Kubernetes ACI Hardware Reserv... ACI Simulator Always... ACI Simulator Reserv...
Cisco ACI 3.1(2m) with APIC HW ver 3.1(2v) & nS000- APIC Simulator Version 4.1 APIC Simulator Version 4.1
Kubernetes Integration 122(1n)

RESERVE RESERVE ALWAYS-ON RESERVE

(D) Contains a resource(s) that is
currently unavailable

Vao 6 Search Sandbox Labs go I0S XE dé tim kiém céc lab st dung IOS XE, chon
lab c6 tén Recommended Code AlwaysOn:
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Q, 10S XE LAB CATALOG (6) e

wee  Allv

— Reservations All Sandbox Labs (6)
57

FILTER BY.
~ Sandbox Lab Status
Available

Unavailable

View only
10S XE on Catalyst 9 10S XE on CSR Lates 105 XE on CSR Lates 105 XE on CSR Reco. 10S XE on CSH Reco.
Explore the programmability Explore the Exf prog ¥ Explore the progr Get hands on with Model
capabslities of I0S XE on capabilities of 108 XE on capabiities of 108 XE an capabilises of 105 XE on Driven Programmabality using

O phia bén trai kéo xudng phan Access Details ta co duoc thong tin dé két ndi dén
CSR1000V:

-::I'ls-él‘; DEVNET LAB MANAGEMENT

SANDBOX LAB ~ I0S XE on CSR Recommended Code AlwaysOn

WINDOW i INSTRUCTIONS 4 NAVIGATOR STYLE

Tl

$ == BEHAVIOUR: M)

INSTRUCTIONS

‘ NETCONF/YANG-RESTCONF ‘

w8 s s s — B il s e I I R ¥

inte roperabilit;f. -
Access Details:

Developers and network engineers access the 10S XE on CSR
Recommended Code Always On Sandbox directly using the
following information:

= CSR1000V Host: ios-xe-mgmt.cisco.com
o SSH Port: 8181
o NETCONF Port: 10000
o RESTCONF Ports: 9443 (HTTPS)
+« Username: developer
« Password: C1sco12345

Hello World:
Check out this repository for various samples to use as examples to
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4.2. Viét chwong trinh

Tao file device info.py dé ghi thong tin thiét bi:

iosxe = {
"address": "ios-xe-mgmt.cisco.com",
"netconf port": 10000,
"restconf port": 9443,
"ssh port": 8181,
"username": "developer",

"password": "Clscol2345"

Cac thong tin: netconf port, restconf port,ssh port 1a cac port do thiét bi trén
Sandbox dit. Username, password 1a tén va mat khau khi ciu hinh SSH.

Tao file get interface list.py:

+ Import cac thu vién can thiét:

from ncclient import manager
import sys
import xmltodict

import xml.dom.minidom

from device info import iosxe as device

+ Viét bd loc XML cho truy véan Netconf:

netconf filter = """

<filter>

<interfaces xmlns="urn:ietf:params:xml:ns:yang:ietf-interfaces">
<interface></interface>

</interfaces>

</filter>"""

“xmlns="urn:ietf:params:xml:ns:yang:ietf-interfaces"” la khong gian tén, giap
phan biét cac thyc thé cing tén nam trong cac khong gian khac nhau. Vi du nhu trong
namespace N1 c6 object O, N2 ciing c6 object O. Dé phan biét object O ctia namespace
nao thi c6 thé ghi N1:0 dé biét 1a object O nay cua N1.
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Mo két ndi dén thiét bi biang ncclient va tao cdu truy vin Netconf (get_config) sir
dung bd loc trén:

print ("Opening NETCONF Connection to {}".format (device["address"]))
with manager.connect (
host=device["address"],
port=device["netconf port"],
username=device ["username"],
password=device["password"],

hostkey verify=False

) as m:

print ("Sending a <get-config> operation to the device.\n")

netconf reply = m.get config(source = 'running',
filter = netconf filter)

Tao két ndi dén thiét bi béng thu vién ncclient (modun manager).

Device la tén gan tir dong “from device info import iosxe as device” khai bao & trén.
Luu y: Phan khoang cach phai ding.

+ In két qua tra vé dang XML:

print ("Here is the raw XML data returned from the device.\n")

print (xml.dom.minidom.parseString (netconf reply.xml) .toprettyxml())

print (n u)

“xml.dom.minidom.parseString(netconf_reply.xml).toprettyxml()” ding dé in két
qué tra vé giup ta dé doc hon.

+ Tao danh sach interfaces va in bao céo trang thai cac cong up/down:

netconf data = xmltodict.parse(netconf reply.xml)
["rpc-reply"] ["data"]

interfaces = netconf data["interfaces"] ["interface"]
print ("The interface status of the device is: ")
for interface in interfaces:

print ("Interface {} enabled status is {}".format (
interface["name"],

interface["enabled"]

)

print ("\n")
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Xmltodict gitip ta chuyén tir dang xml sang dictionary dé c6 thé dé vao vong lap for
duyét ting phan tur trong dictionary. Viéc tao danh sach nay giup ta bi¢t dugc cong nao

dang up hay down nhanh chéng hon.
Két qua:

Sending a <get-config> operation to the device.
Here is the raw XML data returned from the device.
<?xml version="1.0" 2>

conf:base:1.0" xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<interfaces xmlns="urn:ietf:params:xml:ns:yang:ietf-interfaces">
<interface>»
<name>GigabitEthernetl</name>

ethernetCsmacd</type>
<enabled>true</enabled>
<ipv4 xmlns="urn:ietf:params:xml:ns:yang:ietf-ip">
<address>
<ip>10.10.20.48</ip>
<netmask>255.255.255.0</netmask>
</address>
</ipvd>
<ipv6 xmlns="urn:ietf:params:xml:ns:yang:ietf-ip"/>
</interface>
<interface>
<name>GigabitEthernet2</name>
<description>Configured by NETCONF</description>

ethernetCsmacd</type>
<enabled>true</enabled>
<ipv4 xmlns="urn:ietf:params:xml:ns:yang:ietf-ip">
<address>
<ip>10.255.255.1</ip>
<netmask>255.255.255.0</netmask>
</address>
</ipvéd>
<ipvé xmlns="urn:ietf:params:xml:ns:yang:ietf-ip"/>
</interface>
<interface>
<name>GigabitEthernet3</name>

The interface status of the device is:

Interface GigabitEthernetl enabled status is true
Interface GigabitEthernet2 enabled status is true
Interface GigabitEthernet3 enabled status is false
Interface Loopbackl0l enabled status is true
Interface Loopbackl102 enabled status is true
Interface Loopback2101 enabled status is true
Interface Loopback2102 enabled status is true
Interface Loopback2103 enabled status true
Interface Loopback2104 enabled status true
Interface Loopback2105 enabled status true
Interface Loopback2107 enabled status true
Interface Loopback2108 enabled status 1is true

0w

Be puls s s e
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<rpc-reply message-id="urn:uuid:bl7cf8cb-8cfb-48aa-922b-06ef1f965fa3" xmlns="urn:ietf:params:xml:ns:net

<description>MANAGEMENT INTERFACE - DON'T TOUCH ME</description>
<type xmlns:ianaift="urn:ietf:params:xml:ns:yang:iana-if-type">ianaift:

<type xmlns:ianaift="urn:ietf:params:xml:ns:yang:iana-if-type">ianaift:




