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I1. Muc dich thyc hién:
Compliant
AnyConnect ISE DACL = DACL_USER_PROD V
Posture + CompModule
~ Non-Compliant
Y DACL = DACL_POSTURE_NONCOMPLAIT
_ Unknown
Domain Computer DACL = DACL_POSTURE_UNKNOWS ?

User = admin1 Computer = LM-WIN10-TEST1

Trong truong hop nay, Ta gia sir dang ¢6 mot thiét bi mudn truy cdp vao hé thdng
mang cua cong ty. Pau tién, ISE s& chin tat ca luu lugng khong phai WEB cho dén
khi ISE nhén duoc, Thiét bi d6 s& redirect dén ISE Provisioning Portal va dowload
anyconnect vé, va anyconnect s& quét cac product trong Thiét bi xem c6 dap tng

yéu cau cua ISE hay khong va tién hanh cho phép truy cap hé thong.
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Qui trinh tao ra Posture :

1 Posture Conditions => 2 Posture Remediations => 3 Posture Requirement => 4

Posture Policy => 5 Client Provision => 6 Posture Policy

Posture Conditions 1a tap hop cac quy tic trong chinh sach bao mét nham xac
dinh mot diém cudi tuan thi. Mot s6 muc nay bao gém cai dat tuong Itra, phﬁn mém

chong virus, chong phan mém doc hai, cac ban sura 161, ma hoa 6 dia va hon the nira.

Sau khi cac Posture Conditions dugc xic dinh, cidc bién phap Posture
Remediation (néu can) co thé duoc dinh cau hinh. Posture Remediation 1a phuong
phap AnyConnect s& xir 1y cac diém cudi khong tuan thii. Mot sd bién phap khac
phuc c6 thé duogc giai quyét ty dong thong qua AnyConnect trong khi cac bién phap

khac c6 thé dugc ngudi dung cudi giai quyét theo cach thu cong.

Posture Requirement la cic budc hanh dong tirc thi duoc AnyConnect thuc hién
khi mot diém cudi khong tuan thu. Mt diém cudi duoc coi 1a tuan thi néu né thoa

man tat ca cac diéu kién vé tu thé.

Sau khi dugc dinh cu hinh, cac Posture Requirement sau do co thé duogc tham
chiéu boi Posture Policy dé thuc thi tuan thu. Client Provision 13 chinh sach duoc
str dung dé xac dinh phién ban AnyConnect dugc stt dung ciing nhu mo-dun tuan
thi s& duoc cai dat trén diém cudi trong qua trinh cung cap. Mo-dun tuan thi 1a mot
thu vién ma tac nhén tu thé st dung dé xac dinh xem diém cudi co tuan thu cac diéu
kién tu thé xac dinh hay khong. Cubi cing.

Cubi cung, Policy access s& cho Posture Policy ctia chiing toi va xac dinh dang
chinh sach ndo ma diém cubi s& phai tuan theo néu né tuan thii, khong tuan tha

hodc yéu cau cung cap AnyConnect.
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I11. Thye hién:

1. Céu hinh Download ACL:
v Name: LM_COMPUTER
v DACL: permit ip any any

= Cisco ISE Work Centers - Posture
Overview Network Devices Client Provisioning | Policy Elements l Posture Policy Policy Sets
O
Conditions @ > Downloadable ACL List LM_COMPUTER

Downloadable ACL

Remediations >

Requirements * Name LM_COMPUTER|

Allowed Protocols 3
Description

Authorization Profiles

Downloadable ACLs 2 = 3
Puersin @ 1pvs Otpvs O Agnostc O
* DACL Content 1234567 | permit ip any any

8910111
2131415
1617181
Q22129

2. CAu hinh Authorization Profiles:

= Cisco ISE Work Centers - Posture

Overview Net@rk Devices Client Provisioning Policy Elementsl Posture Policy Policy Sets

Authorization Profiles > New Authorization Profile

Conditions >

Authorization Profile

Remediations

*
Namg WIRED_COMPUTER|

Requirements

Allowed Protocols A
Description

Authorization Profiles

Downloadable ACLs

* Access Type
ACCESS_ACCEPT W
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Cisco ISE

Work Centers - Posture

Overview Network Devices Client Provisioning | Policy Elements | Posture Policy Policy Sets

Conditions >

v Common Tasks

Remediations >

ACL Name

Requirements

Allowed Protocols

Authorization Profiles |

Downloadable ACLs O AcL

v Name: LM_USER

v DACL: permit ip any any

Cisco ISE

@erview

Network Devices Client

Conditions >

Downicadable ACL List

LM_COMPUTER

(J IPve DACL Name

Work Centers - Posture

Provisioning Policy Elements Posture Policy

New Downloadable ACL

Downloadable ACL

Remediations

Requirements

Allowed Protocols

* Name LM_USER

Description ‘
Authorization Profiles [
Downloadable ACLs I :
I IPversion @Ipv4 OIPve O Agnostic (0)
* DACL Content 1234567 fpermit ip any any|
8910111
= Cisco ISE Work Centers - Posture
Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets

iti i Profiles
Conditions > Authorization Profiles

New Authorization Profile

Authorization Profile

Remediations

) * Name
Requirements

Allowed Protocols

Authorization Profiles

Downloadable ACLs

Description

* Access Type
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= Cisco ISE Work Centers - Posture
Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets
Conditions >

v Common Tasks

Remediations >

ACL Name LM_USER v
Requirements

Allowed Protocols

(D IPv6 DACL Name

“ Authorization Profiles |

Downloadable ACLs O ACL

3. Cau hinh Client Provisioning:

3.1 Tao AnyConnect Posture Profile:

v Vao Resource — +Add — Anyconnect Posture Profile
v Name: LM_AC PROFILE
v Remediation timer: 10

Vv Server name rule: *.eve.lab

= Cisco ISE Work Centers - Posture A Q

Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Settings
Client Provisioning Policy e o
Resources
Client Provisioning Portal o LM.AC_PROFILE
De: ]
4
Parameter Value Notes Description
E No v Enables the debug log e agent
erate )2 >
No v Enables the agent to operate on non-802.1X wireless ne
Enable signature No ¥ A o jnature of ) efore ru e
Log file size 5 The ma: n age: e size
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= Ciscol Work Cer s « Posture A Evalusti 8D © QA ® B &
Overview Netwo Client Provisioning Policy Troubleshoot Reports
—_—
Client Provisioning Policy
Resources
Parameter Value Notes Description
Client Provisioning Portal
Enz g No v
Operate on non-802.1X =
No v Enables the agent to operate on non-802.1X wireless network
Enable signature check No v 0OSX: N/A Check the signature of executables before rur g ther
Log file size 5 he maximum agent log file size
B _MB
etting
sy o : ta remediate within ed time, mal
Friify mplia
= Cisco ISE ork Centers - Posture A L Q @ §
Overvie Client Provisioning Policy Element ire Policy Polic Troublest
Client Provisioning Policy
Resources Parameter Value Notes Description
Client Provisioning Portal
, the agent retry period if there is a Passive Reasses
PRA retransmission time 2(

he server that the agent should connect to

Server name rules *.eve.lab

3.2 Tao AnyConnect Configuration:
v Pau tién ta vao Resource , ta chon +Add, chuyén dén muyc Agent

resource from local disk
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= Cisco ISE Work Centers - Posture { Q ® A &
Qverview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
—
Client Provisioning Policy
Resources
Resources

Client Provisioning Portal Selected 0 Total 13

D Version Last Update Description
O Anent resouress from local disk e Sug ant Profile Not Applicsble  2022/11/05 15:11:28

D 1

O i Pre ! 1

(] 1 ]

O 2 © 1 1

O FILE e 1

[:] 31

= Cisco ISE Work Centers - Posture \ Q ® ;A3 @
Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

Client Provisioning Policy Agent Resources From Local Disk

Resources

Client Provisioning Portal

co Pr Package v
Chon tép | k! 6 t&p nao dugc ct
v AnyConnect Uploaded Resources
Name Type Version Description

v Chon 2 file AnyConnectDesktopWindows4.5 ,

AnyConnectCompliantModule va 1an lugt import vao

v Luu y: File Anyconnect Desktop va Compliant s& c6 san trén cac PC, chi

can chon va import vao la duogc. 2 file nay dugc dung cho céc user tai vé

khi ho truy cép vao hé thong.
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= Cisco ISE Work Centers « Posture A EvnationMode81Dar Q. @ L@

Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

—
LCnoInep | anyconnec-win ouepioy=Ky.pKy

Client Provisioning Policy
Resources

Client Provisioning Portal

v AnyConnect Uploaded Resources

Name ~  Type Version Description

AnyConnectDesktopWindows 4.5..  AnyConnectDesktopWind 4.5.3040.0 AnyConnect Secure Mobility C...

o

v Ta chon Confirm

b
Warning

Please confirm this package's hash matches :

SHA-1:f2ef6fd5a3a99332486b4bb0482309932d392¢d3
SHA-256:293cce2beb98b735649¢37¢d51¢f0e83d8048ceScaeedc371540596f9cBec5c6
SHA-
512:926b88e65707807f4d03fd75ac0411ddb6ebd5e37e5cd3e0b0fed7225¢c0aec3754c688a
feScaf5e6b13965cebe969b753d6ae 1cef16c663278e2¢feba

4
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= Cisco ISE Work Centers - Posture Q ® 5B @
Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
CNon tep [ 8nyconnec-win_ nuepioy-ky.zipj
Client Provisioning Policy
Resources
Client Provisioning Portal
v AnyConnect Uploaded Resources
Name ~  Type Version Description
AnyConnectComplianceModuleWindows 4... AnyConnectComplianceModuleWi.. 4.3.2716.61..  AnyConnect Winc

canee!

v Ta tiép tuc chon Confirm

e
Warning

Please confirm this package’s hash matches :

SHA-1:1f142b479¢4525a164b869633abbb46112bf2bfc
SHA-256:8cdf8643fa2dbbbddcabda367e312f2cc50473953f30068637233706¢ce%alc2d
SHA-

512:1fa132af40382ad 1ec735da24a3f2ad2c2ef9808db302ccec434d8d8e3030a40c1d2¢46¢0
a7b36e75f6eabda128c9a91cc33¢c47279a2¢9f520147b2471

<«

v Trén tab Client Provisioning, chon muc AnyConnect Configuration.

= Cisco ISE Work Centers - Posture ® 2 &
Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
Client Provisioning Policy R
p— esources
Client Provisioning Portal Selected 0 Total 13 7
E + Add ~ [] Duplicate fi Delete A Y
(] B Version Last Update Description
(m] /e Supplicant Profile Not Applicable  2022/11/05 15:11:28
O oTemporalAgentWind..  4.8.176.0 2020/08/29 19:46:08 With CM: 4.3.838.6145
O se Supplicant Profile Not Applicable  2016/10/06 20:01:12 Pre-configured Native Supplic..
O oAgentlessOSX 4.9.1095.0 2020/08/29 19:46:14 With CM: 4.3.1249.4353
AMP Enabler Profile .
0O /e Supplicant Profile Not Applicable  2022/11/02 13:25:43
O LM_AC_PROFILE AnyConnectProfile Not Applicable  2022/11/06 08:33:12
(] WinSPWizard 3.0.0.2 WinSPWizard 3.0.0.2 2020/08/29 19:46:06 ant Provisioning Wizar

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@v
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v Muc Select AnyConnect Package: chon AnyconnectWindow 4.5
3040.0

= Cisco ISE Work Centers - Posture Q ® LA @
Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets roubleshoot Reports Settings
Client Provisioning Policy New AnyConnect Configuratior
Client Provisioning Portal
v Muc Configuration Name: LM ANYCONNECT WIN
v Compliance Module: AnyConnectCompliantModuleWindow
v Botick VPN
= Cisco ISE Work Centers « Posture L » Q ® @ #
Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

Client Provisioning Policy LM ANYCONNECT WIN
Resources

Client Provisioning Portal

ect A £l £}
e: LM
De:
4
DescriptionValue Notes
sliance Module  AnyConnectComplianceModuleWindow:v

AnyConnect Module Selection

SE
urel

v ISE Posture: chon LM_AC_ PROFILE
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= Cisco ISE Postur Q &
r twork C licy Elemer r licy Sets le Yort tir
Client Provisioning Policy
Resources
Client Provisioning Portal
Profile Selection

rre  LM_AC_PROFILE v

v

1 A A v

v Chuyén huéng dén Client Provisioning
v Chon tab Client Provisioning Policy
v/ Chon edit
v Insert new policy
v Identify Groups: Any
v Operating Systems: Windows All
v Other Conditions:
= ad.eve.lab:ExternalGroup EQUALS eve.lab/Users/Domain

Computers
= Radius:Service-Type EQUALS Framed
v Results: LM ANYCONNECT WIN

= Cisco ISE Work Centers - Posture A O QA ® @ @&
Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
e "
r mpl L ation f
I Client Provisioning Policy i (d. D : ;
Resources
Client Provisioning Portal
Identity Groups Operating Systems Other Conditions
If  Any d  Windows All ad.eve.lab:ExternalGrou gentWin Edit
eve.lab/LAB MINUTES/E € A e € And
Radius:Service-Type NC 2.0.2
e oD
Any + a Windows All t a ad.eve.lab:ExternalGrou  eve lab/Users/Engines + Done
- ]
ad.eve.lab:Ext Equals ngineers
l ad.eve.lab:Ext Equals eve.labft
¢ ad.eve.lab:Ext Equals eve.labjt

Radius:Service Equals Framed

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https:// /@vnprol49
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= Cisco ISE Work Centers - Posture A e 78I © 2 O &
Overview s leshoot Reports
ger L cu zation package
Client Provisioning Policy i e
Resources
Client Provisioning Portal
Identity Groups Operating Systems Other Conditions eve.lab/LAB MINUTES/BYOD £
If  Any and Windows All a ad.eve.lab:ExternalGrou  eve.lab/LAB TES/WIRELES SER gentWin Edit
eve.lab/LAB MINUTES/E And
Radius:Service-Type NC eve.la sers/C ain C e 2.0.2
oD
It Any . and  Windows All + and  ad.eve.lab:ExternalGrou =} Done
»
ad.eve.lab:Ext Equals eve.lab/L
Equals eve.lab/\
Equals Framed
= Ciscol Work Cer - Posture AE D @ Q @ L@ &

Troubleshoot

s Posture Policy

Client Provisioning Policy Eleme

erview Network Devices

zation package
Client Provisioning Policy .

p rules to

Resources

Client Provisioning Portal

Identity Groups Operating Systems Other Conditions Results
If  Any and  Windows All i ad.eve.lab:ExternalGrou gentWin Edit
eve.lab/LAB MINUTES/E  eve.lab/LAB MINUTES/BYOD USER And
Radius:Service-Type NC 5.0.2
M TES R SER b}
Any + snd - Windows All = ind  ad.eve.lab:ExternalGrou + Done
eve ers/D e )
aa
l & ad.eve.lab ave 13bJUSers/ERGing AND
eve.lab/L AND
Radius:Service Framed AND

v Céau hinh Client Provisioning Policy:

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https youtube.com/(@yv
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= Cisco ISE

Overvie

Client Provisioning Policy
Resources

Client Provisioning Portal

= Cisco ISE

Client Provisioning Policy
Resources

Client Provisioning Portal

Website: www.

Work Centers - Posture

ents Pos

module, &

irop rule

Operating Systems

Identity Groups

Any and  Apple i0S All Condition(s)
Any + and  Windows All i and  Condition(s)
If  Any and  Windows All and

Policy Sets

Other Conditions

A E e81Days  Q

Troubleshc

Radius

A\
0g°

Framed-IP-Address

NAS-Identifier

NAS-IP-Address

NAS-Port-Type

Condition Name

Service-Type

User-Name

ect Attribute

Work Centers - Posture 7'y — © Q2 @ &
Posture Policy Polic
mization pac
5. Drag er
Identity Groups Operating Systems Other Conditions Results

f  Any and Windows All i ad.eve.lab:ExternalGroups EQUALS the CiscoTemporalAgentWin Edit
eve.lab/LAB MINUTES/BYOD USER AND dows 4.8.00176 And
Radius:Service-Type NOT_EQUALS Framed WinSPWizard 3.0.0.2

And LM NSP BYOD

If  Any and Windows All ad.eve.lab:ExternalGroups EQUALS the LM ANYCONNECT WIN Edit
eve.lab/Users/Domain Computers AND
ad.eve.lab:ExternalGroups EQUALS
eve.lab/Users/Engineers AND
ad.eve.lab:ExternalGroups EQUALS
eve.lab/Users/Employees AND
Radius:Service-Type EQUALS Framed

f Any and Apple iOS All and  Condition(s) then Cisco-ISE-NSP Edit

X
If  Any and  Windows All and ad.eve.lab:ExternalGroups EQUA

eve.lab/LAB MINUTES/BYOD US
Radius:NAS-Port-Tvoe EQUALS

pro.vn | Forum: www.vnpro.org | Video: https

0 Server Response
Policy Saved S

Successfully

w.youtube.com/(@yv
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Work Centers - Posture AcE Dy @ Q @ L@ @
Client Provisioning Policy Elem Posture Pol; Troubleshoot Reports Settings
» o _ file, agent compl maodule, and/or lion package
Cligat Provikioaing Policy dfor wizard. Drag and drop rules to ¢
Resources
Client Provisioning Portal
Identity Groups Operating Systems Other Conditions Radius
f Any Windows All and  ad.eve.lab:ExternalGroups EQ Edit

eve.lab/LAB MINUTES/BYOD L ¢
Radius:Service-Type NOT_EQ

e

Framed-IP-Address
f  Any + snd  Windows All + and ad.eve.lab:ExternalGroups EQ. Done
NAS-Identifier
If  Any and Apple iOS All and

ve.lab:Ext &
= NAS-IP-Address
Any and  Windows All and

? ad.eve.lab:E NAS-Port-Type )

Service-Type
If Any Apple iOS All or Android and S GE R y

User-Name
Equals Framed AND

= Cisco ISE Work Centers « Posture 2 © QA ®@ @ @
Overview Net Policy Sets Troubles Reports Settings
I Client Provisioning Policy
Resources
Client Provisioning Portal
Identity Groups Operating Systems Other Conditions Re A S =
If  Any and  Windows All and  ad.eve.lab:ExternalGroups EQUALS then Cis ¢ L
eve.lab/LAB MINUTES/BYOD USER AND do
Radius:Service-Type NOT_EQUALS Framed Wi Callback NAS Pr
An
Any v 18 and  Windows All <t and  ad.eve.lab:ExternalGroups EQ... X then LM e
Framed
Any and Apple iOS All sve lab:Ext Equals
Any and  Windows All
ad.eve.lab:Ext Equals HE s
Any and  Apple iOS All or Android and ad.eve.lab-Ext Equals
Equals Framed AND )

Website: www. vn | Forum: www.vnpro.org | Video: https
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= Cisco ISE Work Centers - Posture A O @ © @ &
Overview Netwo Client Provisioning Policy Elements cy rol Reports gs
I Client Provisioning Policy 0 | C
Resaurces Agent Configuration
Client Provisioning Portal rmine what u logir nitiatior
file ule, ar WIN (1) 1s Upgrade Mandatory
file i r rules
Native Supplicant Configuration
Identity Groups Operating Systems Othe Choose &
Any Apple i0S All i Cond Edit
Any - Windows All + ad.ev Done
Any a Windows All i ad.eve.lab:ExternalGroups EQUALS t WinSPWizard 3.0.0.2 Edit
eve.lab/LAB MINUTES/BYOD USER AND And LM_WIRED

Radius:NAS-Port-Tvne FOUIAL S Fthernet

m el

3.3 Céu hinh Portal Settings and Customization:

v Ta sé tao giao dién Portal dé cac user dang nhap va download Anyconnect
vé thiét bi cua ho
v Vao Client Provisioning Portal

v Tao Portal méi

= Cisco ISE rk Centers - Posture Q

Overview Network Dev

Client Provisioning Policy Elements Posture Policy Policy

Troubleshoot Reports

Client Provisioning Policy

Portals Settings and Customization

Close
Client Provisioning Portal

Language File v

Portal test URL

Portal Behavior and Flow Settings Portal Page Customization

Portal & P ngs Client Provisioning Portals Flow (based on settings)

Portal Settings

v/ Portal Name: LM POSTURE 2, sau d6 Save

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https
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C,' Identity Services Engine X + h B d =
& C A Notsecure | https://10.215.28.54/admin/#workcenters/workcenter_posture/workcenter_posture clie.. Q 2 Y [0 & @
= Cisco ISt Work Centers - Posture a © @ @ =3 @ =
rvicw Network T B Client Provisioning Palicy LI et Pasture P P i Tr |

Client Provisioning Policy

Portals Settings and Customization

C 2 Save
Client Provisioning Portal

LM POSTURE 2

Language File ~

Portal Behavior and Flow Settings Portal Page Customization
Porta e Settin ent P ! Po F ed et
Portal Se
LoGIN
HTTF 8243 l
For PSNs Using Physical Interfaces Oient Provescn

3.4 CAu hinh DACL:

v Name: LM UNKNOW POSTURE
v DACL Content:

= Cisco ISE Work Centers - Posture AcE

Overview Netwol

Client Provisioning Policy Elements Posture Policy Polic

Troubleshoot Reports Settings

Conditions >
Downloadable ACL

Remediations >

LM_UNKNOW_POSTURE
Requirements

Allowed Protocols '
Authorization Profiles

Downloadable ACLs

12345678 | permit udp any any eg domain

91011121 | permit icp any any eq domain

31415161 | permit udp any eq bootpc any eg bootos
71819202 | permit udp any any eg 53

12223242 | permit fcp any any eg vww

52627282 | permit udp any any eq 8441

93031323 | permit tcp any any eg 8441

33435363 | permit ip any host 10.215.28.54|
73839404 | deny ip any any

14243444
54847484

v Check DACL Syntax ®

v Name: LM_INTERNET ONLY

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https:// outube.com/(@vnprol49
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5 « Posture

Client Provisioning Policy Elements

Downloadable ACL

Conditions >
LM_INTERNET_ONL
Remediations >
Requirements
Allowed Protocols
Authorization Profiles P vers Pva PyE Agnostic (3)

Downlosdehis At DACL C 12345678  permit udp any eq bootpc any eg bootps

91011121 permit udp any any eg 53

31415161 deny ip any 10.215.28.0 255.255.254.0
71819202 permit ip any any

12223242

52627282

93031323

33435363

73839404

14243444

54647484

Check DACL Syntax

3.5 C4u hinh Authorization Profiles:

v Name: WIRED USER UNKNOW

v Common Task: LM_UNKNOW_POSTURE

rk Centers - Posture

= Cisco ISE

Client Provisioning Policy Elements Posture Policy

Qverview Ne

New Authorization Profile

Conditions >
Authorization Profile

Remediations >

Requirements

Allowed Protocols

Authorization Profiles

Downloadable ACLs

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://
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= Cisco ISE

Overview Netwo
Conditions >
Remediations >

Requirements

Allowed Protocols

Authorization Profiles

Downloadable ACLs

Work Centers - Posture

Client Provisioning

v Common Tasks

ACL Name LM_

Policy Elements

[ Ipv6 DAGL Name

v Tai muc Web Redirection:

v Ta chon muc: Client Provisioning (Posture)

v ACL : 101 (ACL nay da c6 trén switch 3k)
v Value: LM POSTURE 2

= Cisco ISE

~ A N
Overview N

©

Conditions >

Remediations >

Requirements

Allowed Protocols

Authorization Profiles

Downloadable ACLs

twork Devices

Client Provisioning Policy Elements

v Common Tasks

O voice P
W A
e ovisiont Posture) V' AGL
O static IP/Host name/FQDN
g ~

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https
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v Name: WIRED USER _NONCOMPLIANT

= Cisco ISE Work Centers - Posture O Q ® 3 &

e Policy Elements Posture Policy Troubleshoot Reports Settings
e
ISE N PLIANT
Conditions >
Authorization Profile
Remediations >
IRE R_NOI
Requirements
Allowed Protocols De:
4
Authorization Profiles -
ccess Type
: ACCESS_ACCEP v
Downloadable ACLs = =
© D ik Cisco
ervice Template ]
T ement (ENO)
Agentless Posture O®

= Cisco ISE Work Centers - Posture © QA ® 3 &
Overview Network Devices Client Provisioning Policy Elements Pc c Troubleshoot Reports Settings
—_—
Pas acking O @
Conditions >
Remediations >
Requirements v Common Tasks
Allowed Protocols
ACL Name LM_INTERNET_ONLY v
Authorization Profiles
Downloadable ACLs O .
0 ac
M 2
v Authorization Profiles: WIRED USER COMPLIANT
= Cisco ISE rs 4 D QA ® &
Overview Netwo Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports
Conditions > o
Authorization Profile
Remediations >
) WIRED_ APLIANT]
Requirements
Allowed Protocols De
4
Authorization Profiles
. ACCESS_ACCEP v
Downloadable ACLs =
Ne: Device Profile & va
Sex O
Tra OG
Agen osture O
P e |de acking O @

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https
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v Policy Elements:
v DACL Name: LM_USER

= Cisco ISE Work Centers - Posture A Q ® 5@ &
Overview Client Provisioning Policy Elements Posture Policy Polic Troub! oot Reports Settings
—_—
Passive Identity Tracking O @
Conditions >
Remediations >
Requirements v Common Tasks
Allowed Protocols
B pAcL Name LM_USER v
Authorization Profiles
Downloadable ACLs @y
0O &
-

v Céu hinh Policy set:
v Du6i cac muc authorization da tao, bam vao biéu tuong banh rang, insert

policy below

= Cisco ISE Work Centers - Posture A aQa ®
Overview Network De Policy Posture Policy Policy Sets roubleshoot Reports Settings
—_—
Status Rule Name Conditions Profiles Security Groups Hits Actions
o  ad.eve.lab-ExternalGroups AT Demain. PC &
© sopcRUE A EQUALS eve.lab/Users/Domain Computers SHRACERSS PRSI = ' {é}

ad.eve.lab-ExternalGroups
EQUALS eve.lab/Users/Engineers

R
&

PROFILE

E AND
© j s Network

E  Access-WasMachineAuthenticated
EQUALS True

ad.eve.lab-ExternalGroups
EQUALS eve.lab/Users/Employees
] . Employees-PROFILE t Employees X
©  Employees AND T Employees-PROFILE Employ & 0 {@}
k Access-WasMachineAuthenticated
EQUALS True

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https:/ routube.com/@vnprol49
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v Name: USER UNKNOWN

Results
Status Rule Name Conditions Profiles Security Groups Hits Actions
Q
ad.eve.lab-ExternalGroups
S EQUALS eve.lab/Users/Domain
Computers
© a.ZERV RO Ao k& ::::::;kv\/ashﬁachvnEAuthenncared MIRED-UDER UNENE v Select fropilist g {:Q}
EQUALS True
_ Session-PostureStatus
E  EQUALS Unknown
Muc Condition chon:
v ad.eve.lab-ExternalGroup EQUALS eve.lab/Users/Domain
Computers
v Network Access-WasMachineAuthenticated EQUALS True
v Session-PostureStatus EQUALS Unknown
Muc Profiles:
v WIRED USER UNKNOWN
= Cisco ISE Policy aQa @
Results
Status Rule Name Conditions Profiles Security Groups Hits Actions
Q
° tfsw URNO o 1 ijzzj;kw:sMa:h-neAqlhem:ca:ed S ROl Select-remlist ¥ v {é}
EQUALS True
B SouALs trknown
ad.eve.lab-ExternalGroups
A EQUALS eve.lab/Users/Domain
© giekaLx:r?T’VC ARRY [ st::;k\”lasr\‘athmeAu(henhc:sled WIREDSHSER-NONCO. Selectifrom lisl L {é}

EQUALS True

Session-PostureStatus
EQUALS NonCompliant

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https:
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= Cisco ISE

Policy - Policy Sets A EelstionMoe Dy @ Q @ LA @&
Results
@ Status  Rule Name Conditions Profiles Security Groups Hits Actions
( Q )
Computers
USER_NONC Network W e o) g . S |
° OMPLIANT AND E  Access-WasMachineAuthenticated MY RER S NONGOS Relackirpmliot 9 {§}

EQUALS True

Session-PostureStatus
EQUALS NonCompliant

° USER_COMPL
IANT

WIRED_USER_COMPLI

Select from list 0 {:c}}

Vv Save.

3.6 Tién hanh test :

v Tavao PC, disable va enable lai card mang

51}? Network Connections

A & « Network and Internet > Network Connections

Organize ¥ Disable this network device Diagnose this connection

=~ | Ethernet2
eve.lab

&7 Intel(R) PRO/1000 MT Ne
& Disable

status Ly

Diagnose

Bridge Connections

Create Shortcut
Delete

Rename

Qee @

Properties

Website: www
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rE' letwork Connections o O w
A Ul « Metwork and Internet » Network Connections 3 v | O Search Metwork Connections 9
Organize * Disable this network device Diagnese this connection Rename this connection  » s W @

L" Ethernet 2
MaS (dentifying...

T Intel(R) PRO/1000 MT Network C...

Ethernet 2

!!'0 Enabled
e

Kiém tra lai trén SW3K:

v show authentication sessions interface G0/1 details

v SWl#show authentication sessions interface G0/1

details

Xem muc Server Policy da c6 DACL va Link URL Redirection web tir
ISE

v Server Policies:
v Vlan Group:
= ACS ACL: xACSACLx-IP-EVE DHCP_ ACL-5fe79837
= URL WEB: ......
v SGT Value: 5
v Néu da co6 du diéu trén, Trén PC, ta truy cap web bat ky dé redirect
sang portal :8443 cua ISE

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://
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MBS HRIOOF
() Identity Services Engine X | @ NewTab X + b = X
C Q Search with Google or enter address & =
-8) Import bookmarks... @ Getting Started
@

@ Firefox

& Search with Google or enter address

2 o KB 9 © @@ v

10.1.1.200 YouTube Facebook Wikipedia Reddit @amazon Twitter

v Chon Start dé bét dau truy cap mang

« (&} 8 Im-isel.iselabminutes.com:8443/portal/PortalSetup.action?portal=b06dfach-9331-49d2-869f-6747c1... o

2 Apps 6 VPN @@ Intranet

Client Provisio

Device Security Check
Your computer requires security software to be installed before you can connect to the network

Stant

v Device Security Check: doi vai gidy dé bat dau cai dat va chay

< C 8 Im-iseliselabminutes.com:8443/portal/ClientProvisionStart.action?from=CLIENT_PROVISION b g

3 oAppr Q@ VAN @ Inranet

Device Security Check
Your computer requires security software to be installed before you can connect to the network

8 Detecting if AnyConnect is installed and running

v.youtube.com/(@vnpro149
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v Dé Unable to detect AnyConnect Posture Agent

v Click vao “ This is my first time here

Client Provisioning

Device Security Check
Your computer requires security software to be installed before you can connect to the network

Unable to detect AnyConnect Posture Agent

-+ + This is my first time here

+ Remind me what to do next

v Tatién hanh Download AnyConnect vé

Client Provisioning Portal

Device Security Check
Your computer requires security software to be instailed before you can connect to the network

[Unable to detect AnyConnect Posture Agent

1. You must install AnyConnect to check your device before accessing the network. Click here to download and
install AnyConnect

2. After installation, AnyConnect will automatically scan your device before allowing you access to the network

3. You have 4 minutes to instail and for the system scan to complete

Tip: Leave AnyConnect running so it will automatically scan your device and connect you faster next time you

access this network

- You have 4 minutes to install and for the compliance check to complete

0

+ Remind me what to do next

Show all x

anyconnect-ise-ns..exe
252648

youtube.com/@vnpro149
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v Sau khi Download AnyConnect va Tién hanh truy cap mang : Click

vao Connect

Network Setup Assistant

Trusted and Secure Connection

~ You are connected to
ngz\‘l‘ n[Qj
Im-isel.ise.labminutes.com

) the ne

whose identity has been certified, Your
connection to this website is encrypted.

3. You have
axt time

Tip: Leave
access this
y Corce
. = Youha
ey, {c) 2014-2020 Caco Systems, Inc, Csco, Caco Systems and Caco Systems

oge e regatered tracemarks of Csco Systeme Inc and/or 23 slfiates n the
U.S. and cortain cther countried.

+ Remind me what to do next

Network Setup Assistant

Trusted and Secure Connection

X You are connected to
1. You must A gdownlo:
instali An Im-isel.isc labminutes.com
2 After insta b the ne

whose identity has been certified. Your

3. You have connection to this website is encrypted.

axt time

Tip: Leave
access this

[ oo ][ omea

() 2014-2020 Caco Systems, Inc. Csco. Caco Systens and Caco Systerns
ioge are regatered tracemarks of Caco Systeme, Inc and/or 23 alfiates in the
U.S. and contain cther countried.

= You ha
ns

+ Remind me what to do next

v Qua trinh Download va cai dit dang dién ra

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https /w.youtube.com/(@vnpro149
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I OMPEPR W YTV W TAronck

AnyConnect Secure Mobility Client Downloader

The AnyConnect Downloader is nstaling Complance Module
3.6.11682.2. Please wait...

Device Secu
Your computer

Network Setup Assistant -

Running AnyConnect Downloader...
1 You must

wnload
install Any,
2 After instal ) the netw
3 You have
Tip: Leave A (=5 Xt ime yc¢

access this n

{c) 2014-2020 Csco Systems, Inc. Caco, Caco Systems and Caco Systers
OG0 are regatered traderarks of Caco Systems, Inc and/or s affianes n the
U.S. and certain cther countred.

~+Remind me what to do next

v Cai dat thanh cong

Network Setup Assistant

& Installation is completed.
\ﬂ gownload an¢

) the network

axt time you
access this

Out
:f‘ % You ha

() 2014-2020 Caco Systems, Inc. Caco, Gsco Systems and Caco Systems
0G0 e regmered tracemarks of Caco Systeme, Ine and/or s alfiates in the
US. and cortain cther countries.

+ Remind me what to do next
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9
A

v Truy cap 6 C/ ProgramData / Cisco / Cisco AnyConnect Secure Mobility
Client

=
o '\: <« All Control Panel tems > Network and Shanng Center v Search Control Pane
Cont} y = | ProgramData -
Chan € i » ThisPC > Local Disk (C:) » ProgramData > vd Search ProgramData
setthe -
lsme Date modified Type Siz
s Quick access
Ciseo 2017 1:19AM  File folder
Desitoy *
- e Microsoft g oM © X
¥ Dow 3 ¥, Microscft ObiDrive
2 Documents v regid. 1991-06.com.microsoft
= Pictures * SoftwareDistribution
D Music USOPrivate
B Videos USQShaced
& OneDrive
B Thes PC
BB Desitop
%= Documents
ot | & Downloeds
Hom ) "
nfrag =p R
il L Comect
Wind = X
= Local Disk (C)

— v A > ThisPC » LocalDisk (C:) » ProgramData » Cisco » v O Search Cisce

-

& Downloads «# # Name Date modified |

B Documents:  # Cisco AnyConnect Secure Mobility Client  10/3/

» Pictures *
ClamWin db Old
db

D Music

B Videos

@& OneDrive

B This PC
) 3D Objects
B Desktop
% Documents
& Downloads
D Music

& Pictures
B \dea.

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https .youtube.com/@vr
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v Chon tiép Profile / ISE Posture / ISEPostureCFG.xml

€« - P < Cisco » Cisco AnyConnect Secure Mobility Client » v O Search Cisco AnyConnect Se
& Downloads # * Name Date modified Type Size
§ Documents  # CustomerExperienceFeedback 972 211 PM File folder
&/ Pictures * Help 9/2 Z10PM File folder
ClamWin db Old ISE Posture 11:56 AM File folder
db 0n 9/2 10PM File folder
) Music Logs 10/ 56 AM File folder
Network Access Manager 9/2 15PM File folder
B Videos
Profile )/3/2020 10:24 AM File folder
@& OneDrive Script 9/27/2020 2:10 PM File folder
Tem 9/29 File folder
B This PC P
= ACManifestiSECompliancexml 3722 XML Document 1K8
& 30 Objects /= ACManifestiSEPosturexml 6/10/2020 1:11 PM XML Document 1KB
&« v A « Cisco AnyConnect Secure Mobility Client » ISE Posture v O Search ISE Posture
‘ Downloads # Name . Date modified Type Size
fil Documents  # * ConnectionData.xml 0 XML Document 1KB
& Pictures ’ | ISEPosture json 9/2¢ JSON File 4KB
ClamWin db Old = ISEPostureCFGxml XML Document 3KB
db
D Music
B Videos

& C:\ProgramData\Cisco\Cis...

<?xml version="1.0"?>
- <records>
- <record>
<primary>LM-ISEl.ise.labminutes.com</primary>
<port>8443</port>
<status_path> /auth/status </status_path>
<ng-discovery> fauth/ng-discovery</ng-discovery>
<time>1601751403</time>
</record>
- <record>
<primary>Im-isel.ise.labminutes.com</primary>
<port>8443</port>
<status_path> /auth/status </status_path>
<ng-discovery> /auth/ng-discovery</ng-discovery>
<time>1601751365</time>
</record>
</records>
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v Céu hinh Posture Condition
v Work Center/ Posture / Policy Element / Application / +Add

= Cisco ISE | Work Centers - Posture I A E
Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets
Gonditigas ¥ Application Condition 5

Anti-Malware

Anti-Spyware

Rows/Page v
Anti-Virus -
& ras
Compound
Dictionsey. Compound Name Description Applicatior
Dictionary Simple \:| Default_AppVis_Condition_Mac Cisco Predefined Check for installe... Installed and
Disk Encryption
[J Default_AppVis_Condition_Win Cisco Predefined Check for installe... Installed and
v Name: LM_WIN APP _COLLECTION
v Operating System: Windows All
v Check By: Application
v Compliant Module: 4.x or later
v Provision by: Everything
= Cisco ISE Work Centers - Posture
Overview Network Devices Client Provisioning Policy Elements|
Application Condition New
Conditions v
Anti-Malware
Name*
Anti-Spyware LM_WIN_APP_COLLECTION
Anti-Virus
Description
Compound —
Dictionary Compound
Dictionary Simple 4
Disk Encryption
External DataSource
Operating System*
Fil :
e Windows All V.
Firewall
Hardware Attributes
Check By *
Patch Management . .
Application v

Registry

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https outube.com/(@vnprol49
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= Cisco ISE Work Centers - Posture
Overview Network Devices Client Provisioning Policy Elements
Conditions v Check By *
Application v

Anti-Malware

Anti-Spyware

Anti-Virus Caompliance madule
Application 4.x or later v
Compound
Dictionary Compound
Application State? Installed Running
Dictionary Simple
Disk Encryption
Provision by
External DataSource X
Everything v

File

v System Scan: phin mém anyconnect : Compliance

-

T s « AliControl Panel Rems > Network and Sharing Center v O earch Control Panel P

Vi v I I i
Coutol et Hoaia View your basic network information and set up connections

View your active networks
Change adapter settings

Change advanced shanng ebminutes.com Access type Internet
settngs Domain networtk Connections: § Lab

Change your networking settings
W4 Set up 2 new connection or network

Set up 2 broadband, dial-up, or VPN connection; or set up a router or access point,

=9 Troubleshoot problems

- o
Diagnose and repair network p , or get ing inf

HemeGeoup
Infraced

Internet Options

Windows Frewall
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v Bt Setting Scan:

’ § Gisco AnyConnect Secure Mobdity Client - X

afraln
cisco

System Scan (Compliant)
Latest Scan Start Tee: Satan 3 11:20:06 2017

v System Scan: Click vao Connection to untrusted servers

1 55 « Al Control Panelltems > Network and Sharing Center v & | Sesrch Control Panel P
aid P ik : 4

4 N Cisco AnyConnect Secure Mobility Chent

il
Cisco

Preferences  Swmatstics Security Products  Scan Summary  Message Histocy

EASiock connections to untrusted servers
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v System Scan: mo tab Statistics dé xem thong tin Compliance

N g ¥ < All Control Panel Rems > Network and Shaning Center v O Search Control Pane y-J
ae e ik : a

€8 § Cisco AnyConnect Secure Mcbility Client

afrarln
cisco

AnyConnect'S

encgs 55? Prm s«nmgrv Message Hstory

Compliance Information
Cusrent Status: Coepliant

Acceptable Use Polcy NA

Sot kn 3 11:20:06 2017
None:
Nene
4.2.11340

Connection Information

Policy Server: LM-ISE Liabmnutes. com

-
T 55 « All Comtrol Panel lems » Network and Sharing Center ) Seatch Control Pane »

s TIRES Sk : -

€9 A& Cisco AnyConnet Secure Mobdity Client

stfeanfee
cisco

e

Preferences Statstics Secunity Prodicis  Scan Summary Message History

Product Name b Product Type Product Verson  Definition Version  De
Windows Update Agent £ 10.0.15063.0
Windows Frewal L 10.0.15063.0
Windows Defender e 4.11.15063.0 1.245.435.0 06,
SitLocker Drive Encrypion DE £0.0.15063.0
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v Sau khi qua khoi mode Unknown, ta tiép tuc céu hinh thém phan

Condition Posture
v Work Centers / Posture / Policy Elements / Firewall Condition
v Name: LM_WIN FIREWALL
v Compliance module: 4.x or later
v Operating System: Windows All
v Vendor: Microsoft Corporation

v Tick vao muc Windows firewall va version 10.x

= Cisco ISE Work Centers - Posture
Overview Network Devices [y Client Provisioning Policy Elements
Conditions v NI

LM_WIN_FIREWALL

Anti-Malware

Anti-Spyware

Description
Anti-Virus
Application
Compound 2
Dictionary Compound Compliance module*
S : 4 x or later v
Dictionary Simple

Disk Encryption

External DataSource Operating System

Windows All v
File ,
Firewall T
Hardware Attributes Microsoft Corporation
Patch M t
atc anagemen Enabie
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= Cisco ISE Work Centers - Posture

Overview Network Devices Client Provisioning Policy Elements Posture Policy Pol

s

Conditions v Vendor *

Microsoft Corporation
Anti-Malware P

Anti-Spyware Enable

Anti-Viri 2
Sl At least one product must be selected”

Application

Compound

Dictionary Compound

O Product Name Version
Dictionary Simple
Disk Encryption Windows Firewall 10.x
External DataSource s

|| Windows Firewall 6.x
File

(] Windows Firewall ANY
Hardware Attributes O ANY ANY

Patch Manaagement

v Posture / Policy Elements / Anti-Malware
v Name: LM_WINS

v Operating System: Windows All

v Vendor: Microsoft Corporation

v Tab Product for Selected Vendor:

Vv Baseline Condition: Windows Defender 4.x

= Cisco ISE Work Centers - Posture

Overview Network Devices Client Provisioning Policy Elements Posture

Anti-Malware Condition

Conditions N
Anti-Malware * Name LM_WINS
Anti-Spyware
Anti-Virus Description
Applicati :
Ry Compliance Module 4.x or later ()
Compound
* Operating System Windows All v
Dictionary Compound
Dictionary Simple . .
Vendor Microsoft Corporation v
Disk Encryption = _ 3
Check Type © |Installation (O Definition

External DataSource

File
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~ Products for Selected Vendor

Baseline Condition Advanced Condition

Ycul%an select products either on baseline condition or advanced condition

Product Name Minimum Version Maximum Version Minimum (
Windows Defender 4.x v 6.x 4.2.520.0
O System Center Endpoint Protect... 4.x 4.x 4.2.520.0
O Microsoft Security Essentials 1.x v 4.x 4.2.520.0

3.6 CAu hinh Posture Remediation:

v Work Center / Posture / Firewall
v Name: LM_WIN FW

v Operating System: Windows All
v Compliance module: 4.x or later
v Remediation Type: Manual

v Vendor name: Microsoft operation

v Window firewall + Any

= Cisco ISE Work Centers - Posture

Overview Network Devices Client Provisioning | Policy Elements | Posture
Compound NG

Dictionary Compound % LM_WIN_FW

Dictionary Simple
Disk Encryption Description

External DataSource

File
Z|

Compliance module*
Hardware Attributes 4 x or later v
Patch Management
Reglstcy Operating System*

; Windows All v

Script
Service

Vendor *
uss 2 =

Microsoft Corporation
Enable
Remediations v
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= Cisco ISE Work Centers - Posture

Overview Network Devices @C!ient Provisioning Policy Elements Posture Policy Poli
Compound

Dictionary Compound Venaort

Dictionary Simple Microsoft Corporation

Disk Encryption Enable

External DataSource

At least one product must be selected”
File

Firewall

Hardware Attributes

Patch Management = Product Name Version
Reglstry O Windows Firewall 10.x
Script

O Windows Firewall 6.x
Service
usB Windows Firewall ANY

O ANY ANY

3.6Cau hinh Posture Requirement:
v Work Centers / Posture / Policy Element / Requirement
v Edit /new
v Name: LM_WIN FW
v Operating System: Windows All

v Compliance module: 4.x or later
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= Cisco ISE Work Centers - Posture A Evaluat 0o
Clier Policy Elements Pol Troubles Reports
e
-

Anti-Malware
Anti-Spyware
Anti-Virus

R ments
File Requirements
Firewall Name Operating System Compliance Module Posture Type
Launch Program Any_AV_lInstallation_Win for Windows All using 3.x or earlier using AnyConnect met ANY_av

if

Link
Patch Management LM_WIN-FW for  Windows All + using 4.x or later using  AnyConnect

Windows Server Update S...
Windows Update
B NOte:Remediation Action is filtered based on the operating system and stealth mode selection.

UsB Remediation Actions are not applicable for Application Conditions (configured using the Provision By Category or Provision By Everything options), Hardware
External Data source conditions.
Remediations Actions are not applicable for Agentless Posture type.

Requirements

Allowed Protocols

Authorization Profiles m

Downloadable ACLs

v Muc Conditions: Chon User Defined Conditions / Firewall Condition /
LM_WIN FIREWALL

= Ciscol Work Centers « Posture A 79 ®© QA ¢
Overview Client Provisioning Policy Elements ture Policy | conditions ts
R —_— i

Anti-Malware

Anti-Virus User Defined Conditions

Requirements

File Cisco Defined Conditions
Firewall Compliance Module Posture Type ons Action:
Launch Program earlier using AnyConnect met ANY_av_win_inst
if
Link
Patch Management using  4.x or later using AnyConnect met =+

4
Windows Server Update S...

Windows Update
P Note:Remediation Action is filtered based on the operating system and stealth mode selection.
USB iation Actions are not appli for ion Conditions using the Provisio
External Data source conditions.
Remediations Actions are not applicable for Agentless Posture type.

ct Conditions

I Requirements

Allowed Protocols

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https youtube.com/@vnprol49
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Cisco ISE

Ne

Overview

work Devices

Anti-Malware
Anti-Spyware

Anti-Virus

File

Firewall

Launch Program

Link

Patch Management
Windows Server Update S...
Windows Update

uss

Requirements
Allowed Protocols
Authorization Profiles

Downloadable ACLs

Cisco ISE

Overview ork Devices

Anti-Malware
Anti-Spyware

Anti-Virus

File

Firewall

Launch Program

Link

Patch Management
Windows Server Update S..
Windows Update

uss

Requirements

Allmmadd Dratanale

Website: www.

mpro.vn | Forum: www.vnpro.org | Video: https

Work Centers - Posture

Client Provis

Policy Elements

Requirements

Compliance Module Posture Type

earlier using AnyConnect met

if

using 4. or later using AnyConnect

Posture Policy

4

Note :Remediation Action is filtered based on the operating system and stealth mode selection.
i i i gured using the Provisio

Actions are not
External Data source conditions.
Remediations Actions are not applicable for Agentless Posture type.

for C

A Evaiuation oDz @) ¢
' User Defined Conditions ts
Q
e e e =
Anti-Virus Condition
Anti-Spyware Condition
ons

Anti-Malware Condition

ANY _av_win_inst

Firewall Condition
Patch Management Condit
Disk Encryption Condition -

Select Conditions

Work Centers - Posture A e 79T O A &
Firewall Condition
Client Provisioning Policy Elements re Pol - Reports Se
——
< =)
Default_Firewall_Condition_Wi
LM_WIN_FIREWALL
RE:’(.]UH'&H":.‘H[S
Compliance Module Posture Type i X ‘emediations Actions
using Temporal Agent met Default_Firewall _C
if  ondition_Mac
x or later using AnyConnect met =1 Done
‘ -
Default_Firewall_ dition_Wit @
NOLe:Remediation Action is filtered based on the operating system and stealth mode se
Remediation Actions are not appli for ion Conditi LISV A A A P AR
External Data source conditions.
iations Actions are not for Agentiess Posture type.
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v Muc Remediation: LW_WIN_FW

Cisco ISE ors - Posture

Po

Network Dey Cli

erview

ent Provisioning sture Po

Policy Elements

Anti-Malware

Anti-Spyware

Anti-Virus
g Requirements

Compliance Module Posture Type
Firewall

using Temporal Agent met

if

Default_Firewall_C

Launch Program ondition_Mac

Link x or later

using AnyConnect met i

Patch Management
Windows Server Update S...

Windows Update

usB Actions are not for C 01
External Data source conditions.
i Actions are not for Ag Posture type.

I Requirements

Allowed Protocols

Note :Remediation Action is filtered based on the operating system and stealth mode selection.
i using the Provision By Category or Provision

D)

©
o

Remediations

Eel

B

Message Text Only

AnyAMDefRemediationWin

Conditions LW_WIN_FW
then Default_Firewall_Re  Edit
mediation_Mac USB_Block
f LM_WI.. + th

Select Remediations

Message Shown to Agent User

Authorization Profiles m Rese
Downloadable ACLs
v Muc Message Show to Agent User: “Window firewall disable, plea
uc viessage Oow 10 AgC SCr: OwW 111 S C, pleasc
click to enable manually”
= Cisco ISE Work Centers « Posture A Eva 1 JeY
Overview Client Provisior Policy Elements ture Troubl
L ——
:
Anti-Malware
Anti-S E
SRS Requirements
Anti-Virus Compliance Module Posture Type Conditions Remediations Ac
File using Tempora!l Agent met Default_Firewall_C then Default_Firewall_Re Edit
if ondition_Mac mediation_Mac
Firewall
x or later using AnyConnect metif LM_WI... o then LW_WIN_FW X L
Launch Program
Link Ll Action
Patch Management
Windows Server Update S... NoOLe:Remediation Action is filtered based on the operating system and ste:
Actions are not for Al Conditions (confi Hardware

External Data source conditions.
Remediations Actions are not applicable for Agentless Posture type.

Windows Update

uss

Requirements

Allowed Protocols

Website: www.

mpro.vn | Forum: www.vnpro.org | Video: https

Message Shown to Agent User

Windown firewall disable, please dlick to enable manually
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v Add+

v Name: LM_WIN DEFENT

v Windows All: Windows All

v Compliance Module : 4.x or later

v Posture Type: Anyconnect

= Cisco Work Centers - Posture A Ev o
Overview Network Devices Client Provisioning Policy Elements Posture Policy Troubleshoot Reports
—_—
Anti-Malware
Anti-Spyware
Anti-Virus
i Requirements
Eirewall Name Operating System Compliance Module Posture Type
Launch Program Any_AV_lInstallation_Win for Windows All using 3.x or earlier using AnyConnect met ANY_a
Link if
Patch Management LM_WIN_DEFENT for Windows All + using  4.x or lateq using AnyConnect
Windows Server Update S... '
yiacons dncels NOle:Remediation Action is fitered based on the operating system and stealth mode selection.
UsB Remediation Actions are not applicable for Application Conditions (configured using the Provision By Category or Provision By Everything options), Hardware
External Data source conditions.
Actions are not appli for Agentless Posture type.

Requirements

Allowed Protocols
Authorization Profies
Pacialandahia AQE~

v User Defined Conditions / Anti-Malware Condition / LM_WIN

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https
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User Defined Conditions ts Settings
=]
< = & Q

Anti-Malware Condition > =

Firewall Condition

e
Patch Management Conditiol ons Actions
F Y
Disk Encryption Condition
USB_Check
met -+ Df v -
Hardware_Attributes_Check
1 o -
Aion. Select Conditions i i
s Provizio ¥
Work Centers « Posture & bay: @ Q @ LA &
Client Provisioning Policy Elements [ Anti-Malware Condition ts Settings
- =Q

ANY_am_win_def

Requirements
! ANY_am_win_inst

Compliance Module Posture Type ons Actions
LM_WIN
earlier using AnyConnect met ANY_av_win_inst =
if
using 4.x or later using AnyConnect met T DGy

4

NOte:Remediation Action is filtered based on the operating system and stealth mode selection. Select Conditions I
Remediation Actions are not appli for Application Conditions d using the Provisio >
External Data source conditions.

Remediations Actions are not applicable for Agentless Posture type.

v Remediations Action: Chon AnyAMDefRemediation /

v Message Show to Agent User: Win Windows defender definition outdated

systems will update automatically

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: htt outube.com/@
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= Ciscol Nork Centers - Posture A Q ® &
Overview Policy Elements Po Settir
—_—

Anti-Malware

Anti-Spyware Clade N

Anti-Virus

Requirements

File cal :

Firewall Compliance Module Posture Type Conditions Remediations Actions

Launch Program earlier using AnyConnect met ANY_av_win_inst then Message Text Only  Edit 2

if
Link
Patch Management using  4.x or later using  AnyConnect met if  LM_WIN + then  AnyAMDe.. X Doory
‘ >
Windows Server Update S..
Action
Windows Update s - T
Note:Remediation Action is filtered based on the operating system and stealth mode selection. Ar
usB Remediation Actions are not for App! Conditions using the Provisior = onditions, and
External Data source conditions
Actions are not for Agentless Posture type. Message Shown to Agent User
Requirements Windown defender definition outdated
Allowed Protocols systems will update automatically

Authorization Profiles “ Reset

Downloadable ACLs

v Chuyén huéng dén Windows: mé Windows Firewall with Advanced

Security

v Tit firewall dé dap tng diéu kién Non Compliant cia Anyconnect

Complaint

¥
4 55 <« Al Control Panei tems » Network and Shasing Center v & tral Pane )
Ameeemme—iosic network information and set up connections
8 Db @& Fiters ' perworks
Best match e Access type: Internet
e Connecticns: § Lsb

‘ Windows Firewall with Advanced
Security

L}o working settings
B Conmbctiam on wai
2 g dial-up, or VPN : Of €t UP 3 router O 3cCess point.
W Check security status h s

e and repair netwerk problems, or get troubleshooting information.
& Firewall & network protection
Search suggestions

L fire b re

Apps

L fire
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Windows Firewall

4 & > ControlPanel > All Control Panel ltems » Windows Firewasll

Help protect your PC with Windows Firewall
Control Panel Home )

Windows Firewall can help prevent hackers or malicious software from gaining access to your PC
Allcw an app o feature theough the intemet or & network.
theough Windows Farewall

Change notification settings Update your Firewail settings

Tum Windows Firewall on or Windows Firewall 15 not using the OU* recommended settings
off recommended settings to protect your

Restore defaulkts computer.

What are the n nmended settings?

Advanced settings

Troubleshoot my network

l Q Domain networks Connected

Networks at 2 workplace that are attached to 3 domam

Windows Firewall state: off

Incoming connections: Block all connections to apps that are not on the
list of allowed apps

Active domam networks: 4E  labminutes.com

Notification state: Notify me when Windows Firewall blocks a new
2pp

. g Private networks Not connected
2nd Mamtenance

Network and Sharing Center . e Guest or public networks Not connected @

1 55 <« Al Control Paneiitems > Network and Sharing Center

Control Panel Hott ¥ Network Connections

# « Network and Intemet » Network Connections »

-~
)

Change adapter s¢

Change advanced
;,,_f; Organcze « Enable this netwerk device Diagnose this connection Rename this connection  »

Ethemet

QO @@

HomeGroup
Infrared
Intenet Options

Vindows Feeaall

Securty and Mamtenan

Network and Shanng C{ 2tems | item celected

e
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v Lick vao Systems scan: Cisco AnyConnect Secure Mobility Client: LM
WINS FW

& <« All Control Panel tems » Network and Shaning Center

1 & « Networkand Intemet » Network Connections >

Change adaptersg
vancel 7Y Cisco AnyConnect Secure Mobility Client

1 Update(s) Required
Updates are needed on your computer before you can jon the network.

Chck Start to begin

LM WINS FW  (Required)

Vindows Frewal dsablec. Please cick to enable manually

HemeGroup
Infraced
internet Options

Windows Frenall

L] System Scan:
Update your system.

Secunty and Mantenan

Network and Shasing C¢_ 2tems | selected Cisco AnyConnect
-v FTIIVaRT TIROIWOUrKS

X

v Logout

» Network and Sharing Center

We speak Gmail

aJ

Store Microsoft Edge

Find 2 Partly Sunny

restaurant
6 35%

o a3
83 4 6Mph

Maps ®  Washington, DC.
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% Cisco AnyConnect Secure Mobility Client

VPN

gg o

&) System Scan:
Invuaizng.

— Please wat...

v Chu y dong LM WIN FW (Required)

v Windows Firewall disabled. Please click to enable manually

9 Cisco AnmyConnect Secure Mobility Client

1 Update(s) Required
Updates are needed on your computer before you can jon the network.

Cick Start to begn

Vindows Frewal dsabled. Please dick 1o enable manually

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https .youtube.com/@vnprol49
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Y Cisco AnyConnect Secure Mobility Chent

1 Update(s) Required
Updates are needed on your computer before you can join the network.

Cick Start to begn

LM WINS FW (Required)

Windows Frewal dsabled. Please ik t enable marualy

% Cisco AnyConnect Secure Mobility Chent

1 Update(s) Required
Updates are needed on your computer before you can jon the network.

Locetes Status

Cick Start to begin

LM WINS FW (Required)

Windows Frewal dsabled. Please dick to enable manually

Cicking Cancel may change your netweork connectity and nterrupt dowrioad o
required updates. Are you Sure you want to cancel the current cperation?

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://

e.com/@vnprol49
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¥nPro
v Hé thong System Scan: chuyén sang trang thai Not Complain

% Cisco AnyConnect Secure Mobility Client

No Network Connectivity

98 e
‘ Not Compliant.

Cancelled by user

e

v.youtube.com/(@vnprol49
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="

276

Muc System Scan: chuyén dén tab Scan Summary:
v LM WIN FW (Not Requireds)

v LM WIN DEFENDER DEF (Requireds)

| refererces Statstcs SeaityProdxts 56 Summary  Message History |

Upcates Status
Regquared
: @
: @
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