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LAB — Trién khai Flexible Netflow

So do:
192.168.1.0/24
2001:db8:acad:1000::/64

Int VLAN 1
2/u2

Int VLAN 1
3/:u3

G1/0/5 FO/1

Loopback O
10.0.0.1/24
2001:db8:acad:10::1/64

G1/0/6 FO/2

NTP Server 61/0/23

Yéu cau:
1. Cau hinh ban dau:

e Dit dia chi IP cho céc interface trén thiét bi Routers trong global configuration mode theo
quy hoach IP duogc chi ra trén hinh.
Ciu hinh:

Trén R1:

Rl (config) #hostname R1

Rl (config) #no ip domain lookup

Rl (config) #ipv6 unicast-routing

Rl (config) #banner motd # R1, Implement Flexible Netflow #
Rl (config) #line con 0

Rl (config-line) #exec-timeout 0 O

Rl (config-line) #logging synchronous
Rl (config-line) #exit

Rl (config)#line vty 0 4

Rl (config-1line) #privilege level 15
Rl (config-line) #exec-timeout 0 O

Rl (config-line) #password ciscol23
Rl (config-1line) #login

Rl (config-line) ffexit
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config) #Interface g0/0/1
Rl (config-if) #ip address 192.168.1.1 255.255.255.0
Rl (config-if) #ipv6 address fe80::1:1 link-local
Rl (config-if) #ipv6 address 2001:db8:acad:1000::1/64
Rl (config-if) #no shutdown
Rl (config-if) #exit
Rl (config) #interface loopback 0
Rl (config-if) #ip address 10.0.0.1 255.255.255.0
Rl (config-if) #ipv6 address £fe80::1:2 link-local
Rl (config-if) #ipv6 address 2001:db8:acad:10::1/64
Rl (config-if) #no shutdown
Rl (config-if) #exit
Rl (config) #ntp master 3
Rl (config) #end

R1# copy running-config startup-config

Trén D1:

D1 (config) #hostname D1

D1 (config) # no ip domain lookup

D1 (config) #ipv6 unicast-routing

D1 (config) #banner motd # D1, Implement Flexible Netflow #
D1 (config)#line con O

D1 (config-line) #exec-timeout 0 0

D1 (config-1line) #logging synchronous

D1 (config-line) #exit

D1 (config)#line vty 0 4

D1 (config-line) #privilege level 15

D1 (config-line) #exec—-time 0 0

D1 (config-line) #password ciscol23

D1 (config-line) #login

D1 (config-line) #exit

D1 (config) #interface vlan 1

D1 (config-if) #ip address 192.168.1.2 255.255.255.0

D1 (config-if) #ipv6 address fe80::d1:1 link-local
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D1 (

config-if) #ipv6 address 2001:db8:acad:1000::2/64
D1 (config-if) #no shutdown
D1 (config-if) #fexit
D1l (config) #ip default-gateway 192.168.1.1
D1 (config) #interface gl1/0/23
D1 (config-if) #spanning-tree portfast
D1 (config-if) #switchport mode access
D1 (config-if) #no shutdown
D1 (config-if) #exit
D1 (config) #interface gl/0/11
D1 (config-if) #spanning-tree portfast
D1 (config-if) #switchport mode access
D1 (config-if) #no shutdown
D1 (config-if) #exit
D1 (config) #interface range gl/0/5-6
D1 (config-if) #switchport mode trunk
D1 (config-if) #channel-group 1 mode active
D1 (config-if) #no shutdown
D1 (config-if) #fexit
D1 (config) #ntp server 192.168.1.1
D1 (config) #end

D1# copy running-config startup-config

Trén Al:

Al (config) #hostname Al

Al (config) #no ip domain lookup

Al (config) #ipv6 unicast-routing

Al (config)#ip domain name CCNPv8.CoPP.Lab

Al (config) #banner motd # Al, Implement Flexible Netflow #
Al (config)#line con 0

Al (config-line) #exec-timeout 0 O

Al (config-line) #logging synchronous

Al (config-line) ffexit

Al (config) #line vty 0 4
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config-line) fexec-timeout 0 O
Al (config-line) #logging synchronous
Al (config-line) #password ciscol23
Al (config-line) #login
Al (config-line) #exit
Al (config) #interface vlan 1
Al (config-if)#ip address 192.168.1.3 255.255.255.0
Al (config-if)#ipv6 address fe80::al:1 link-local
Al (config-if)#ipv6 address 2001:db8:acad:1000::3/64
Al (config-if) #no shutdown
Al (config-if) #exit
Al (config) #interface range f0/1-2
Al (config-if) #switchport mode trunk
Al (config-if) #channel-group 1 mode active
Al (config-if) #no shutdown
Al (config-if) #exit
Al (config) #interface f0/-23
Al (config-if) #switchport mode access
Al (config-if) #spanning-tree portfast
Al (config-if) #no shutdown
Al (config-if) #exit
Al (config) #ntp server 192.168.1.1
Al (config) #end

Al# copy running-config startup-config

2. CAu hinh va kiém tra Flexible Netflow.
Quy trinh 1am viéc cta Flexible Netflow bao gdm bdn budc sau:

Budc 1: Tao Flow record. Flow records xac dinh thong tin can thu thap. Classic Netflow thi xac
dinh cac flow record cé phu hgp véi bo nhd dém hay khong, hodc ban céd thé cu hinh cac flow
record ciia riéng minh dé phu hop véi nhu cu cua ban.

Budc 2: Tao Flow exporter. Diéu nay xac dinh noi thong tin thong ké da dugc téng hop dé gui di
Budc 3: Tao Flow mornitor va két hop Flow records va Flow Exporters vi chinh né.

Budc 4: Cau hinh céc giao dién thich hop cho bd nhé dém dau vao hodc dau ra duoc lién két véi
Flow monitor.
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Trong bai lab ndy, ban sé& cdu hinh Flexible Netflow dé giri cac théng tin thong ké vé R1 interface
g0/0/1 d&én PCI1.

2.1. Tao flow records

Dbi véi flow record dau tién ctia chiing ta, chung ta st sir dung ipv4 original-input flow record
da duoc dinh nghia tr trude.

Ddi voi flow record thir 2, chung ta s€ tao ra flow record dang custom. Boi vi flow record dau
tién tap trung vao input traffic, va flow record thur 2 tap trung vao output traffic.

Tao mdt flow record dang named CCNPS-CUSTOM-OUT.

Rl (config)# flow record CCNP8-CUSTOM-OQUT

Gan phan mo ta cho flow record

Rl (config-flow-record)# description Custom Flow Record for outbound traffic

CAu hinh flow record khép véi phan moé ta cua dia chi ipv4 va transport

Rl (config-flow-record)# match ipv4 destination address

Rl (config-flow-record) # match transport destination-port

Céu hinh flow record dé thu thap bytes va packets.

Rl (config-flow-record)# collect counter bytes

Rl (config-flow-record)# collect counter packets

St dung cau 1énh show flow record CCNP8-CUSTOM-OUT d¢ kiém tra két qua

R1# show flow record CCNP8-CUSTOM-OUT
flow record CCNP8-CUSTOM-OUT:
Description: Custom Flow Record for outbound traffic
No. of users: 0
Total field space: 14 bytes
Fields:
match ipv4 destination address
match transport destination-port
collect counter bytes

collect counter packets

2.2. Tao flow exporter.

Céu hinh flow exporter dé dinh nghia noi ma thong tin cached da dwoc giri. Tao flow exporter
dang named CCNP8-COLLECTOR-HOST. Chi rd thém la exporter nén sur dung Netflow
version 9, va tro dén 192.168.1.50 udp port 9999.
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config)# flow exporter CCNP8-COLLECTOR-HOST
Rl (config-flow-exporter) # destination 192.168.1.50
Rl (config-flow-exporter) # export-protocol netflow-v9
Rl (config-flow-exporter)# transport UDP 9999

Rl (config-flow-exporter) # exit

St dung cau 1énh show flow exporter CCNP8-COLLECTOR-HOST dé kiém tra két qua.

R1# show flow exporter CCNP8-COLLECTOR-HOST

Flow Exporter CCNP8-COLLECTOR-HOST:
Description: User defined
Export protocol: NetFlow Version 9
Transport Configuration:

Destination IP address: 192.168.1.50

Source IP address: 192.168.1.1
Transport Protocol: UDP
Destination Port: 9999
Source Port: 63275
DSCP: 0x0
TTL: 255

Output Features: Used

2.3. Tao flow monitors.

Flow monitors lién két flow record véi flow exporter. Poi voi bai tap cia ching ta, ching ta can
tao 2 flow monitors, moi cai cho tung flow record.

Str dung cau 1énh flow monitor CCNPS-INBOUND-MONITOR dé tao flow monitor du tién va
dat tén 1a CCNP8-INBOUND-MONITOR. La mét phan ciia flow monitor, hiy chi dinh rang
netflow ipv4 orgirinal-input flow record, xuét cache dén exporter mdi 30 gidy, va xac dinh
CCNP8-COLLECTOR-HOST la exporter.

Rl (config)# flow monitor CCNP8-INBOUND-MONITOR

Rl (config-flow-monitor) # record netflow ipv4 original-input
Rl (config-flow-monitor)# cache timeout active 30

Rl (config-flow-monitor)# exporter CCNP8-COLLECTOR-HOST

Rl (config-flow-monitor)# exit

Str dung cau 1€nh flow monitor CCNP8-OUTBOUND-MONITOR dé tao flow monitor thir 2 va
dit tén n6 1a CCNP8-OUTBOUND-MONITOR. La mét phan cua flow monitor, hiy chi dinh
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rang né s& ghi lai CCNP8-CUSTOM-OUT flow record, xuit cache dén exporter mdi 30 gidy, va
xac dinh CCNP8-COLLECTOR-HOST la exporter.

Rl (config)# flow monitor CCNP8-OUTBOUND-MONITOR
Rl (config-flow-monitor)# record CCNP8-CUSTOM-OUT
Rl (config-flow-monitor)# cache timeout active 30
Rl (config-flow-monitor) # exporter CCNP8-COLLECTOR-HOST

Rl (config-flow-monitor)# exit

Str dung cau 1énh show flow monitor dé kiém tra két qua

R1# show flow monitor

Flow Monitor CCNP8-INBOUND-MONITOR:

Description: User defined
Flow Record: netflow ipv4 original-input
Flow Exporter: CCNP8-COLLECTOR-HOST
Cache:
Type: normal (Platform cache)
Status: not allocated
Size: 200000 entries
Inactive Timeout: 15 secs
Active Timeout: 30 secs
Trans end aging: off

Flow Monitor CCNP8-OUTBOUND-MONITOR:

Description: User defined

Flow Record: CCNP8-CUSTOM-0OUT

Flow Exporter: CCNP8-COLLECTOR-HOST

Cache:
Type: normal (Platform cache)
Status: not allocated
Size: 200000 entries
Inactive Timeout: 15 secs
Active Timeout: 30 secs
Trans end aging: off

2.4. Ciu hinh interface cho flow caching.
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Budc cudi cung 1a cdu hinh cac interface thich hop dé chung c6 thé luu thong tin cache. Trong
bai lab, chung ta s€ tap trung trén input va output tir Interface g0/0/0 trén R1. Str dung cau 1énh
ip flow monitor <name><direction> trén interface g0/0/1 dé chi rd inbound va outbound flow
monitors ma minh d3 tao ra.

Rl (config) # interface g0/0/1
Rl (config-if)# ip flow monitor CCNP8-INBOUND-MONITOR input
Rl (config-if)# ip flow monitor CCNP8-OUTBOUND-MONITOR output

Rl (config-if)# exit

2.5. Tao vai traffic.
Dé thu thap s6 liéu thong ké, ching ta can vai luu luong truy cép.

Tu PC2, Bit dau ping dén dia chi IPv4 va IPv6 ctia R1, & phan nay minh s& cau hinh size cho
lénh ping véi kich thude mdi goi tin 1a 1475 bytes.

Cau lénh trén windows nhu sau:

C:\> ping 10.0.0.1 -t -1 1475
C:\> ping 2001:db8:acad:1000::1 -t -1 1475

Tir Switch Al, telnet dén R1, ding nhap va dé nguyén session dang chay.

Tir switch D1, sir dung extended ping utility dé ping t6i Loopback 0 cta R1 sir dung sweep range
clia 36 bytes dén 18024 bytes. Cau hinh repeat count 1a 1,000,000 va sweep interval 1a 1

D1# ping

Protocol [ip]:

Target IP address: 10.0.0.1
Repeat count [5]: 100000
Datagram size [100]:

Timeout in seconds [2]:
Extended commands [n]: y
Ingress ping [n]:

Source address or interface:
DSCP Value [0]:

Type of service [0]:

Set DF bit in IP header? [no]:
Validate reply data? [no]:
Data pattern [0x0000ABCD]:

Loose, Strict, Record, Timestamp, Verbose[none]:
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Sweep range of sizes [n]: y

Sweep min size [36]:

Sweep max size [18024]:

Sweep interval [1]:

Type escape sequence to abort.

Sending 89945, [36..18024]-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:

Trén PC1, M&é Wireshark valoc ip.src == 192.168.1.1 && udp.dstport ==
9999 && ! icmp. Bo loc nay s& hién thi cac géi tin tir 192.168.1.1 UDP port 9999 di duoc
cau hinh truéc d6 va khong co cac goi tin ICMP.

2.6. Poi 60 gidy va sau d6 kiém tra két qua.

Trén PC1, quan sat man hinh hién thi Wireshark. Phai c6 luu luong truy cap phi hop véi bo loc
dang dugc hién thi.

Trén R1, Str dung cau I¢nh show flow monitor CCNPS8-INBOUND-MONITOR statistics.

R1# show flow monitor CCNP8-INBOUND-MONITOR statistics

Cache type: Normal (Platform cache)
Cache size: 200000
Current entries: 2
High Watermark: 12
Flows added: 103
Flows aged: 101
- Active timeout ( 30 secs) 38
- Inactive timeout ( 15 secs) 63

Trén R1, st dung cau I¢nh show flow monitor CCNP8-INBOUND-MONITOR cache. Luu y:
Window traffic output s& thay d6i ty thudc vao thoi gian luu luong truy cap sau 30 gidyva duoc
dua vao bd nho dém

R1# show flow monitor CCNP8-INBOUND-MONITOR cache

Cache type: Normal (Platform cache)
Cache size: 200000
Current entries: 1
High Watermark: 12
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Flows added:
Flows aged:
- Active timeout

- Inactive timeout

IPV4 SOURCE ADDRESS:
IPV4 DESTINATION ADDRESS:
TRNS SOURCE PORT:

TRNS DESTINATION PORT:
INTERFACE INPUT:

FLOW SAMPLER ID:

IP TOS:

IP PROTOCOL:

ip source as:

ip destination as:
ipv4 next hop address:
ipv4 source mask:

ipv4 destination mask:
tcp flags:

interface output:
counter bytes:

counter packets:
timestamp first:

timestamp last:

30 secs)

15 secs)

192.168.1.75
10.0.0.1

0

2048

Gi0/0/1

0

0x00

0.0.0.0

/0

/0

0x00

Null

12024

8
20:43:34.189
20:43:41.263

112
111
43
68

Dimng tat ca cac 1énh ping va thoat session telnet

3. Ciu hinh va kiém tra Netflow

3.1. Chu hinh Netflow

CAu hinh Netflow export version 14 version 9.

Rl (config)# ip flow-export version 9

Céu hinh Netflow export dich dén 1a 192.168.1.50 port 9999

Rl (config)# ip flow-export destination 192.168.1.50 9999

Trén interface G0/0/1 R1, cau hinh Netflow dé monitor ingress va egress traffic.
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config)# interface g0/0/1
Rl (config-if)# ip flow ingress
Rl (config-if)# ip flow egress

Rl (config-if) # exit

3.2. Tao vai luu lwgng truy cap
Dé thu thap s6 liéu thong ké, chiing ta can vai luu luong truy cép.

Tir PC2, Bét dau ping dén dia chi IPv4 va IPv6 cta R1, & phan nay minh s& c4u hinh size cho
1énh ping véi kich thudc mdi goi tin 1a 1475 bytes.

Cau 1énh trén windows nhu sau:

C:\> ping 10.0.0.1 -t -1 1475
C:\> ping 2001:db8:acad:1000::1 -t -1 1475

Tir Switch Al, telnet dén R1, ding nhap va dé nguyén session dang chay.

Tur switch D1, sir dung extended ping utility dé ping t6i Loopback 0 ctia R1 st dung sweep range
clia 36 bytes dén 18024 bytes. Cau hinh repeat count 1a 1,000,000 va sweep interval 1a 1.

D1# ping

Protocol [ip]:

Target IP address: 10.0.0.1
Repeat count [5]: 100000
Datagram size [100]:

Timeout in seconds [2]:
Extended commands [n]: y
Ingress ping [n]:

Source address or interface:
DSCP Value [0]:

Type of service [0]:

Set DF bit in IP header? [no]:
Validate reply data? [no]:
Data pattern [0x0000ABCD]:
Loose, Strict, Record, Timestamp, Verbose[none]:
Sweep range of sizes [n]: y
Sweep min size [36]:

Sweep max size [18024]:

Sweep interval [1]:
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Type escape sequence to abort.

Sending 89945, [36..18024]-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:

Trén PC1, M&é Wireshark valoc ip.src == 192.168.1.1 && udp.dstport ==
9999 && ! icmp. Bo loc ndy s& hién thi cac gbi tin tir 192.168.1.1 UDP port 9999 da duoc
cau hinh truéc d6 va khong co cac goi tin ICMP.

3.3. Xac minh Netflow.

Str dung ciu 1énh show ip flow interface dé xac minh cac interface tham gia va flow capture

R1# show ip flow interface
GigabitEthernet0/1
ip flow ingress

ip flow egress

Str dung ciu 1énh show ip flow export dé hién thi host IP address va bao nhiéu flows da dugc
exported

R1# show ip flow export
Flow export v9 is enabled for main cache
Export source and destination details
VRF ID : Default
Destination(l) 192.168.1.50 (9999)
Version 9 flow records
117 flows exported in 55 udp datagrams
0 flows failed due to lack of export packet
0 export packets were sent up to process level
0 export packets were dropped due to no fib
0 export packets were dropped due to adjacency issues
0 export packets were dropped due to fragmentation failures

export packets were dropped due to encapsulation fixup failures

Str dung cau 1énh show ip cache flow dé hién thi thong tin flow

R1# show ip cache flow

IP packet size distribution (2597 total packets):
1-32 64 96 128 160 192 224 256 288 320 352 384 416 448 480
.172 .023 .070 .01l6 .012 .016 .0l6 .017 .016 .012 .012 .012 .012 .012 .012
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512 544 576 1024 1536 2048 2560 3072 3584 4096 4608

.012 .012 .012 .172 .355 .000 .000 .000 .000 .000 .000

IP Flow Switching Cache, 278544 bytes
3 active, 4093 inactive, 97 added
2551 ager polls, 0 flow alloc failures
Active flows timeout in 30 minutes
Inactive flows timeout in 15 seconds
IP Sub Flow Cache, 34056 bytes
3 active, 1021 inactive, 93 added, 93 added to flow
0 alloc failures, 0 force free
1 chunk, 1 chunk added

last clearing of statistics never

Protocol Total Flows Packets Bytes Packets Active (Sec)

Idle (Sec)

———————— Flows /Sec /Flow /Pkt /Sec /Flow /Flow
TCP-Telnet 3 0.0 7 42 0.0 0.8 15.5
UDP-NTP 36 0.0 1 76 0.0 0.6 15.7
UDP-other 19 0.0 6 106 0.0 5.1 15.4
SrcIf SrcIPaddress DstIf DstIPaddress Pr SrcP DstP
Pkts

ICMP 36 0.0 41 750 0.0 1.3 15.0
Total: 94 0.0 18 675 0.0 1.8 15.4
SrcIf SrcIPaddress DstIf DstIPaddress Pr SrcP DstP
Pkts

Gi0/1 192.168.1.50 Local 192.168.1.1 01 0000 0303

1

Gi0/1 192.168.1.75 Local 10.0.0.1 01 0000 0800

447

Gi0/1 192.168.1.75 Local 10.0.0.1 01 0000 0000

447

Ban s& thiy céc goi tin dugc thu thap trong Wireshark.

Dirng tit ca cac 1énh ping va thoat telnet session.

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149




CONG TY TNHH TU VAN VA DJCH VY CHUYEN VIET
TRUNG TAM TIN HQC VNPRO

”PTO DC: 276 - 278 Ung Viin Khiém, P. Thanh My Ty, Tp. Hb Chi Minh
F

DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https youtube.com/@vnprol49




CONG TY TNHH TU VAN VA DJCH VY CHUYEN VIET
TRUNG TAM TIN HQC VNPRO

”PTO DC: 276 - 278 Ung Viin Khiém, P. Thanh My Ty, Tp. Hb Chi Minh
F

DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https youtube.com/@vnprol49




