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LAB - VIET CHUONG TRINH DUNG NGON NGU PYTHON SU
DUNG NETCONF PE THEM CONG LOOPBACK
TREN THIET BI CISCO (SANDBOX)

I. So do

= -~

Hinh 1. So' dé bai Lab

II. M6 ta

- So dd bai thyc hanh gém 1 PC va 1 thiét bi chay hé diéu hanh 10S XE
(CSR1000V) duoc dau ndi véi nhau nhu hinh 1.

- Trén so dd nay, hoc vién thyc hién két ndi dén Router CSR, viét chuong dé lay
thong tin bang ngdn ngir Python.

- May PC phai dép (mg yéu cau da cai dat tram lam viéc cho developer.

II1. Yéu cau k¥ thuat
- Hoc vién thyc hién két ndi may tinh dén Agent bang mang Internet.
- Cai dat thu vién ncclient, xmltodict trén may tinh.
- Viét code bang Python thuc hién yéu cau:
+ Tao template XML cho cong.
+ Viét yéu cau nhap thong tin cong Loopback.
+ Tao Netconf payload chira dit liéu cho cong Loopback.
+ Tao két ndi dén thiét bi béng thu vién ncclient.
+ Tao ciu truy van Netconf str dung b loc (payload trén).

+ In ra man hinh két qua tra vé.
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IV. Cac buéc thuc hién
4.1. Cai dat thu vién
Thuc hién cai dat thu vién nhu cac cong doan da trinh bay ¢ Lab 13.

4.2. Viét chwong trinh

Tao file device_info.py dé ghi thong tin thiét bi:

iosxe = {
"address": "ios-xe-mgmt.cisco.com",
"netconf port": 10000,
"restconf port": 9443,
"ssh port": 8181,
"username": "developer",

"password": "Clscol2345"

Céc thong tin:

netconf port, restconf port, ssh_port 1a cac port do thiét bi trén Sandbox dit.
username, password 13 tén va mat khau khi cau hinh SSH

- Tao file add_loopback.py:

+ Import cac thu vién can thiét:

from ncclient import manager
import sys
import xmltodict

import xml.dom.minidom

from device info import iosxe as device

+ Khai bao kiéu cbng:

IETF INTERFACE TYPES = {
"loopback": "ianaift:softwareLoopback",

"ethernet": "ianaift:ethernetCsmacd"
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+ Tao template XML cho cong:

netconf interface template = """

<config>

<interface>
<name>{name }</name>
<description>{desc}</description>

<type xmlns:ianaift="urn:ietf:params:xml:ns:yang
:iana-if-type">

{type}
</type>

<enabled>{status}</enabled>

<address>
<ip>{ip address}</ip>
<netmask>{mask}</netmask>
</address>
</ipvid>
</interface>

</interfaces>

</COI’1fig>" nn

<interfaces xmlns="urn:ietf:params:xml:ns:yang:ietf-interfaces">

<ipv4 xmlns="urn:ietf:params:xml:ns:yang:ietf-ip">

xmlns="urn:ietf:params:xml:ns:yang:ietf-interfaces" la namespace (khong gian
tén), giup phan bi€t cac thuc thé cung tén ndm trong cadc namespace khac nhau. Vi du nhu
trong namespace N1 c6 object O, N2 ciing c6 object O. Dé phan biét object O cua

namespace nio thi co thé ghi N1:0 dé biét 1a object O nay cua N1.

+ Yéu cau nhép théng tin cong Loopback:

new loopback = {}

number to add?")

new loopback["desc"]

new loopback["mask"] = input ("What network mask?")

new loopback["name"] = "Loopback" + input ("What loopback

input ("What description to use?")

new loopback["type"] = IETF INTERFACE TYPES["loopback"]
new loopback["status"] = "true"
new loopback["ip address"] = input("What IP address?")
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+ Tao Netconf payload chira dit liéu cho cong:

netconf data = netconf interface template.format (
name = new loopback["name"],

desc = new_ loopback["desc"],

type new loopback["type"],
status = new loopback["status"],
ip address = new loopback["ip address"],

mask = new loopback["mask"]

)

+ In ra man hinh théng tin s€ gui qua Netconf:

print ("The configuration payload to be sent over NETCONF.\n")

print (netconf data)

+ Mo két ndi dén thiét bi bang ncclient va tao ciu truy vin Netconf (get_config) sir
dung bd loc trén:

print ("Opening NETCONF Connection to {}".format (device["address"]))
with manager.connect (

host=device["address"],

port=device["netconf port"],

username=device ["username"],

password=device["password"],

hostkey verify=False

) as m:

print ("Sending a <edit-config> operation to the device.\n")

netconf reply = m.edit config(netconf data, target = 'running')

Tao két ndi dén thiét bi biang thu vién ncclient (modun manager) device 13 tén gan
tor dong “from device info import iosxe as device” khai bao ¢ trén.

Luu y: Phan khoang cach phai ding.
+ In két qua tra vé dang XML:

print ("Here is the raw XML data returned from the device.\n")

print (xml.dom.minidom.parseString (netconf reply.xml) .toprettyxml ()

)
print (" n)
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xml.dom.minidom.parseString(netconf _reply.xml).toprettyxml()ding dé in két qua tra
vé giup ta d& doc hon.

Két qua:

- Trudce khi thém cong Loopback:

The interface status of the device is:

Interface GigabitEthernetl enabled status is true
Interface GigabitEthernet2 enabled status is false
Interface GigabitEthernet3 enabled status is false
Interface Loopback3 enabled status is true
Interface Loopbacklé enabled status is true
Interface Loopback3l9% enabled status is true

- Sau khi thém cong Loopback:

What loopback number to add? 15

What description to use? no

What IP address? 192.168.100.15

What network mask? 255.255.255.0

The configuration pavload to be sent over NETCONF.

<config>
<interfaces xmlns="urn:ietf:params:xml:ns:vang:ietf-interfaces">
<interface>
<name>LoopbacklS</name>
<description>no</description>
<type xmlns:ianaift="urn:ietf:params:xml:ns:yang:iana-if-type">
ianaift:softwareLoopback
</type>
<enabled>true</enableds|
<ipv4d zmlns="urn:ietf:params:zml:ns:yang:ietf-ip">
<address>
<ip>192.168.100.15</ip>
<netmask>255.255.255. 0</netmask>
</address>
</ipvd>
</interface>
</interfaces>
</config>

Opening NETCONF Connection to ios-xe-mgmt.cisco.com
Sending a <edit-config> cperation to the device.

Here is the raw XML data returned from the device.

<?xml wversion="1.0" 2>
<rpc-reply message-id="urn:uuid:bBe795a7-0a96-4255-b645-bb5723946f47" xmlns="urn:ietf:params:xml:ns:n
etconf:base:1.0" xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>




